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help
% A-1 BT help 4.

# A-1. Help 4%

LEFS'E
help | 5IHATLLS racadm Be &6 HI T FTE Fard, FHREEA a4 0 fa i .

RE

racadm hel p

racadm hel p < 7>

W

help T4 3t T LAR racadm fir&—AMNATA T4, IFE NN Tar@ R0 T T30, IEATLE help RSN T & LG R RERHE T ar & ik,

L fail
racadm help @4 SR ¥4 1 e 8 5%.

racadm help <7 > fir& BRI E N T a2 HfE S,

XFFRED

1 A RACADM

config
£ A-2 BT config fil getconfig T4 .

# A-2. config/getconfig



file:///E:/Software/smdrac3/idrac/idrac1.2/cs/ug/index.htm

Faé )38
config fit & iDRAC.

getconfig | 31t iDRAC i & ¥4 .

RE

racadmconfig [-c|-p] -f <xXfF#>

racadmconfig -g <#{#&> -0 <HWRE> [-i <FT>] <ff>

XFFMED

1 A RACADM

WA

config i SVFM 435 IDRAC o Z8el N B SCAFK) — f it e B . WREHR A, 2091% iDRAC X 5 N Hii.

BA
£ A3 T config Tir &I .

£ A-3. config F#r 41 FRY

L]

-f | f <UAFH=EIE L config SRR <XCAF £ > SCHF N A PR E IDRAC. 2SR A0 5 72 L B SO R BT e s s Sl «

-p | -p, HUERY, JETHER config fERCE EMRJE MR config UMF -f < XAFE>TEEGINEKH .

-g | -g<##> B4, EBLAY -o B AMN. <#H4> HT A E ERE K RN,

-0 | -o <X EE><f> SR, EIHLHY -g WA A SR E S 78 <f>5 7RI R4,

S |- <F T[> (EEGNETD A RGIAAR, rTHTREME A EHAZ RG] RS AR, AN A A R E .

TR R

-c | -c, S, WY config FArARLAMA, FHEA AL ofg SCIFLLERIERAR . WIAEREI RN, BT S MBI AR . AEX iDRAC HUTE NIRAE.

itk

i
VLT 42 LA LR — LI AR

VORIEL A RPRA L RS TR R PR AL R )

1 racadm CLI #k

P AR R, VRN ofg ORI GRS, DU S NI BN RN KR

il
1 racadmconfig -g cfglLanNetworking -o cfgN cl pAddress 10.35.10. 110
¥ H cfgNiclpAddress LB Z% (%%) M 10.35.10.110. Mt IP kX %57 cfglanNetworking 41+ .

1 racadmconfig -f nyrac.cfg

fic B s HHiCE iDRAC. myrac.cfg X LU getconfig dr &, HEMARSHHN, e LA Fahsmi myrac.cfg SCff.

Ei %: myrac.cfg iR @aHEN. EECHPOEHED, BHAFTHA. NRESEREMAN myrac.cfg SHHMIBHELBEE, WHEA -p H5.

getconfig

getconfig Tir 4 A VFH 73k % IDRAC FLE 24, s#HR T IDRAC FeE AU R A7 EISCAF .
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A

% A-4 T getconfig T4k

B4 3 RSSO -F SR SOPR I A B A

£ A-4. getconfig F &% M

% | Y
-f | -f <WfFE> kT RR getconfig KA IDRAC FEEL S NRLEL . MESCHFRTRE/E I Tilid config i & HEAT LG L #1F -
W -f LTRSS cfglpmiPet il cfglpmiPef A1 % H . LAIZEDRE —EPFHARLU cfglpmiPet 43S CfF .
-g |-g<##> s, EER LT RREANEMKEE. 440 racadm.cfg U IHE R A ATR. WERADNREIH, MINAER -i 5.
-h | -h =5 help 350G R o7 LM AT BT AT TG EL AL B8 2R P ANEAS B DI 2L 4, Bk ssiets 2 A
-i :i<§'?/> (BREFLETD RARINAAR THTIREM M. WREHIEE -i <#7/> FHERAE 1, REARAAZMEENR. R MRIMEEE, Sl A
SE o
-0 | -0 <XfZH> BAR, HHUREEEA TR R HET Y -g M.
-u | -u <P, S BT T R P A . <A P &> RTUNZH P IS R4
-v | v EEEEIE U R AT R R L e, RS -g A
s

ST iy A AE B L AR — 1 DU 2B R

TR ER HA R4 R B TR R LR 4

racadm CLI f&i%#

WAEAIBEIRHR, HT 8 R TR e LB 2

|

racadm getconfig -g cfglLanNetworki ng
o4l cfgLanNetworking & AR EEE CF3) .
racadm getconfig -f nyrac.cfg
T 4L E 6 SN IDRAC #4732 myrac.cfg.
racadm getconfig -h
‘7R iDRAC b Al HIMC E AL 5% .
racadm getconfig -u root
SR P& root MECHE B,
racadm getconfig -g cfgUserAdnmin -i 2 -v

BORERE] 2 W HS ], IFRAR IR A R .

RE

racadm getconfig -f <Xff#>

racadm getconfig -g <##> [-i <#5[>]

racadm getconfig -u <f/'%&>

racadm getconfig -h




XEFHED

1AM RACADM

getssninfo
#% A5 M T getssninfo T4 .

# A-5. getssninfo T4

Firéd X
getssninfo | A& T EELE 9 & i & PR 2 ANE S s R A — Al M 2R 215 S

(=Rt

RE

racadm getssninfo [-A] [-u <//7&> | *]

P

getssninfo @4 2R [F CIERT] IDRAC M 01, MRS S0 T AR EE.
1 “Username" (Ji/'4)
1 "IP address" (IP #ihit)  CnHtalfil)
1 "Session type" (&i&EA) (i, SSH s s)

1 "Consoles in use" (EHMHEHIG) (i, Virtual Media 8¢ Virtual KVM)

XEFRED

1 A RACADM

WA

4 A-6 it T getssninfo T4k,

# A-6. getssninfo Fr &3 W

iy VL]
-A | A EEITATHH AT BB R Sk
-u

—u <M= FP AL TR AT BV R R AT BT P 44 PR 2R . R S BN L 4, SIS0 LI TURDHE AT B 245 L

7~
1 racadm getssninfo
% A-7 BT —A M racadm getssninfo 4 1R .

# A-7. getssninfo T &%t =

R | 1P shk XY | =M E

root | 192. 168. 0. 10| Tel net | Virtual KvM

1 racadm getssninfo -A

“root" 143.166.174.19 "Tel net" " NONE"




1 racadmgetssninfo -A -u *
"root" "143.166.174.19" "Tel net” "NONE'

1 "bob" "143.166.174.19" "GUI" "NONE"

getsysinfo
4 A-8 itM T racadm getsysinfo T#4 .

# A-8. getsysinfo

e X
getsysinfo | 5 IDRAC {5 8. R%ifs BRGTRFRILE .

RE

racadm getsysinfo [-d] [-s] [-wW [-A

i

getsysinfo T4 s T4 % iDRAC. Managed Server Il F R E K15 £

ZRREO

1 Kl RACADM

A

% A-9 T getsysinfo T4 ik,

% A-9. getsysinfo T 4%

W |
-d | &7 iDRAC f5E.
-s | BRAGHEL

-w | SRR

-A | EBRATENTUB /RS

i

getsysinfo T4 ik T4 5% iDRAC. Managed Server R FLFRCE 115 E .

7 il

RAC I nformation:

RAC Date/Time = Wed Aug 22 20:01:33 2007
Firmware Version =0.32

Firmware Build = 13661

Last Firmware Update = Mon Aug 20 08:09:36 2007
Hardware Version = NA

Current IP Address = 192.168.0.120

Current IP Gateway = 192.168.0.1

Current IP Netmask = 255.255.255.0

DHCP Enabled =1

MAC Address = 00:14:22:18:cd:f9

-

Current DNS Server = 10.32.60.4



Current DNS Server 2 = 10.32.60.5

DNS Servers from DHCP =1

Register DNS RAC Name =1

DNS RAC Name = 1iDRAC- 783932693338
Current DNS Domain = us.dell.com

System I nf ormati on:

System Model = PowerEdge M600
System BIOS Version =0.2.1

BMC Firmware Version = 0.32

Service Tag = 48192

Host Name = dell-x92i 38xc2n
OS Name =

Power Status = OFF

Wat chdog I nf or mati on:

Recovery Action = None
Present countdown value = 0 seconds
Initial countdown value = 0 seconds
=Bl

1 racadmgetsysinfo -A -s

"System Information:" (" &%5if5 A " Power Edge M500" "0.2.1" "0.32" "48192" "del | -x92i 38xc2n" "" "ON'
1 racadmgetsysinfo -w -s
System | nf ormati on:
System Model = PowerEdge M600
System BIOS Version =0.2.1
BMC Firmware Version = 0.32
Service Tag = 48192
Host Name = dell-x92i 38xc2n
0S Name =
Power Status = ON

Wat chdog | nf or mati on:

Recovery Action = None
Present countdown value = 0 seconds
Initial countdown value = 0 seconds

Rt

H4 managed server L34 Dell OpenManage i}, getsysinfo fiili# ) "Hostname™ (EH &) F"OS Name" (HERB LK) FEA & RmREHNER. mE
managed server ¥ %% OpenManage, X7 Bl 4% AR REHANEE.

getractime
# A-10 #I T getractime 4.

#® A-10. getractime

Tird & X

getractime | 75 Remote Access Controller fJgiji i

RE

racadmgetractine [-d]

L]
WERANFIETL, getractime T-fir 4 43 LUl i Ui i) o

ffiH -d &I, getractime 2L MR BRI A, yyyymmddhhmmss.mmmmmms, X5 UNIX date 542 [8] {4 30 [



i

getractime T &K R fE 17 L.

7l HY

racadm getracti ne

Thu Dec 8 20:15:26 2005
racadm getractine -d

20071208201542. 000000

XFHEA

1 Kith RACADM

setniccfg
# A-11 #W T setniccfg Find.

# A-11. setniccfg

T4

setniccfg | %

li'$
x<

[P A 1P FCHE .

u

RE
racadm setniccfg -d
racadm setniccfg -s [<ip Hili> <fIZ#EiE> <fMI>]

racadm setniccfg -o [<ip Hihl><[2EiG><[{5K>]

i
setniccfg T4 ¥ E iDRAC IP Hihit.
1 -d T NIC il DHCP CERIASLJS DHCP) .
Vs EEBUS IS 1P BE. 1P Hubk. MESERIRIOCTT DA E . W, RTINS . <ip Mhhf>. <PIZEAET> A <[> AN S B AT .
racadm setniccfg -s 192.168. 0. 120 255. 255. 255. 0 192.168.0. 1
V-0 MENUEARAE NIC. <ip Hihl>. <PYZEHER> <YK BN A 2355 B 57 43

racadm set ni ccfg -o 192. 168. 0. 120 255. 255. 255.0 192.168.0.1

i

WRARAE B B, setnicefg 4 & BRI IEHR GG 2. WD), B BRfEE.

ZRREO

1 Kith RACADM

getniccfg



# A-12 W] getniccfg 74 .

# A-12. getniccfg

FhE | EX

getniccfg | 75 iDRAC {2470 IP FLE .

RE

racadm getni ccfg

]

getniccfg Tird iR 2R NIC #HE.

7Bl

WAARAESAT ), getnicefg T & & BoRARRII R (5 B o WIRIRIE T, i th 24% R ftofs R or

NIC Enabled =1

DHCP Enabled =1

IP Address = 192.168.0.1
Subnet Mask = 255.255.255.0
Gateway = 192.168.0.1

XEFHED

1AM RACADM

g etsvctag
#% A-13 W | getsvctag Tk .

& A-13. getsvctag

Tré X

getsvctag | RS R% .

RE

racadm get svct ag

i

getsvctag T4 R EHLRA MRS bR%s .

Bl

TEAAHIRTE P get svetag. Hit iRt R

Y76 TPOG



A AR IR ] O, AL BRINR [ 4 %A .

XEFRED

1 A RACADM

racreset
£ A-14 BT racreset T4

# A-14. racreset

THe | 'YX

racreset | fii% iDRAC.

© E®E: Kl racreset T4 )q, IDRAC HIfk A —4MpiRIBIE o HERA .

RE

racadm racreset

i

racreset a4 k4%t iDRAC E K. HFH{FSS N iDRAC Hi.

Bl

1 racadm racreset

%)) iDRAC #7541

XEREO

1 A RACADM

racresetcfg
7 A-15 BT racresetcfg T4 .

% A-15. racresetcfg

Fhrd X
racresetcfg | 4z RAC Fii B E SN T BRIME.

i

RE

racadmracresetcfg

XEFRED

1 A RACADM



L]
racresetcfg fir4 £ MR AT TP Ao B AR PR stk 2% o B0 PR AT DT AT 24 H BRI B P, XS8R 1 T TK iDRAC RSN ERIN R B
° RSS2 MBR AT IDRAC EUEIF IDRAC BLE EHCNBUAKE . WIS, BAAMMES 5% root Al calvin, 1 IP #ihty 192.168.0.120 i LRSS S EHLA

BT TE (A

serveraction
1% A-16 $W] T serveraction fi%.

# A-16. serveraction

Fird 54

serveraction | X1 Managed Server /7 & BB/ SHL/ ML HIFHLEE .

RE

racadm serveraction <f#{F>

]

serveraction T &P RERS7E EHLRGE EIAT IR FRRIE. & A-17 UM T serveraction HLiETE L.

£ A-17. serveraction Ffir &%

TREE | X
<tRIF>| e IR <fRIF> 7458 150

powerdown — %4l Managed Server Hijj.

powerup — TJf Managed Server Hii.

powercycle — & Managed Server % HGHUG FIFHLERE . HREAEIIT4 T 25000 AR 0 R 41 56 AR 5 T T R e it
powerstatus — SR RS #E2AHT BRIRGL (CON" (FF) HUOFF™" (R) )

hardreset — 7£ Managed Server F#UTEE (EHIS) #iE.

i

WERTEHSATHTER KA, serveraction T ¥ & BoRidE e, WARINEREEIE, 2 BRmRIER .

SESATYIN

ZRREO

1 Kl RACADM

getraclog
7 A-18 #M T racadm getraclog #4 .

# A-18. getraclog

e X

getraclog -i| &/~ IDRAC HiEH % H L.

getraclog | /5 iDRAC H&E%H.




RE

racadm getracl og -i

racadmgetraclog [-A] [-0] [-c 4] [-s &%id#] [-m

B

getraclog -i 4 7~ iDRAC Ham 4 HEL.
Ed & WSS RIAS, RABAHE.
VLRETf8 i getraclog 44k H -

# A-19. getraclog Fr ik W

i R

-A | IRV U BbRAE A .

-c | PROVERR A R H AL

-m | SRR BHE BRI 4kEE (LT UNIX more @i d) .
RTAZN: i i

-s | REEE ARG

o |b—ir

Sl SR ACFE T B, SR RSN 1 1 BRRITR I B3] managed server 5| 5. Managed Server 5| %J5, Managed Server [ F S jul i i T
=S

7l

Record: 1
Date/Time: Dec 8 08:10:11
Source: login[433]

Description: root login from 143.166.157.103

XEFRED

1 Kith RACADM

clrraclog

R

racadm cl rracl og

Ui

clrraclog 1% 2 M iDRAC HEMMERFTA BUA KL 2 OIE —Fnrofic srif bk H G i) H A [ .

getsel
4 A-20 BT getsel fir%.

# A-20. getsel




e X
getsel -i | ERRABHH BT HL.
getsel | R SEL %H.

RE

racadm getsel -i

racadm getsel [-E] [-R [-Al [-0] [-c %] [-s ##] [-n

L]
getsel -i fir4fix SEL HEF % H 5.
AR getsel 5 (A& -i 50D HFEHUKH .

Ei & wREARESH HRAETHE.

# A-21. getsel FH AL |

W | B

SA | REA BB SRR R -

-c | PROVERR I R H A

-0 | BAT SR .

-s | dREERRRIGIT .

-E | ¥ 16 TG SEL MERAT R B RS A TN BERE B -
SR | RATE GG

-m | R R BE BIFRAR A 4k (LT UNIX more @) .

i

BRI SR ACR S R, A .

i

Record: 1

Date/Time: 11/16/2005 22:40:43
Severity: Ok

Description: System Board SEL: event log sensor for System Board, log cleared was asserted

XEREO

1 A RACADM

clrsel

RE

racadm cl rsel

i

clrsel @4 NRGEHEHEHE (SEL) MIBRA A 1T,



XRRBEO

1 A RACADM

gettracelog
4% A-22 BH T gettracelog T4 .

# A-22. gettracelog

e EX
gettracelog -i | ik iDRAC BRE H FH 14 H .
gettracelog | fi7x iDRAC BB H %.

RE

racadm gettracel og -i

racadmgettracelog [-A] [-0] [-c count] [-s startrecord] [-nj

L]
gettracelog (ARiii -i 0D @4 H. LN gettracelog % H AT H:

# A-23. gettracelog T 4% M

HW| vLe

-i 7% IDRAC BRER H &tk A 4.

-m | SRR RS BIRR M 4k4: (T UNIX more @) .
-0 | 1T EURHIH .

o

IR BN IER S FRE. M. mEERS A 1A 1 BRI EFFSEE) managed system 5%, Managed System 5| %J5, Managed System (1) &4 [a] ] T
)7 o

ol

Record: 1

Date/ Ti me: Dec 8 08:21:30

Sour ce: ssnngrd[ 175]

Description: root from 143.166.157.103: session tineout sid ObeOaef4

XFFRED

1 A RACADM

sslcsrgen

% A-24 W] T sslesrgen T4



#* A-24. sslcsrgen

Firé Yo
sslcsrgen | N RAC “EJf F# SSL IMIEZ 41k (CSR).

RE

racadm sslcsrgen [-g] [-f <Xff#>]

racadm ssl csrgen -s

WA

sslesrgen Fiir & LA T CSR IFRAZICHF T 4B % P om i A SCMF R 48, CSR W AIRAIEE F5E L SSLMIELAE RAC LifAT SSL Fi554bEl,

7% A-25 W] 7 sslcsrgen T4k,

£ A-25. sslcsrgen Fir ¥t M

2 | 08

-g |t CSR.

s [iRE CSR AmGER MRS (EL AR, HARE) .

o | TROBENCES <G> CSR KM FRE L.

Ed & wmdkdme -fmm, MurHRER sslesr BEN AL
IR BEAT SR AL, BRI F 22 CSR Ry sslesr FREIAM ARG, -9 BIURAEYS -s I—RALMH, i -fEmNAkY -g &m—iEm.
sslcsrgen -s T & 43& [Fl LU RIS 2 —:

1 CSR I,

1 CSR RfFfE.

1 CSR ApIELEHET.

ﬂ ¥E: A CSR i, W4ZifE RACADM cfgRacSecurity A F i E CSR 7B. filt: racadm config -g cfgRacSecurity -o cfgRacSecCsrCommonName MyCompany

Bl
racadm ssl csrgen -s
£

racadm sslcsrgen -g -f c:\csr\csrtest.txt

XEREO

1 A RACADM

sslcertupload
# A-26 BT sslcertupload T4 .

#* A-26. sslcertupload
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T L]

sslcertupload | W% '3 %] iDRAC L3 E X SSL %238 CA kil

RE

racadm ssl certupl oad -t <> [-f <WfF4>]

bl

# A-27 #I T sslcertupload iy 4% .

® A-27. sslcertupload T fr 4% %

]

L

-t

FREE ERAINERS, CA INIESRSZINE.
1 = MR&5EINE

2 = CA ki

-f

TR EERIESCAR 4o WURBEATRE SO, K 23l 470 H % ssleert SCft.

W), sslcertupload 4K IR [ 0, ASEL MR HlHEZ 4.

Pl

racadm sslcertupload -t 1 -f c:\cert\cert.txt

XEFHED

i RACADM

sslcertdownload

% A-28 Bt T sslcertdownload T4 .

# A-28. sslcertdownload

Tiré L]

sslcertdownload | A RAC  SSL IE F#EI% 7 #1301 R 5.

RE

racadm ssl certdownl oad -t <X#> [-f <Xff#>]

B

% A-29 BT sslcertdownload ¥4 ik .

% A-29. sslcertdownload F &4 5

;M

B9

5 B EAMEZRAE, Microsoft® Active Directory® YAIEsi R4 28l

1 = RS EINE




2 = Microsoft Active Directory iAil

-f e R RENET SO 4 . AR -F RIS, A S P AT H R sslcert S

W), sslcertdownload fir &Kkl 0, AR [ 2405 .

~ Pl

racadm ssl certdownl oad -t 1 -f c:\cert\cert.txt

XEFRED

1 A RACADM

sslcertview
% A-30 il T sslcertview T4 .

% A-30. sslcertview

Thé Vi
sslcertview | 7% iDRAC FA77EM SSL R4 % CA iAiiE.

RE

racadm ssl certview -t <% [-A

I

% A-31 #H 7 sslcertview &k,

® A-31. sslcertview FfH4it

| vLEE
-t | R EAEERIERA, Microsoft Active Directory YIEl ik 45 25 NIk

1 = JR&SINE

2 = Microsoft Active Directory Aiif

-A | BRI RRbRSE

i R

racadm sslcertview -t 1
Serial Number : 00

Subj ect I nformation:

Country Code (CC) : US

State (S) : Texas

Locality (L) : Round Rock

Organization (O) : Dell Inc.

Organizational Unit (OU) : Remote Access Group
Common Name (CN) : iDRAC default certificate

I ssuer Information:

Country Code (CC) : US

State (S) : Texas
Locality (L) : Round Rock
Organization (O) : Dell Inc.

Organizational Unit (OU) : Remote Access Group



Common Name (CN) : 1DRAC default certificate

Valid From : Jul 8 16:21:56 2005 GMT
Valid To ¢ Jul 7 16:21:56 2010 GMT

racadm sslcertview -t 1 -A

00

us

Texas

Round Rock

Dell Inc.

Renot e Access G oup

i DRAC default certificate
us

Texas

Round Rock

Dell Inc.

Renot e Access G oup

i DRAC default certificate
Jul 8 16:21:56 2005 GMI
Jul 7 16:21:56 2010 GV

& ibk:Jul

1 A RACADM

testemail
4 A-32 U T testemail Fir4 .

# A-32. testemail B E

Faré L
testemail | £l iDRAC ) HLF (&R e .

RE

racadmtestemai|l -i <#%7/>

i
M IDRAC i 5E H bR A& I T e o
{EMAT testemail #r&iil, WififE RACADM cfgEmailAlert 155 5| SR FIFEAT T IEMIMACE . & A-33 fftT cfgEmailAlert 415 &7l

# A-33. testemail & §

# i wé
Ji F i rgiafm config -g cfgEmailAlert -o cfgEmailAlertEnable

-i
VL F AR LTl racadm config -g cfgEmailAlert -o cfgEmailAlertAddress -i 1 userl@mycompany.com
B E A P F AR LT B kL 1 SGH R | racadm config -g cfgEmailAlert -o cfgEmailAlertCustomMsg -i 1 "This is a test!"
s SNMP IP Huhl-Fd # 1E7) racadm config -g cfgRemoteHosts -o cfgRhostsSmtpServerlpAddr -i 192.168.0.152
A AT AR E racadm getconfig -g cfgEmailAlert -i <% />

Hrpr <g5> 22— 1 8] 4 2T

B

% A-34 BT testemail T 4L,
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# A-34. testemail FairoH% W

IR
Si | TRE AR T R ) R 5

XEREO

1 A RACADM

testtrap
# A-35 BT testtrap 4.

# A-35. testtrap

Fad | 9H

testtrap | £l iDRAC 1) SNMP FaBHER ) fE.

R

racadmtesttrap -i <#&J/>

i B3

testtrap Ty &IHik A IDRAC [ld% b ifi45E FARKEFHOUTRE 7 KX R TR PRI IDRAC 1) SNMP [BFE R I) it o
AT texttrap Tar4il, #iff RACADM cfglpmiPet 41+ i % 5] LML E .

# A-36 4t T cfglpmiPet #LIKFIRMAK A4 .

R A-36. cfg FIBHRRA S

i &
JA AR

BCE F AR TR 1P ik
HE LRI PR E

racadm config -g cfglpmiPet -o cfglpmiPetAlertEnable -i 1 1

racadm config -g cfglpmiPet -o cfglpmiPetAlertDestIpAddr -i 1 192.168.0.110

racadm getconfig -g cfglpmiPet -i <% i|>

it <F7> A 15 4 2T

BWA
4 A-37 Ui T testtrap T4 ik,

# A-37. testtrap Faird% M

IR |
-i eI BB E R S AR 1 F] 4 ZmmECE.
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H

iDRAC J& 338 FE H AR 5 e L

Integrated Dell™ Remote Access Controller iz A1.2
P

@ AT @ cfgRacSecurity

@ idRacInfo @ cfgRacvVirtual

@ cfglanNetworking @ cfgActiveDirectory
@ cfgUserAdmin @ cfgStandardSchema
@ cfgEmailAlert @ cfglpmiSol

@ cfgSessionManagement @ cfglpmiLan

@ cfgSerial @ cfglpmiPef

@ cfgRacTuning @ cfglpmiPet

L

ifcRacManagedNodeOs
iDRAC JEMEHEPEEL & IDRAC ML EL(E S . Bl HAR G R, X Gt QAR . AT T 8 M 80 SR 4L 211 1D,
fiilth RACADM 2 FIFE - MEFIALAIXT 4 1D KECHE IDRAC. LLFHBAM BT & GOFE X U T T, IS5 ea A5 .

BrAESASMIE, T TR E AR T i8R ASCH 745

EIEs =i
TR P AE DL T
abcdef ghi j kl mopgr st uvwxwz
ABCDEFGH JKLMNOPQRSTUWKYZ

0123456789~ | @$%&* () _+={}[]|\:";" <>, .2/

idRaclInfo
AL RS MR AT AT IDRAC HIRHE(S B

ZHRVFH ARG LA E R R

idRacProductinfo ( RiZ)

A RE

T, % 63 4~ ASCH T4,

RINE

Integrated Dell Remote Access Controller

L
TR SO 18

idRacDescriptionInfo ( Ri%)

@

ME

TR, W% 255 4~ ASCI F4F.
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NN

BRGAMHRGE T — &% Dell PowerEdge 4 St i BET) A8 .

BB

RAC A SCA A -

idRacVersionInfo ( Hig)

M

T, % 63 4~ ASCH F4F.

Bl

1.0

BB
ERE TR le SESEE

idRacBuildInfo ( Ri&)

A 3l

T, % 16 4~ ASCH F4F.

RIME

47 RAC [EfFRA. #ll, "05.12.06".

B

A T R RRAS G T AT

idRacName ( RiE)

A MM

TR, % 15 4> ASCIH 7%

Bl

iDRAC

BB
FRLPH R R AR IR 200 4



idRacType (Ri®)

RINE

8

L

A ALY I 88 bR U IDRAC

cfgLanNetworking
ZHA TS TR HE IDRAC NIC.

Féﬂgig%gi%u ZALP T R E Y IDRAC NIC, X2 SO ER . e iDRAC NIC IP Hiuhl:i% A% GO 5% 1B AT V6 3 i P 2 0 IR 2R P A SE T 1P 3t
k8 ok BT IE B

cfgDNSDomainNameFromDHCP (i£/5)

E=pGic
1 (TRUE)

0 (FALSE)

Bl

0

L

47 IDRAC DNS 14 8 A4 DHCP it 555 40Fic -

cfgDNSDomainName (£/5)

A

FrEE, i 250 A ASCI #4F. B —ANFRENaUEFRE. PR RED 7 R E -

& #¥: Microsoft® Active Directory® R AL 64 My e 4 lE 4 (FQDN).

RINE

L

DNS 4. 2% A% 7 cfgDNSDomainNameFromDHCP # &% 0 (FALSE) A4 %4.

cfgDNSRacName (£/5)



a

ME

TR, % 63 A ASCH F4F. BAED—MFRNTEE.

$

E4 . % DNS RS % N 31 M sEDFHNATR.

BRiNE

rac- /R bRz

L

IR RAC 4fF, BRIMTEI FER rac-lR&54r#. ILSHAHE cfgDNSRegisterRac & El 1 (TRUE) I A4 A%k

cfgDNSRegisterRac (i£/5)

B3

1 (TRUE)

0 (FALSE)

RIME

0

L

£ DNS fiR%# LA iDRAC 4 F%.

cfgDNSServersFromDHCP (/%)

A XA
1 (TRUE)

0 (FALSE)

RINE

0

L

i5E DNS JIR%5 &% 1P bl A% i) DHCP IR #5430 C

cfgDNSServerl (i£/5)

EE ¢

BRIP4 R fil: 192.168.0.20.

L



Bi& DNS %4 1 (9 1P dblik. )@t R4 7 cfgDNSServersFromDHCP ##4 0 (FALSE) it A2

E4 &  7escsutdimi, cfgDNSServerl fil cfgDNSServer2 il bl B )y .

cfgDNSServer2 (i£/5)

A3

FORA R NP HHER T4 . Flin: 192.168.0.20.

BRIME

0.0.0.0

i
K% DNS 5548 2t 1P Hbhik. thZH A E cfgDNSServersFromDHCP ¥ % 0 (FALSE) IH Ak

& W fERCHbEEN, cfgDNSServerl fil cfgDNSServer2 w] A% B A [E) o fH .

cfgNicEnable (i/5)

A3

1 (TRUE)

0 (FALSE)

BRIAE

o

L

JEMEREET] IDRAC %5 8% . st NIC C481, %] iDRAC FLEFEMS % AT i i, JF H iDRAC 4 N igiEil At RACADM fi )]«

cfgNiclpAddress (i£/5)
B4 &: WBHAHTE cfgNicUseDhep ¥y O (FALSE) i A4 TAcH .

XA

FORAR P ML . Bl 192.168.0.20.

BAE
192.168.0.n

e n & 120 I ARG EEI S .

L

fRE BN RAC HOFA IP M. MEME R 7E cfgNicUseDhep ¥ A O (FALSE) A4 %%



cfgNicNetmask (/5)

B4 . Sz%A%TE cfgNicUseDhep ¥y O (FALSE) It 4 AlAcE .

B3

FORA BT MG 7455 . i, 255.255.255.0.

BRIME

255.255.255.0

L

JIT IDRAC IP il &5 2 LI 7 (GRS . SLm i AT /E cfgNicUseDhep ##y O (FALSE) I A 4124,

cfgNicGateway (i£/5)

Ed #&: S84 cfgNicUseDhep #E% O (FALSE) A Al fic ..

A

FORAMMS 1P M. fln: 192.168.0.1.

BRikE

192.168.0.1

L

FIF RAC IP HulEEFAS /BRI G 1P Hibk. th)Et WG cfgNicUseDhep ¥ E 4 O (FALSE) i 4452,

cfgNicUseDhcp (i£/58)

B3

1 (TRUE)

0 (FALSE)

BRINE

o

L

R R TE] DHCP 4E iDRAC IP Hihilk. i sb/@ i Bl 1 (TRUE), W4 M4 f) DHCP R4 %54 iDRAC IP $ithl. FRIHESAIM G, nRitEMRE N O (FALSE), M4
J cfgNiclpAddress. cfgNicNetmask I cfgNicGateway &AL 1P Hihil. T ROHERD ARG S .

cfgNicMacAddress ( HiE)

H M



#75 RAC NIC MAC Hulik 7475 H:

Bl

iDRAC NIC (12477 MAC Hifik. #ill1, 00:12:67:52:51:A3,

BB

iDRAC NIC MAC #thh:.

cfgUserAdmin
SELHBRAE A AL T R AR U ) RAC IR P R EAS B .

RVFLIE 16 MU AL SEDEIZOR D N,

cfgUserAdminlpmilLanPrivilege (i£/5)

XA
2 (AP
3 GRfESO
4 EHER)

15 (BRI

BAE
4 (gAM 2

15 By HeAd)

L

IPMI LAN i3 - (5 R AU o

cfgUserAdminPrivilege (£/5)

A XM

0x00000000 #| 0x000001ff

RIME

0x00000000

L

SRR YERRSE SO VE I B T A O . AR RN, VR E AR E A A

R B-1. A/ IRALHER

42 B-1 BLWY T AT LA & G RS ) P P A PR AT A



F PR AR fr 7%
"Login to iDRAC" (¥3t¥] iDRAC) |0x0000001
"Configure iDRAC" (it iDRAC) | 0x0000002
FCEH A 0x0000004
R H & 0x0000008
AT BRSS B2l 4 0x0000010
g e b L 1) 0x0000020
Ui i fE A5 0x0000040
fise/k S0 0x0000080
PAT R A & 0x0000100
7~

42 B-2 RO T B — IS URLIR (%) P (KBBR8

£ B-2. H /7 BURALH#EH R B

PP B LR L T

AFeVE i iDRAC. 0x00000000

F P A %533 iDRAC JF# A iDRAC FIflRss # (5 .. | 0x00000001

PRI LLE S F] iDRAC Jf # A . 0x00000001 + 0x00000002 = 0x00000003

PR SEE] RAC, VIl B FLA B AT 1) il & H 2 7. | 000000001 + 0x00000040 + 0x00000080 = 0x000000C1

cfgUserAdminUserName (G£/5)

A

FrEH . KK =16,

BlE

W

EEGIH S %o WRRG R, WA B R SN TR el d i %5 .

WAEE / CERED N RAHR) . (2D . @ (at #'5) 5 5.

B4 i SbmPEGTLATE A

cfgUserAdminPassword (R5)

a

MfE

i, % 20 4~ ASCH 74,

&=

BRiME

L

IZM P IE . SR, F S gon s, TR a iR,

BN FRFH ) BB Z R G AR AR SR,

AR 4 PR fe 7 BT A, AR



cfgUserAdminEnable

A ME
1 (TRUE)

0 (FALSE)

BRikE

0

L

JA B A

cfgUserAdminSolEnable

A RE
1 (TRUE)

0 (FALSE)

RINE

0

L

JRIERAEAT LAN F847 (SOL) /'l

cfgEmailAlert
LA G HRECE RAC BT HEF RIS HL.

LUR AN A i e vz S AL 2 AP Se

cfgEmailAlertindex ( Hig)

R

1-4

BRiME

B HRAE DA S B

L

BRI 25



cfgEmailAlertEnable (i£/5)

A R¥E
1 (TRUE)

0 (FALSE)

BRiME

0

HH

LR AR G H AR A T REE b hE. B0, userl@company.com.

cfgemailAlertAddress

XA

A%, RRKEN 64 4~ ASCIH F4F.

Bl

HH

BRI LTI b o

cfgEmailAlertCustomMsg

A 3%

L

T B Y 1 5 S

cfgSessionManagement
SEAEE S HOH TR E A LAEHE ) iDRAC 142154,

ARV AL LN AR R



cfgSsnMgtConsRedirMaxSessions (3£/%5)

XA

L

R5E IDRAC R AVFIEOCIE ] & B2 [ 2154

cfgSsnMgtWebserverTimeout (£/5)

AR

60 - 1920

RINE

300

L
FEX Web Server i} . HEVERCE R VFERRRINE A BIRFRE B o WA E] T R YRR E R R, BN 1R oh BB O SR T 1 (A
I TR F MR B RO o

AR Web Server &ifiER R £15 .

cfgSsnMgtSshildleTimeout (/%)

A RE
0 (Tl

60 - 1920

RINE

300

L

SE X Secure Shell [/ EEN . SRR EAVHERRFERNE GRARIHA O ERE B o fUEE] 7 R E B MR, #a i 2if. st e m s SR 2 m 2 i 2 iF
BE G IF FHCESR LMEHBLE RO -

S

RATER T <"Enter" GIN) > )5, WM SSH 2ifiA4 2 SR LU FHR G B
Warning: Session no |onger valid, may have tined out C&%: il AfATR, wlhE )

HIULE G, RGLRAEER SSH £ shell.

cfgSsnMgtTelnetldleTimeout (EE/FAN)



A RE
0 (LR

60 - 1920

BRiME

300

BLE

S SULFR RS AT o ML) P B AR VPR N B QR BRIl () o U] T st)a s B e IR, st B 26 . 3B E M ORISR 2 TR
JRRRE R MR BB RO .

REHT <"Enter” GHIN) >, MHIMZRERLES 2 ERUFHIRE S

\arning: Session no |onger valid, may have timed out C&%&%: SUEAEAX, wlfECn)

WBLLE RS, RSESRFEE U E RN shell.

cfgSerial
4% IDRAC RS ML E 24

ARV — NI LUR AT IR R

cfgSerialSshEnable (i£/5)

B3

1 (TRUE)

0 (FALSE)

BRIME

1

L

Ji 4] iIDRAC LI SSH %11,

cfgSerialTelnetEnable (i£/5)

A 3l

1 (TRUE)

0 (FALSE)

BRIME

0



L

JA R4S IDRAC L AL 8 il G 3.

cfgRacTuning

SRR TRCE & AP IDRAC FC B Mk, EL A 24 11 A0 22 4 1R o

cfgRacTuneHttpPort (i£/58)

XA

10 - 65535

Bl

80

L

FREMKSE RAC #HT HTTP M&IHIE M 115 .

cfgRacTuneHttpsPort (G£/5)

AR

10 - 65535

RINE

443

L

fREFIRY IDRAC HEAT HTTPS WIZ0@{F 3 15

cfgRacTunelpRangeEnable

E<B: G-
1 (TRUE)

0 (FALSE)

RINE

0

L

JE FHEAE] IDRAC 1P bk Vi FR 96 E D -



cfgRacTunelpRangeAddr

B R

FREE, 1P Wbk, i, 192.168.0.44.,

RINE

192.168.1.1

L

TRE 2N 1P bk, o6 B i FE R (cfgRacTunelpRangeMask) H1if1#4> 1 ke .

cfgRacTunelpRangeMask

EF G-

AT XS TEALIARAE 1P FETG fi

BRIAE

255.255.255.0

L

FFE, 1P Mk, #ilin: 255. 255. 255. 0

cfgRacTunelpBIlkEnable

A

1 (TRUE)

0 (FALSE)

BRiNE

0

L

JEMEREENT RAC 1) 1P Sk BIE T fiE .

cfgRacTunelpBIlkFailCount

A

2-16



Bl

W

TEM 1P HudIEBEAT (8 2R B LERT, 2 1 (cfgRacTunelpBIkFailwWindow) P % 2L 85 k8 i ik .

cfgRacTunelpBlkFailWindow

H XM

10 - 65535

RINE

60

L

SESOH R R I (B0 o S BRI R RBIRUE , ATk,

cfgRacTunelpBlkPenaltyTime

A fE

10 - 65535

BRiME

300

HH

FESCRATIEZ RIGEIR A 1P bk i AT SR BARLE RN IR (GBD)

cfgRacTuneSshPort (i£/5)

AR

1 - 65535

Bl

22

BB

5 M1 T iIDRAC SSH #3115



cfgRacTuneTelnetPort (&/5)

XA

1 - 65535

Bl

23

L

4&5E T IDRAC telnet 45 13 15 .

cfgRacTuneConRedirEncryptEnable (i£/%5)

A RME
1 (TRUE)

0 (FALSE)

Bl

1

L

TR 6 2 R T AL

cfgRacTuneConRedirPort (/%)

A 3%ME

1- 65535

RINE

5900

L

TRETES IDRAC HEAT i 3 5L [ 2l 3] ) S A0 b i 5 22 S P AR 3 11

cfgRacTuneConRedirVideoPort (£/5)

A R¥dE

1- 65535



BRINE

5901

L
TRETEL) IDRAC HEATH) 5 T 5 1 17 30 300 1) U038 135 6 3 £ 2 11

B4 . S S etisaii sk iDRAC i

cfgRacTuneAsrEnable (/%)

A RE
0 (FALSE)

1 (TRUE)

NN

0

HH
JEHEREERT IDRAC 1 L jii st B Fii 3R I i «

B4 = s REANENIER iIDRAC Hik.

cfgRacTuneWebserverEnable (/%)

A RME
0 (FALSE)

1 (TRUE)

Bl

1

L

JiHIRIAE R iDRAC Web Server. WIAEHILEMY:, #HikEH% S Web HIM 2317 iDRAC. BN T telnet/SSH =4l RACADM #1152

cfgRacTunelLocalServerVideo (/%)

H X
1 GaRD

0 (B

BRiME

1



L

JAH TP SR ORMD AR S5 3.

cfgRacTunelLocalConfigDisable (§/75)

AR
0 GHID

1 (D

RINE

0

L

SRS NVl IDRAC L F i . BRIAJE IV«

E4 #: LA RACADM 5 iDRAC Web FHEASVII, (HAR/TTE, HHi@id IDRAC Web ¥4 i B i il -
ifcRacManagedNodeOs

I ZEA 5 LT S R 5 A AR RS KRR

ARV — A LUR AT GHZH A IR R

ifcRacMnOsHostname (i&/5)

XA

FrEH . KK = 255,

BRikE

L

E2 ] CEEE

ifcRacMnOsOsName (/%)

H XM

FRH . BOCKE = 255,

Bl



L

S M AR RGBT

cfgRacSecurity
AT FRE S IDRAC SSL ILIEA 4k (CSR) MIEHIXME . EM IDRAC AR CSR i, WU EILAL HIRHE.
2% RACADM sslcsrgen Fn AV 1A RAERGAMES 4RI TE -

cfgSecCsrCommonName GZE/EAN)

A R¥dE

T MAKE =254,

RIME

L

#63E CSR ¥ M4 (CN).

cfgSecCsrOrganizationName GER/BAN)

LR ik

T . WKKE = 254,

Bl

L

#63E CSR 41414%k (O)-

cfgSecCsrOrganizationUnit GEE/SA)

L
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G5 CSR 444417 (OU).

cfgSecCsrLocalityName (EEB/EBAN)

A RdE

TR BAKE =254,

BRIME

L

F65E CSR sl (L)-

cfgSecCsrStateName (/B A)

A 3%

T . KKE = 254,

Bl

L

FHIE CSR M/BLHR (S).

cfgSecCsrCountryCode GEEL/EA)

L

#R3E CSR EHZK (IX) 15 (CC)

cfgSecCsrEmailAddr GEE/BAN)

XA

FrH . KK =254,



BRikE

W

i€ CSR T MpfFblE .

cfgSecCsrKeySize (B /B AN)

XA
1024
2048

4096

BRINE

1024

L

i€ CSR ) SSL AEXFRE YA/

cfgRacVirtual

ZABEMSEA THRE IDRAC A IIGE. ZARVFE Sl BRIz i .

cfgVirMediaAttached (i£/5)

E=pGic
1 (TRUE)

0 (FALSE)

Bl

1

L

X R T USB K IR B RS, RS, MRS &N IR RGINA L USB IERAF & . IXH TR USB CDROM/#UEIRE) 25 E 5 B R 45 LI USB
S e R, TUARG ] iDRAC 25T Web S-S CLI IEFEERERI RN & . Fbx QE N 0 iM% 5 USB MLk,

B4 & 2SUREEE RS RS TR T

cfgVirAtapiSrvPort (i£/5)

A



1- 65535

RIME

3668

PH

R5E IDRAC I REFAAN I T )3 15

cfgVirAtapiSrvPortSsl (§£/5)

A X%

AL AF 0 1 65535 kil Hlty A& F 115

Bl

3670

L

BCE SSL R FUE T )3 11

cfgVirMediaBootOnce (i/5)

AR
1 (2R

0 (CAEHD

BRiNE

o

L

JEFHEEETT iIDRAC BB B K51 SThfE. 0 RAE T HUIR S 88 F 3 51 it 28 FIUL R I, BeThfi 2 2 AR 3T 35 46 51 5 — R B g PR AR LA R o

cfgFloppyEmulation (&/5)

A3

1 (TRUE)

0 (FALSE)

BRIME



L

WREEN 0, Windows #1E RG LK EIVHEL IS 3 MME rI B 0HAE . Windows #R1E RGERAE EFHAEWI A BARF C: siim. WEN 10, BEHENSISEH Windows #fE &
SEMMEHALYES) 4. Windows $##{F RGUHE TR A 2 B,

cfgActiveDirectory

ZARE MBS A TR E iDRAC Active Directory Ifit.

cfgADRacDomain (/%)

B R

FEFTAN I M K T TEDSCA T o KIEZIRN 254 A4,

RINE

L

DRAC Ff{Eff] Active Directory 1.

cfgADRacName (/%)

AR

FEFTAH BRI AT TENSOR 7 . KPEIRIA 254 s

RINE

L

Active Directory Hatkrhidsgit) iDRAC 44 Fk.

cfgADEnable (£/5)

A BE
1 (TRUE)

0 (FALSE)

RINE

0

L
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BRiME

o

L

1 (True) RUVFHEE LDAP 504 R HIR% #5. O (False) ZEFIMCILT.

cfgADDomainController (/%)

AR 1P bk el5E 2R E R (FQDN)



BRINE

TR IME

L

iDRAC fifl4E 24 % LDAP R & AR 1 4.

cfgADGlobalCatalog (£/5)

AR

AR 1P kR e 2 FE Y (FQDN)

BRIME

TEBRIME

L

iIDRAC il FHI 13 IO 3% A Ry i S R 5 4 2 4R 7 44

cfgADType (i£/5)

B RE
1= 31l Active Directory ¥ B4

2 = JiH] Active Directory HrifE 4.

B

i 5 Active Directory —ftfd H 42k,

cfgStandardSchema

ZHAE S ENTEE Active Directory HrifE 4 & .

cfgSSADRoleGrouplndex ( HiE)

EE ¢

M1 E 5 R

L

Active Directory FHit ki a5 .



cfgSSADRoleGroupName (i£/5)

AR

FEFTAH BRI AT BN SCOAR 775 . KPERRA 254 4.

RINE

[&{=D)

L

Active Directory Hid ki f s A4 5.

cfgSSADRoleGroupDomain ((£/58)

A XME

TR 2 A% B A T BN SCAR T 75 s . KEIRBIN 254 747,

RIME

[&={=D)

PH

F@AFTEN Active Directory k.

cfgSSADRoleGroupPrivilege (&/5)

LR ik

0x00000000 #| 0x000001ff

Bl

(Z=H)

L
TP 22 B-3 A RS A5 fl (o B T A (KR

R B-3. £ BEBR KA E

Fo B4 AR Az 55
"Login to iDRAC" (#3%%] iDRAC) | 0x00000001

"Configure iDRAC" (it iDRAC) |0x00000002

FCEH 0x00000004

HRHE 0x00000008
AT AR S5 R i dr & 0x00000010




g e b & L 1) 0x00000020
U e JE DA T 0x00000040
AR 0x00000080
PAT R A4 0x00000100
cfglpmiSol

LA TECE RS0 LAN _EH1T (SOL) hfk.

cfglpmiSolEnable (/%)

B 3

0 (FALSE)

1 (TRUE)

NN

1

L

JA 245 SOL.

cfglpmiSolBaudRate (/%)

B R

19200, 57600, 115200

BRINE

115200

L

LAN b 5 iR
cfglpmiSolMinPrivilege (i&/5)
g Li:

2 M

3 GRS

4 CEFRLTD

ENN



BH

fE5E SOL AU i It st ML BRZA «

cfglpmiSolAccumulatelnterval (§£/5)

XA

1- 255,

BRINE

10

L

TRE RIEHSY SOL FAF R AT IDRAC —MREEFFIIIT ). Z{H 24T 1 19 5ms Mk,

cfglpmiSolSendThreshold (i£/5)

A

1- 255

BRINE

255

BH

SOL WIEFRAME. e ki% SOL Kl ni gk i i K714

cfglpmiLan

SRR THCE RZEH LAN EIPMI Z)fig.

cfglpmiLanEnable (3/%5)

HRE
0 (FALSE)

1 (TRUE)

RIME

0

L



JERIEAEA LAN b IPMI 200,

cfglpmiLanPrivLimit (i£/5)

B RME
2 (H/M
3 GRMERD

4 CEE D

RIAE

4

L

RS LAN B IPMI 3 fi BT it A KRB -

cfglpmiLanAlertEnable (G&/5)

E<B: G-
0 (FALSE)

1 (TRUE)

RINE

0

L

J B P 45 P S A e A T T A B P S /AR R 1

cfglpmiEncryptionKey (/%)

A RE

AR O F] 20 FRFH /Nl R

RINE

00000000000000000000

L

IPMI %4

cfglpmiPetCommunityName (3£/5)



A 3%

TR, % 18 NME.

RIME

public

L

[ SNMP FlR 2R

cfglpmiPef
SEZE TG E S RS A LT S SR L

PR 8 AT T PR S AR AR O SN, (ST TINS5 A bt BT B IR K i X e R A

cfglpmiPefName (RiZ)

LR G-

FAFH . BRKE =255,

RiME

EGI Ry

L

85T 6 I L 85 1 A R .

cfglpmiPeflndex (HiE)

A3

1-17

Bl
TG LA R 1055 .

BH

TRERE T 6 FAHLRNRT] .

cfglpmiPefAction (i£/5)

XA



0 (o)
1 gD
2 (HEBD

3 CRHUEEIFHL

e

0

L

TRIE MR A5 TR RS 8 AT IR

cfglpmiPefEnable (i&/5)

E=pGic
0 (FALSE)

1 (TRUE)

Bl

1

L

JB FHEAE RS 52 ) 6 AR ik 8

cfglpmiPet

SEAUR TR AT RS 8% L RO E T & TR

cfglpmiPetindex (i&/%5)

HXMME

1-4

BlE

IV EGIEE

=

B

55 AR BLAG R 51 I — bR IRAT o

cfglpmiPetAlertDestlpAddr (/%)



B3

PR P HHER AT . fltn, 192, 168. 0. 67.

RIME

0.0.0.0

L

TRE M2 EIEPHENCER I B b 1P dhhk. 7ES2E RS BAbA FORRT, PERHRIES 2B E] SNMP FEBE.

cfglpmiPetAlertEnable (/%)

AR

0 (FALSE)

1 (TRUE)

RINE

1

L

JA I ERAE IR SE B o

hini}
rell



file:///e:/software/smdrac3/idrac/idrac1.2/cs/ug/index.htm

H 3%

iDRAC SMCLP BH:$iEEE

Integrated Dell™ Remote Access Controller /7 41.2
)i Vakit]

/system1/spl/account<1-16> /system1/spl/group<1-5>

L]
/systeml/spl/enetportl/* @ /system1/spl/oemdell_adservicel
/systeml/spl/enetportl/lanendptl/ipendptl @ /system1/spl/oemdell_racsecurityl
°
°

/systeml/spl/enetportl/lanendptl/ipendptl/dnse ndptl /systeml/spl/oemdell_ssll

/system1/spl/oemdell_vmservicel
/system1/spl/enetportl/lanendptl/ipendptl/dnse ndptl/remotesap2 @ /systeml/spl/oemdell_vmservicel/tcpendptl

/systeml/spl/enetportl/lanendptl/ipendptl/dnse ndptl/remotesapl

/systemi/spl/enetportl/lanendptl/ipendptl/remotesapl

/systeml/spl/account<1-16>

SRR T A ST R R D Vi) RAC IAKBIT IO EAE B RVFZIE 16 AN, FEAN Y] <1-16> AR RAS A IR E .

userid ( R#E)

R

1-16

BRiNE

YT V5 1 (e 92 o

L

R 1D SA T 1D,

username (i&/%)

A BfE

TRE. BAKE =16

BRINE

L
AL IR AL P A SO T . TR RO IERIL (). B5 (O, at 5 (@) 515 (). MIBRILIK T BRI ZA . (ERIKS <1-16>) .

B4 . SR PEALATE R A

oemdell_ipmilanprivileges (£/5)

LR G-

2 (HF


file:///E:/Software/smdrac3/idrac/idrac1.2/cs/ug/index.htm

3 (RfEID

15 CERFRD

BAE
YRGS

15 (Fify Heht)

L

IPMI LAN 53 b i 55 KRR o

G (AR5

AR

KHZFE 4 3] 20 DMFRFLINCA TR .

RINE

L

TRAFULAH R P 0850 . SMLIEIEZ 5, F P S gn e, Fhedg s,

enabledstate (&/5)

A RE
0 (Z4EAD

1 Em

Bl

0

BB

(I T NG VN

solenabled (&/5)

A XM

0 (CAEHD

1 (2R



ENN -

BH

JAHEE LAN 847 (SOL) H il .

oemdell_extendedprivileges (£/5)

%A

0x00000000 %] 0x000001ff

BRiAE

0x00000000

L
TR LIPS T M G R . IR AOR, RVFBRESMBIREA G, £ C-1 BT n] CAZHL & B AR i 1T P SR AL AR o

* C-1. H P RRAL

FiF BUR AU A S
"Login to iDRAC" (%#3t%] iDRAC) |0x0000001
"Configure iDRAC" (FiiH iDRAC) |0x0000002
BCEMAM 0x0000004
B ERS 0x0000008
AT IR B2l & 0x0000010
Uy el 4] 5 25 15 0x0000020
Vil BB B 0x0000040
L B4R 0x0000080
AT R 4 0x0000100
il

£ C-2 FAT HAT—I0s A UL IR (1 F1T P AR AR RS FE R 7 1]«

#£ C-2. P RRALHERR P

A PR A PR £ S5
ARAVFH i IDRAC, 0x00000000

FIP R 53] iDRAC J A iDRAC A% #ic B (% . | 0x00000001

R Pl A 53] iDRAC JF S Ciic E . 0x00000001 + 0x00000002 = 0x00000003

FIPTAT LG 3] RAC, 7 18] ERAY BRIV ) 45541 &5 2 . | 0XO0000001 + 0x00000040 + 0x00000080 = 0x000000C1

/systeml/spl/enetportl/*

A SN THE IDRAC NIC. 241 VE — NS, %41 P i Xt G357 2 E ¥ iDRAC NIC, X4 FEULEHER P . T2 iDRAC NIC IP Mkt ¥ B 565 G4 56 M T3 35 3
B P 1B RESR A P TSR 1P bk v R FEEpE .



macaddress ( Ri%)

XA

#/Kk RAC NIC MAC Hulil i 45 H:

BRikE

iDRAC NIC 1124 MAC Hidik. 41, 00:12:67:52:51:A3.

L

{#47 iDRAC NIC MAC Hifit.

/systeml/spl/enetportl/lanendptl/ipendptl

oemdell_nicenable (G&/5)

A RE
0 (24EAD

1 2Em

Bl

0

L

JHIERAE R IDRAC [ H2 Ml as . WRAEH NIC, WIZERR M2 M L L &S] IDRAC, R A AN RACADM FHfi4 &R iDRAC (H R M.

ipaddress (i£/%)

A

FORA R P ML . Bl 192.168.0.20.

Bl

192.168.0.n (H n T 120 I b R&s#aEls SO

L

fe EA ALY RAC MIFEA IP Ml JLEME HAE oemdell_usedhcp 8 % 0 (45D WA,

subnetmask (&/5)

A



FORA P RS I 75 . Bt 255.255.255.0.

BRiNE

255.255.255.0

L

JHT IDRAC IP HiuhE# A& A BLH 7M. JtE M 7E oemdell_usedhcp &N 0 (C2EFD IHH .

oemdell_usedhcp (i&/5)

A
0 (LD

1 @Eribh

RINE

0

L

FRERSMEH DHCP 44iC iDRAC IP Huhlt. WifBEMERE N 1 (CRHD , WML LK) DHCP fR%& 24 IDRAC IP itk FIHERAMG. WRILEEREN 0 (TAHD . W
AP TETEEARA 1P bk, AR AR S 250

committed (i£/5)

HHE
0 (i

1 (2830

RINE

1

L

A RES SR 1P M hEAN/S T WOHER I TE i 26 0k 2 A 23 ASRUL RS E Dy 1 (242 W IP MHEAN TR A . R 1P M s T AT E AR IR 0 (FHRED) o A
TAEMSBE AN, 2R LA EN 1.

/systeml/spl/enetportl/lanendptl/ipendptl/dnsendptl

oemdell_domainnamefromdhcp (i&/5)

B3

0 (24EAD



12|

Bl

0

BB

#EE IDRAC DNS 34 R MZ DHCP k%5 24 43 iC -

oemdell_dnsdomainname (/%)

A

FrEH, % 254 A ASCI #45. B — AR AUE 5B

Bl

W

f£17 DNS % . Ik A1 oemdell_domainnamefromdhcp & E N 0 () BAH L.

oemdell_dnsregisterrac (/%)

XA
0 CRIEAD

1 (2D

BRINE

0

L

£ DNS JR%# L/ iDRAC % FK.

oemdell_dnsracname (i£/5)

a

BE

iR, % 63 A ASCH F4F. BAEL —MFERFNTEE.

$

E4 . i DNS RS % NASENE S 31 AMFH 04 HR.

BRiNE

rac-fl %5 b3



L

R RAC #4FR, BRI N RAC Mlsshrs. ILZHUAE oemdell_dnsregisterrac WE N 1 (CiEM) K.

oemdell_serversfromdhcp (i:/5)

A RE
0 (24EAD

1 (2R

Bl

0

L

i€ DNS R554% 1P bk S L[] DHCP It 55 85 73T«

/systeml/spl/enetportl/lanendptl/ipendptl/dnsendptl/remotesapl

dnsserveraddress (i£/5)

A

FORAR P ML A . Bl 192.168.0.20.

BRINE

0.0.0.0

L

f55¢ DNS R4 1 /9 1P Huht. M@tk H7E oemdell_serversfromdhcp ## 4 0 (451D WHL.

/systeml/spl/enetportl/lanendptl/ipendptl/dnsendptl/remotesap?2

dnsserveraddress (£/5)

B R

LR IP HBHERE AT R . fln: 192.168.0.20.

RINE

0.0.0.0



L

fRE DNS 448 2 19 IP Hhhit. MJEYEH7E oemdell_serversfromdhep &4 0 (D4R WA %K.

/systeml/spl/enetportl/lanendptl/ipendptl/remotesapl

defaultgatewayaddress (i&/5)

A XM

TR 1P b7 F . filln: 192.168.0.1.

Bl

192.168.0.1

L

T RAC IP HihEFE& TR 1P dhhik. M@ H7E oemdell_usedhcp &N 0 (B25) BHE L.

/systeml/spl/group<<1l-5>

XL 5L E Active Directory brififéiat it B IS4

oemdell_groupname (i/5)

R

KERE 254 MERFIAEMATTENSCA TG, AE 5

RINE

L

{#4 Active Directory Hthrhid ki f el 448k .

oemdell_groupdomain (/%)

R

KIEZR% 254 DFAFRUEM A TENSIAR T, AE k.

RINE



L

{RA7F L FTER) Active Directory .

oemdell_groupprivilege (i£/5)

A X

0x00000000 #| 0x000001ff

BRINE

L

T B-3 T IALHERDEL T A ffy 02 LI T RO

# C-3. A B BRI AL HERY

"Role Group™ (i f4) BURR A 1555

"Login to iDRAC" (%3%%| iDRAC) |0x00000001
"Configure iDRAC" (fit  iDRAC) |0x00000002
g & P 0x00000004
HEHRAE 0x00000008
PUAT S5 4 i i & 0x00000010
Vil & 5 1 0x00000020
Vi 1A R A R 0x00000040
KPR 0x00000080
PAT I A & 0x00000100

/systeml/spl/oemdell_adservicel

ZA A S EH TRCE IDRAC Active Directory Jif.

enabledstate (#/5)

A RE
0 (TAERD

1 (2B

NN

0

L

JE AL IDRAC i) Active Directory F /706l . fun st g itk

oemdell_adracname (i£/E)

F, AL A iDRAC BRIEHEAT F ™ ¥ 53¢



B3

KERE 254 MERFIUEMATTENSCA TR, AE o

RINE

L

Active Directory Hatbkrhidsgit) iDRAC H44Fk.

oemdell_adracdomain (G&/E)

EE -

K% 254 ANFAFIUEM A TENSIAR T, AE k.

RINE

L

iDRAC JiTfE[f) Active Directory .

oemdell_adrootdomain (/%)

A R¥E

KERZ 254 DT AT ESCR TR, RS2,

BRINE

L

30 F AR AR

oemdell_timeout (i&/5)

X

15 - 300

BRiME

120



L

B I AT 45 Active Directory WilF iR 52 iR 5.

oemdell_schematype (i£/E)

B3
1 PR

2 ChrfE=)

Bl

1

B0

£ Active Directory —itfdi 42k,

oemdell_adspecifyserverenable (i&/%5)

H X
0 (TAEHD

1 (2R

BRiME

o

L

B e 165 LDAP 804 Ja H IR S5 2% .

oemdell_addomaincontroller (i£/5)

EF G-

AR 1P kR e 2R EK Y (FQDN).

BRINE

L

P HRERI{E, iIDRAC I Z{EE LDAP R%5 8 FIERA 4.



oemdell_adglobalcatalog (iZ/5)

XA

A0 1P HihkB FQDN.

Bl

TERRIME

WH

FHRE M, IDRAC MEFZMAE AR H R Mo 88 LA g M 4.

/systeml/spl/oemdell_racsecurityl

SRZHFITRCE S IDRAC SSLMIEZE 41k (CSR) TIREMIKIIBE . 7EA IDRAC L CSR Aif, 4L B SL2 i T A7 SR 1k .

commonname (/%)

A R¥dE

T, W% 254 MR,

RIME

L

#63E CSR B4

organizationname (/%)

A 3%

T, % 254 MR

BAE

L

H63E CSR 4414 %8,

oemdell_organizationunit (/%)

A XM



TR, % 254 NEA.

Bl

L

HRE CSR AL,

oemdell_localityname (&/%8)

@

MM

SAf, T 254 AR

BlE

L

R CSR Hisi.

oemdell_statename (/%)

XA

TAHH, W% 254 DT,

NN

BB

HHE CSR M/BE L.

oemdell_countrycode (i&/5)

A RE

FRH, B2 2 TR

BRIAE

HH



i€ CSR HZK (XD g,

oemdell_emailaddress (/5)

AR

FhEE, RE 254 ANERE.

BRINE

L

fE5E CSR HLT Wbk

oemdell_keysize (i{/5)

AR

1024
2048

4096

RIME

1024

L

R CSR ) SSL AEXFREH AR

/systeml/spl/oemdell_ssil

AHEEGE 24K (CSR) MEFIEBATHINSE.

generate ({£/5)

HXME
0 (AAEHD

1 (RO

RIME

0

L



HREAN 1 AR CSR. 4 CSR ZAT#E oemdell_racsecurityl Hirri)@ k.

oemdell_status ( HiE)

AR
FHkH| CSR

EAEM CSR

Bl

AHKFH CSR

L

FEMRT SRR, SRR R — AN ERAT S (A RATIRES .

oemdell_certtype (i&/5)

[ G-
SSL
AD

CSR

BRIME

SsL

L

FRE T B R MIEH A (AD 8 SSL) , JiEWT generate @M WIEM CSR.

/systeml/spl/oemdell_vmservicel

ZAE S MSHH TRCE iDRAC AR

enabledstate (#£/5)

A

VMEDIA_DETACH
VMEDIA_ATTACH

VMEDIA_AUTO_ATTACH

Bl

VMEDIA_ATTACH



HH

ATidid USB AR MBS E R RS, RVFRS S ER B RRA R USB KAEAFMB & XM TR A USB COROM/ M IRANE3IER S R4 LK) USB % H. B & IEH
J5, BEEDRI{EH] iDRAC Web FHEIZL CLI mAEESEFEM & . HILEIEREN 0 2ERE#%Y USB BL&TH.

oemdell_singleboot (/%)

BRME
0 (TAEHD

1 (2R

NN

0

BB

JAHIEREEN] IDRAC A I — V3] S R TR 51 EHURSS S O TStk A MR 55 K 2 A A B 5 26 1 51

oemdell_floppyemulation (i&/%)

A RE
0 (CAEHD

1R

RIME

0

L

MR EN 0, Windows ##1E RG24 IV IR AN 3 NE T B AL . Windows $R1E RGSIEEFHOEMIN AN C: B m. WEHN 10, BN Windows #/E R
SUMERALIRE S . Windows {R{E ARG L ILIKEN S A: B B:

/systeml1/spl/oemdell_vmservicel/tcpendptl

portnumber (i£/5)

A RfE

1 - 65535

BRikE

3668



WH

55E IDRAC I HE AU & R T F 3 115«

oemdell_sslenabled ( Rig)

A3

FALSE

Bl

FALSE

BB

AW H 245 SSL.

portnumber (/%)

A

1 - 65535

Bl

3670

L

i€ IDRAC I HE A BTG T A3 115

oemdell_sslenabled ( Hi)

XA

TRUE

Bl

TRUE

L

FWHGE R SSL.



file:///E:/Software/smdrac3/idrac/idrac1.2/cs/ug/index.htm

3
7

RACADM fl SM-CLP &4y

Integrated Dell™ Remote Access Controller /7 41.2
)i Vakit]

% D-1 57 RACADM AN R EANMILLE, SM-SLP 7£ SM-CLP MAP R {25 & .

# D-1. RACADM 4 /xR M SM-CLP &

oemdell_adservicel

RACADM # /5% SM-CLP L]

idRaclInfo

idRacName FHF, % 15 A ASCI F4F BRik: iDRAC.

idRacProductinfo TR, % 63 4~ ASCIl F5f. #ik: Integrated Dell Remote Access
Controller.

idRacDescriptioninfo TR, W% 255 4~ ASCH F4F. Bik: REHMGRET —ESBN Dell
PowerEdge JI# 4481 2 & # 3 ik

idRacVersioninfo T, B% 63 4 ASCI TR, BRik: 1

idRacBuildInfo FhRE, W% 16 4~ ASCI F4.

idRacType ik 8

cfgActiveDirectory /systeml1/spl/

cfgADEnable

enablestate

0 %5, 1 M. Bik: O

cfgADRacName

oemdell_adracname

T, W% 254 DT

cfgADRacDomain

oemdell_adracdomain

FrE, BE 254 NEfE.

cfgADRootDomain

oemdell_adrootdomain

T, % 254 NTA.

cfgADAuthTimeout

oemdell_timeout

15 #| 300 . Ekik: 120

cfgADType

oemdell_schematype

1 ONARAESRM, 2 f TRAK . BRA: 1

cfgADSpecifyServerEnable

oemdell_adspecifyserverenable

SR, $65E & LDAP A4 H RS 2.

O %8, 1AM, Bik: O

cfgADDomainController

oemdell_addomaincontroller

LDAP R i Rk il DNS A Fkek 1P k.

cfgADGlobalCatalog

oemdell_adglobalcatalog

LDAP 83 {8 il 11 42 Jri 4 I IR %5 251 DNS & FRE 1P bk

cfgStandardSchema

cfgSSADRoleGrouplindex

/systeml/spl/groupl &
/systeml/spl/group5

RACADM — #1%7| 1D (1-5).

SM-CLP — Jtiht ik 12ik+%.

cfgSSADRoleGroupName

oemdell_groupname

T, W% 254 MEF.

cfgSSADRoleGroupDomain

oemdell_groupdomain

TR, % 254 NERF.

cfgSSADRoleGroupPrivilege

oemdell_groupprivilege

fE7E 0x00000000 FI OXO00001ff Z [a] A7 HEfiS .

cfgLanNetworking

/systeml/spl/enetportl

cfgNicMacAddress

macaddress

L) MAC Mk, ASAT4iE .

/systeml/spl/enetportl/
lanendptl/ipendptl

cfgNicEnable

oemdell_nicenable

0 45 NIC, 1 JaH NIC. Btik: O

cfgNicUseDHCP

oemdell_usedhcp

O M B H A ML, 1 {4/ DHCP. Bik: O

cfgNiclpAddress ipaddress iDRAC IP ik, ZRik: 192.168.0.120 MRS 245 .
cfgNicNetmask subnetmask iDRAC % F [T, BRik: 255.255.255.0
committed LAME LR, committed REHN O URRHE M AR REEN 1 RIEHCE.

Bik: 1



file:///E:/Software/smdrac3/idrac/idrac1.2/cs/ug/index.htm

/systeml/spl/enetportl/lanendptl/
ipendptl/dnsendptl

cfgDNSDomainName

oemdell_dnsdomainname

FREH, % 250 A ASCH F4F. WD —MNFRNTFEE

cfgDNSDomainNameFromDHCP

oemdell_domainnamefromdhcp

WEN 1 ) DHCP 3%, Bik: O

cfgDNSRacName

oemdell_dnsracname

FAEH, % 63 A ASCH F4F. AAES—MFIFNF . Bik: iDRAC- /i Dell
RS4R3

cfgDNSRegisterRac

oemdell_dnsregisterrac

WEy 1 7€ DNS fifl} iDRAC #F5. #Rik: O

cfgDNSServersFromDHCP

oemdell_dnsserversfromdhcp

WHEA 1 M DHCP 33 DNS fi4vstiht. #Rik: O

/system1l/spl/enetportl/lanendptl
/ipendptl/dnsendptl/remotesapl

cfgDNSServerl dnsserveraddressesl #o DNS M s5ds 1P bk (¥ 545 5 o
/systeml/spl/enetportl/lanendptl/
ipendptl/dnsendptl/remotesap2

cfgDNSServer2 dnsserveraddresses2 #7R DNS RS2 1P Hhbik i 7558 .

/systeml/spl/enetportl/lanendptl/
ipendptl/remotesapl

cfgNicGateway

defaultgatewayaddress

FORERNSE 1P ki 745 R . BRik: 192.168.0.1

cfgRacVirtual

/systeml/spl/oemdell_vmservicel

cfgFloppyEmulation

oemdell_floppyemulation

BEN 1 AR Bk O

cfgVirMediaAttached

enabledstate

¥ 1 (RACADM)/
VMEDIA_ATTACH
(SM-CLP) LA

. Bk 1

(RACADM)/
VMEDIA_ATTACH (SM-CLP)

cfgVirMediaBootOnce

oemdell_singleboot

BER 1 WFREN BT F U5 Bk 0.

/systeml/spl/oemdell_vmservicel/
tcpendptl

oemdell_sslenabled

WARJRA SSL AT~ MEMA R B, WikEAN 1, BUEREN 0. Al gwik.

cfgVirAtapiSvrPort

portnumber

TS AN R & K5 0. Bk 3668

/systeml1/spl/oemdell_vmservicel/
tcpendpt2

oemdell_sslenabled

WARJEH SSL AT AR T, WkEA 1, BUEEN 0. FrlgwiE.

cfgVirAtapiSvrPortSsl

portnumber

T H A BN TBRAI S . Bk 3670

cfgUserAdmin

/systeml/spl/accountl
Z /systeml/spl/accountl6

cfgUserAdminEnable

enabledstate

WEN L EAMP. Bk 0

cfgUserAdminindex

userid

M1 E 16wl

cfgUserAdminlpmiLanPrivilege

oemdell_ipmilanprivileges

2 (M)« 3 GRfER) . 4 CERED 8 15 CERUR) . BRik: 4

cfgUserAdminPassword

]

FHEE, % 20 A ASCH F5F.

cfgUserAdminPrivilege

oemdell_extendedprivileges

£ 0x00000000 I 0x000001ff Z [AlFIfH#E%. Ekik: OXxO0000000

cfgUserAdminSolEnable

solenabled

WHN 1 RV EATLAN ST Bk O

cfgUserAdminUserName

username

TR, % 16 MER.

cfgEmailAlert

cfgEmailAlertAddress

R HbRdbE, % 64 MEfF.

cfgEmailAlertCustomMsg

B THE R REES, RE 32 AT

cfgEmailAlertEnable

BHEA 1R TSR, Bk O

cfgEmailAlertindex

LTI ERSEBI RSl 1 ] 4 ZIMAEL.

cfgSessionManagement

cfgSsnMgtConsRedirMaxSessions

RVFIIIF Rt & EE M ST (L 2) .« Bk 2




cfgSsnMgtSshidleTimeout

SSH il B NI, 0 ZAM = 60-1920 . Eik: 300

cfgSsnMgtTelnetldleTimeout

telnet iEMMNATE NI 4. O FHHEN I 60-1920 #. Bkik: 300

cfgSsnMgtWebserverTimeout

Web FH2 1IN A28 0 04, 60 %] 1920 #. Bik: 300

cfgRacTuning

cfgRacTuneConRedirEnable

BEN 1 R MEGaEEr, 0 M. Bik: 1

cfgRacTuneConRedirEncrypt
i

WE 1 s 6 e R M AGE A RN, 0 A, Bk 1

cfgRacTuneConRedirPort

FFfal 6 FE 3 . BRA: 5900

cfgRacTuneConRedirVideoPort

FH T4 & WA S i 93 1. BRIL: 5901

cfgRacTuneHttpPort

Jil-F Web Fiii HTTP [93 1. BRik: 80

cfgRacTuneHttpsPort

FIT24 Web $ifi HTTPS i1, BRik: 443

cfgRacTunelpBIkEnable

WEN 1AM 1P Bk, Bik: O

cfgRacTunelpBlkFailCount

FHAE 1P A8 R IMCE R 4R E (2 B 16) . BRik: B

cfgRacTunelpBlkFailWindow

ANHEAT RO S RN [ B ¥ (10 F) 65535) o BRik: 60

cfgRacTunelpBlkPenaltyTime

FRLIE 1P PR B R AR T P2 %L (10 3] 65535) . #Rik: 300

cfgRacTunelpRangeAddr

IP St LR A 1P Huhl. BKik: 192.168.0.1

cfgRacTunelpRangeEnable

WEA 1Y IP EEME. 2k 0

cfgRacTunelpRangeMask

S B EE IR AT 2 1P HBhEIALAERS . BRIA: 255.256.255.0

cfgRacTunelLocalServerVideo

WEA 1 EHAM KM 561G, Bk 1

cfgRacTuneSshPort

SSH MRF FiM M A . BKik: 22

cfgRacTuneTelnetPort

telnet RS TS O Bk 23

cfgRacTuneWebserverEnable

WEN 1 A iDRAC Web 11, BRik: 1

ifcRacManagedNodeOS
ifcRacMnOsHostname ZERE BN ENSL. HE 255 MEFHINFIRE.
ifcRacMnOsOsName ARG R ARG SR . % 255 NIRRT .

cfgRacSecurity

/system1/spl/oemdell_racsecurityl

cfgRacSecCsrCommonName

commonname

Active Directory ¥ #%. F#H, &% 254 Ao,

cfgRacSecCsrCountryCode

oemdell_countrycode

Active Directory % GfiX) X%, 2 MF4F.

cfgRacSecCsrEmailAddr

oemdell_emailaddress

T NER A RGBT bk 77, % 254 N7fF.

cfgRacSecCsrKeySize

oemdell_keysize

FYIKSE (512, 1024 5 2048) . #Kik: 1024.

cfgRacSecCsrLocalityName

oemdell_localityname

Active Directory Mm% #k. FHH, &% 254 7.

cfgRacSecCsrOrganizationName

organizationname

Active Directory H4I%Hk. F15H, HE 254 MEfF.

cfgRacSecCsrOrganizationUnit

oemdell_organizationunit

Active Directory M4V 148 . T8, &% 254 N34,

cfgRacSecCsrStateName

oemdell_statename

Activity Directory [HZE &K, Ffd, W% 254 M7,

cfglpmiSol

cfglpmiSolAccumulatelnterval

RIEHAILAN b AT SR R AT A A i R M4 (1 F) 255) . BRiA: 10

cfglpmiSolBaudRate

“LAN R 47 % (19200, 57600, 115200). %ik: 115200

cfglpmiSolEnable

BWEA 1 HH"LAN LR, Bk 0

cfglpmiSolSendThreshold

Kk SOL B niicsRmF N 745% (1 &) 2565) . Bik: 255

cfglpmiSolMinPrivilege

f5iF SOL B/ M. 2 (D « 3 GEfESD 8t 4 GFHGD . BRik: 4

cfglpmiLan

cfglpmiEncryptionKey

0 | 40 ATNHERIE AT . BRIk
0000000000000000000000000000000000000000

cfglpmiLanAlertEnable

WHEM 1 EH IPMI LAN %4, 2Rik: O

cfglpmiLanEnable

wEN 1 J5H IPMI over LAN £, Bkik: O

cfglpmiPetCommunityName

R% 18 MR TAFH . Bik: public

cfglpmiPef

cfglpmiPefAction

R E) A ZEREUERAE. 0 ) « 1 CGRHL « 2 (FBD « 3 CRHUGTIFHL -




Bik: 0

cfglpmiPefEnable

BEHAN 1 RAPFAFERL. Bk

o

cfglpmiPefindex

AR R S
@-17)

cfglpmiPefName

FEFNAR, B 254 MFRHOTH . 4.

cfglpmiPet

cfglpmiPetAlertDestIpAddr

BRI 1P dbhE. 2RiA: 0.0.0.0

cfglpmiPetAlertEnable

WHEA 1 BTG HEEEE. Bk 1

cfglpmiPetIndex

FEFFHPHNZRS S (1-4).

£ D-2. RACADM T#ré A SM-CLP %4

RACADM Fir 4

SM-CLP

L

sslesrgen -g

set /system1/spl/oemdell_ssl1l oemdell_certtype=CSR
set /system1/spl/oemdell_ssl1 generate=1

dump -destination <iDRAC-CertificateSigningRequest-TFTP-URI> /system1/spl/oemdell_ssl1

HRIE T SSLMIEA 4R (CSR)-

sslesrgen -s

show /system1/spl/oemdell_ssl1 oemdell_status

B[ CSR RIS FEIRE o

sslcertupload -t 1

set /system1/spl/oemdell_ssl1l oemdell_certtype=SSL

load -source <iDRAC-server-certificate-TFTP-URI> /system1/spl/oemdell_ssl1

# IDRAC JIR%5 4% IIE 133 iDRAC.

sslcertupload -t 2

set /system1l/spl/oemdell_ssl1l oemdell_certtype=AD

load -source <ActiveDirectory-certificate-TFTP-URI> /system1/spl/oemdell_ssl1

¥ Active Directory iAiF 4] iDRAC.

sslcertdownload -t 1

set /system1/spl/oemdell_ssl1 oemdell_certtype=SSL

load -source <iDRAC-server-certificate-TFTP-URI> /system1/spl/oemdell_ssl1

M iDRAC F#:; iDRAC Hi45 2% IAiE .

sslcertdownload -t 2

set /system1/spl/oemdell_ssl1l oemdell_certtype=AD

load -source <ActiveDirectory-certificate-TFTP-URI> /system1/spl/oemdell_ssl1

M\ iDRAC T#k Active Directory iAil.
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iIDRAC (%4 LRI L F VA . AU b AT G, 4 B8 Vj ] iDRAC . 24 iDRAC VR H HAEM % FRCE S, WTLLER iDRAC web #2111, telnet 5 SSH ISR I 4 45 L MY
CHE e R BB O [IPMID) BB 1P Hbi s HEAT Uy il .

iDRAC EH I fE

iIDRAC F2HLA T EL D) fE:
1 A4 RS (DDNS) i
1 fE] Web H:H. Al RACADM i 447 FHNEL 5] & L% SM-CLP @417l telnet/SSH TR R 50 HAN i1
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v OATRE P MO FEMRAESL T
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1 Secure Shell (SSH) , HA%EFINEE £ 2 90 IUE i) 22 4 {4
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1 PowerEdge M600
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1 PowerEdge M905
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Microsoft Microsoft® Windows Server® 2003 R2 Standard il Enterprise (32-bit x86) Editions, #ifi SP2
Windows
Microsoft Windows Server 2003 Web. Standard 1 Enterprise (32 {7 x86) Edition, #i#i SP2
Microsoft Windows Server 2003 Frif il (x64) (& SP2)

Microsoft Windows Storage Server 2003 R2 Express. Workgroup. Standard ! Enterprise x64 Edition

Microsoft Windows Server 2008 Web. Standard fl Enterprise (32 {i x86) Editions

Microsoft Windows Server 2008 Web. Standard. Enterprise fil Datacenter (x64) Editions

support.microsoft.com/kb/903220.

¥: %% Windows Server 2003 with Service Pack 1 itf, NiE&# i DCOM %4 E. HxVEH, WSH Microsoft XHM# 903220

Red Hat® Red Hat Enterprise Linux WS, ES fil AS (i 4) (x86 fl x86_64)
Linux®
Enterprise Linux 5 (x86 fl x86-64)

SUSE® Linux Enterprise Server 9, #iifi Update 2 #l Update 3 (x86_64)

Enterprise Server 10 (Gold) (x86_64)

XK Web 3 K38

£ 1-2 B T {E N iDRAC % /i #F0 Web JIW 8% .

iii %% iDRAC HRC#I (Dell OpenManage Server Administrator 4 1£#5/7) (fLF Dell S FM35 support.dell.com) T fif#ckifs S
Ed & siTmEscess, Skt SSL 2.0 SR, RIVIEAAIRE Sk il SSL 3.0 LMERENSIEH 10k,
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BIERG | #® Web 3 BB

Windows | Internet Explorer 6.0, 4 Service Pack 2 (SP2), HH ¥ Windows XP fl Windows 2003 R2 SP2

Internet Explorer 7.0, HflF Windows Vista. Windows XP. Windows 2003 R2 SP2 fil Windows Server 2008

Mozilla Firefox 2.0 for Windows (Al Java vKVM/vMedia #3il &)

Linux Mozilla Firefox 1.5, Wil SUSE Linux (A 10)

Red Hat Enterprise Linux 4 fil 5 (32 {5 64 {i) fil Suse Linux Enterprise Server 10 (32 fiik 64 f) [-fJ Mozilla Firefox 2.0

SCRF T AZ T 1) R
%13 e,
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EE Ihe
iDRAC NIC 1 10Mbps/100Mbs/1Gbps LLKR, ifiid CMC Gb LA 1
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1 SNMP [ BN L - S0
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> A B i
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25 SMTP
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68 DHCP 4rALHY TP Huhik
69 TFTP
162 SNMP £
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T AR TR B0 B B S
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FCFLT GG RAEE (PET) BAR 1P bk RIX @ AT, thnets IPMI 811 Management Station sk i i Hp f-Hb ik A% oy s o

1 iDRAC Web Jiiil — &0 ¥ 6 P (PET

1 RACADM — [it# PET

J& P B A A 3t it B )

A LSRR S E SRV, IR E R R . — BARH, EH S| SRR B RS . A RACADM 51 iDRAC FCE AL (51 SR #4E IR E 5 AVl .
Web V7l i & SHAZ KA, I H A LA B AR E 5. A5 iDRAC Web SIS, 1820 d 8 A E Ui, A% cfgRac Tuning #7415, 152 HcfgRacTuning.

EEE_"LAN J:$ ﬁ"
"LAN EH:47"(SOL) & —Fh IPMI fig, Fovrisiid o424 s ) 24 IR 55 2 i #4731 170, SOL SR IDRAC 21 & 5 4 D fig

1 iDRAC Web Ftifi — 20 o a8 i A AL 1 Vi (o]

v BESELE GUI FEi & EE

EE iDRAC fR%
JA M EUAEH] IDRAC M#4&JIR%: — i telnet. SSH Ml Web R4S 8% S — I 5B AC B i DA LS IR %S 250

1 iDRAC Web #Hfi — %% [iLFl iDRAC JIi%

1 RACADM — 2" i i A4y RACADM Fit'E iDRAC Telnet fil SSH %"

BBZEEEE (SSL)
4 iDRAC Web Jli%5 #H.E SSL.

1 iDRAC Web Ftifi — W2 Aty (SSL

1 RACADM — ifiZf#lcfgRacSecurity, sslcsrgen, sslcertupload, sslcertdownload, sslcertview

i BB 57

] Eﬁgﬁ!‘fgﬁbaég@gu& PowerEdge R4 # 23k RS R VP2 E RS 2N Management Station b/ R #80E M4 IL 5L 1SO CD/DVD WK, milfg 2
ARG B — R

1 iDRAC Web FHil — 20 Ao A 7

1 iDRAC FCE AT — WZH EINT

REZE RSB/
{fH R e PowerEdge 4548 2l R48, SRJG1E%24 PowerEdge /R4 %% Dell OpenManage #FIF ¥ E Uit wEohft .

1 EHIGEER — ESRE i 55 2 b e e A1

1 IVM-CLI — &S B 1 MU I 6 447 S T A R

P B 32 8 AR 25 9% i LIk B 5t B 3 T
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BLERM L% (EF CMC Web Ftf)

ﬂ e AR HUECEE M RBR A BE CMC i E IDRAC 2441 .
E4 #: 2k cMC iS4 root, #5% calvin.
4 #: oM 1P HishbTLI7E iDRAC Web FHifiikE], Jrik il System” (&%) — "Remote Access” GBRY H) — CMC. iEW LUMILTURE) CMC Web Fifi.

1. M web H%#HETE M URL https://<CMC-IP-address> 5t https://<CMC-DNS- name> %3 CMC web HI /it .

2. HIAN CMC FIP 4RI it OK™ (BHsE) -

3. Hidi g Chassis™ (FLE8) FMs (+), LiEHidi Servers” (FEH) .

4. i setup” (GRE) — "Deploy Network™ (FEML) .

5. NS HISA LAN, Jiikikd Enable Lan™ (A Lan) bl T4 % 500 5 A .

6. JifHEZEA] IPMI over LANI, Jik i s BUGH L Enable 1PMI over LAN" (J§A 1PMI over LAN) Frfl |45 #8557 10 B ke .
7. WIS RIS AR DHCP, J7ikif b UL I "DHCP Enabled” (E/SA DHCP) bRl |45 7 5% 1) SR HE .

8. W DHCP AR, MIJ9MRss 2R NS 1P kb, (946 FERG AERINRG X .

9. Ml BUHKHA " Apply"” (B .

BHE FlexAddress ¥ ERe4f %

M1000e fi4% FlexAddress, ‘&ML Z%. LM% 7% . FlexAddress ft¥F A% 4 Managed Server i FUERAE KA. HUEE/TECH) World Wide #F5F1 MAC Hihik
(WWN/MAC).

° TR NTBRITRFICCEIN Managed Server [{RR, 54N DDA IE B A28 IEM ALK 2 R

f#fl CMC Web Ft1#4T FlexAddress ThReMIECE . 5% FlexAddress Thig L H AL B M5 £ 1414, 1524 (Dell Chassis Management Controller Firmware Version 1.20 /i /4
) .

PR IFRCE FlexAddress HifE)E, #HlSystem— Properties—» WWN/MAC £ 5 fT 2235 (152 2R3 . CATFTERERDC MG . Jeefm A E . Jeefdm, DR E 2%
TR N 2 A AT R 356 502 3 1 R 55 2 B W LA /0 C S MAC k.

EEECENRERNFR., CRBERIERIA, ULRERE T FlexAddress, #.ili"System™ (&%4) — "Properties” (JBfE) - “"Summary” (FE) .

¥ % iDRAC &4
ST iDRAC [ 275 iIDRAC IAAF 22407 (¥ A W AR e 7T LU LR AT ] 7 32 S i -«
1 SM-CLP load #ii%
1 iDRAC Web #tifi
1 Dell Update Package (i Linux 2 Microsoft Windows)
1 DOS iDRAC [l f+ 5§ A HIFLF

1 CMC Web 41l (fZf£ iDRAC [EfHRIRI )

TEHEMFREFRRAFE

M support.dell.com FEE M. EFMGHE LR R, AT SRR R 5 7%

] iDRAC Web Ftifiis SM-CLP T iDRAC [ifF, siffifl CMC Web 5ifithsZ iDRAC, i F# bR, 1A E R4 4T .
N RS EH IDRAC [EfF, v iDRAC FIfEMR S 4 M #:E &4 FH4iE Dell Update Package (DUP).

EAJH] DOS IDRAC [ 5T 24 IRy S5 IDRAC [F, 1 SR A IR A0 bl mefg, X SediT (e B IR SR i



AT B 4 E H

E4 : iDRAC BEFENITME, 4MBAR IDRAC &if#l & Wi FERIF LR VT &1, BRI EsE k.
Ed #: iDRAC [AFEHWIRNUAREILL 100% HAIET. HEHEMRE, SUSNIERIRUBEE . SORIEFNITA, BN RIRS S ETEI CMC RIS R 5 B,
F{FH] Linux 5 Microsoft Windows ] Dell Update Package, Mif£3 8 55 a% LT RS EM DUP.

/il SM-CLP load 4, 44 [l —ERIMARBE NSRS i (TFTP) R4 #8 0T i) iDRAC #2410 H 3tk . 1525 (/] SM-CLP 915 iDRAC [ {f.

£/ iDRAC Web Fiiiizk CMC Web Ftifiit, #E4F #EHIBULMIEIETT Web FHEiH) Management Station ] LAUT IR A RERE F . 52 8 IDRAC 14,
F4 #: iDRAC Web JiiE f ¥4 iDRAC it BLE BN T BRILME.
HATE CMC Kl E] iDRAC [ fHIA (st iDRAC [l SEH7HE R 7E 56 il v T 2 R AR AP ) I, A AT BB CMC Web SR 1. 1§25 (1] CMC ¥ JIDRAC [f{1.

E4 #=: cMC % iDRAC [IFEfEIG, iDRAC 449 SSLHETSAMHTN SHAL F1 MD5 %1, NZEHISHTIFIN Web MSEH T HIRF, JfLlkiH] iDRAC K743 % i 1
A ZE [ ST SE PR P o A SR S B8R 2 11, 4 225 Invalid Certificate™ GE-BER) M E.

E ¥ WE iDRAC EfFMIRA 1.20 RITHEFARA, MAFMERET Windows 1 Management Station FiABLAR Internet Explorer ActiveX WY a#fifl, LME%
e ActiveX HifFIIHEIRA . EMFE ActiveX #iff, ATLLFMi%E c:\WINNT\Downloaded Program Files i3 ## DELL IMC KVM Viewer.

£ DOS E#HARBER

ZAEF] DOS EHi A IR EH IDRAC [EfF, 15 3) 25 #% DOS, MEHIT idracléd frd. a4 k.
idracl6d [-f] [-i=<X#£>] [-|=<HEXH]

LR THAATR, idracled fir 42 2l H s 9 E gt firmimg.ime B3 iDRAC .

ORI -

- — R, - f IR RN B O O R TR .

i =< — SRR EER IS AR . R E S CMBRASAFR firmimg.imc e AR IR 0 7 1 .
=< HAEX > — Aok T EHE A . SRR TR

TR WA idracled MAMATHIRSEL SEROLT - h R SR AR R S 53 AMEIEI - nopr esconfi g. WL TSGR EAE TG LS EORSERTE . AR
SEIETR, RONE S MR AT 1A IDRAC BUEME S, 1P bk ORI .

B L4
SRR TR B 1 5 LRI US4 2 1 B DR ek

WIR ARG IR 4%, B % Gnu Privacy Guard (GPG) KEMIFAI 7454 . SAEFARMESIERL . BI3AT R AP 8R:

1. F# Dell Linux A3t GNuPG %4 (WIRLEA) , JidaSHi# lists.us.dell.com J#ii Dell Public GPG key . 4 CHHRERIAM AL, BIMLFE linux-
security- publickey.txt.

2. EHEBITUT®S, BALEHIN gpg W{EHERE:
gpg --inport <AHEHHLEL>

Eq & 2AuREtR s R .

3. GUIUT RIS S, WHK Dell 215 GPG BHIL (EA4H.
e BALT:
gpg --edit-key 23B66AID
£ GPG UGN, BN fpr. AL T

pub 10240 23B66A9D 2001-04-16 Dell, Inc. (Product G oup) <linux-security@iell.con
Primary key fingerprint: 4172 E2CE 955A 1776 ASE6 1BB7 CA77 951D 23B6 6A9D ( pub 10240/ 23B66A9D 2001-04-16 Del |, Inc. (/=)
<l'i nux-security@iel|.conp
FEHEYIHRL: 4172 E2CE 955A 1776 ASE6 1BB7 CA77 951D 23B6 6A9D)
WIS NEPRLSCS B RS E, SE IER A B
g. 1ifE GPG ZHAGmIEA T, A trust. DUFEHR M

Pl ease decide how far you trust this user to correctly verify other users' keys (by |ooking at passports, checking fingerprints from
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di fferent sources, etc.)

I don't know or won't say
I do NOT trust
= I trust marginally
I trust fully
I trust ultimately
= back to the main menu

3 0s WwN e
]

Your deci si on?
h. #A 5<% Enter #>. LI MR H:

Do you really want to set this key to ultinmate trust?
i By <i% Enter #> Wik,
j. BEA quit <i% Enter > EH GPG &4I4niH 4.

DA R FANFFRIEAICE ST — Ik

4. PARFFREAE, 0 Linux DUP A REESE, USRI L S0, RiER Dell #5345 support.dell.com/support/downloads.

Ed : 84 Linux EHEHSBABY SO, ST RRER — web T . TR RN TR H R0 RO S . BT, 430
DUP SCE4 M, 4 .sign ¥ @4. i, #1f Linux DUP @4 PEM600_BIOS_LX_2.1.2.BIN, 484 ff4
PEM600_BIOS_LX_2.1.2.BIN.sign. iDRAC [E#}iug th 547 5 sign SCfF, G AE B PFRAS 0 FURIE R g . B Rz o, Ad Pt
fiiSave Target As" ( BRAFEA) ... LIk,

5. WOESHTRM:

gpg --verify <Linux Update Package #+# ff#> <Linux Update Package Xff#>

PUR RGBT 350 PowerEdge M600 BIOS S 4 {0 ATt 1 4 3%«

1. M support.dell.com T AT AT
1 PEM600_BIOS_LX_2.1.2.BIN.sign

1 PEM600_BIOS_LX_2.1.2.BIN

gpg --inport <linux-security-publickey.txt>

DL 5 B 2

gpg: key 23B66A9D: "Del| Conputer Corporation (Linux Systems Group) <linux-security@lell.com" not changed (gpg: key 23B66A9D: "Del |
Conputer Corporation (Linux Z4i4l) <linux-security@ell.con" ¥ HEKD

gpg: Total nunber processed: 1 (gpg: AbFEM! D

gpg: unchanged: 1 (gpg: KEH: 1)

3. Set the GPG trust level for the Dell public key. (4 Dell A% % E GPG {5£/KF. ) if you haven't done so previously. (U1 ULHTEA AT HAERE. D

a. BWALFA4:
gpg --edit-key 23B66AID
b.  (EAAIURTIAL, BALL @4

fpr
trust

c. M 5<% Enter #> JCEFESE | trust ultimately (FRAXFE) .
d. Ay <i% Enter #> Wik,
e. BN quit <i% Enter #> B GPG %H%miE .

XK e Dell A 3EE TS,

4. @B N A UiE PEM600 BIOS #iF a7 4 .
gpg --verify PEMBOO_BI G5_LX 2. 1.2. BI N.sign PEMBOO_BI OS_LX 2.1.2.BIN
CUR s S

gpg: Signature made Fri Jul 11 15:03:47 2008 CDT using DSA key | D 23B66A9D
gpg: Good signature from"Dell, Inc. (Product Goup) <linux-security@lell.com"



Ed % wESARIESY b PR BRREIEE R

gpg: WARNING This key is not certified with a trusted signature! (%% BEBIRLREELHIN )
gpg: There is no indication that the signature belongs to the owner. CEHZERERWELIETHIAH. )
FEHHIEL: 4172 E2CE 955A 1776 ASE6 1BB7 CA77 951D 23B6 6A9D

BRI AR R

AT RERSAE T BUHT iIDRAC thI DB, A2 Rl VS 8S i 2 47 AR B/ M B v A7 7E 2R SE B HIRA B

Interent Explorer

1. Ji3h Internet Explorer.

2. Hidi"Tools™ (L&) , #AFE %" Internet Options"” (Internet M) .

% 78" Internet Options™ (Internet &) &

3. i General CEH) & .

4. {E"Temporary Internet files" (Internet Iff B3 f#F) + ¥ "Delete Files"™ (HEICH) .

JEHH SR Delete Files™ GBI ST @i,

5. Hifgkd Delete all offline content” (MIBFTABRILAZE) . AEHE"OK" (HE) -

6. Hdi"OK" (Hig) XMI"Internet Options"” (Internet M) %1,

Firefox
1. JH3h Firefox.
2. BEHE Edit (48 — "Preferences” (F%M) .
3. #di"Privacy” (BR) %Wk,
4. Hili"Clear Cache Now" (3r BB ¥R .

5. Hif Close (K@D .
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b

it E Management Station

Integrated Dell™ Remote Access Controller iz A1.2
VakCh::|

Management Station ¥ 3%

Management Station 4% %5K

BCE SR Web i bids

%% Java Runtime Environment (JRE)

2% TETP JR95 &8

#%%: Dell OpenManage IT Assistant

management station 2 T & fEH PowerEdge g4t S HLAR P e BT A0 3EW] T E Management Station LL5 iDRAC it & H (1 e 2 e B AT 55
FHARCE IDRAC Z A, BEARILH b BH (R ORI E 1 TR,

Management Station & &3 &

% H Management Station, NHAT T TR

1. ##H management station k%5,

2. EEIFRCE AR Web HES .

3. %% Java Runtime Environment (JRE) Ot T Windows i) .
4. %% telnet B SSH % /i (WIRFHE) .

5. 7% TFTP lissds (WRFZD .

6. %% Dell OpenManage IT Assistant (i) .

Management Station W% E R

il iDRAC, Management Station %Zi 544 "GBL1"f] CMC RJ45 JE#z AL T A — M4 . AR CMC M4 5 28 IR 4 ITTE I M4 [ 2571,  LME Management Station
AILLXT IDRAC AN 528 IR 55 45 EAT LAN i1 .

M IDRAC #iil & HE T e (S IAT GUI Fhl & Ee ) , LAV RIS e bl 6, B AEASRE MR 55 divsits AT 46 Vi 1l o IR T LLBER] IDRAC D BETESZ A RS54 EAT LAY
EHDIRE, WITHR SN, (F, B RS2 RS A AT SRR RS, T RET B R ST 34K NIC.

B B X HF K Web 3 4%

EUR B3 A G el e S RF ) Web SIS R AEH IDRAC Web FUMT. 56T S2HFK) Web BINERSIE, WS B LI Web Jl% .

TH Web 3 K2

iDRAC Web FHHI BT TEZ 3051 Web bigsdEA% /4> 800 (50D x 600 (H) BERMFHHAVFUIATER . AT RS EEF LA MV A DIRE, iR D PR BN %> 800
X 600 1335, /R 5 B B0 A% 10 KA

4 i 7SS R, @R GEHR S K&IEMIE, Internet Explorer 6 il & BITEN MBIk A £ 4 I Done, with errors” (ESER, ERE EHER) 13
S TRV 0 10 (SRR A3 DU o B3 R 2 DL R R X2 Internet Explorer 6 [ CURII . i 56 A S 23 0F AT

EE Web % %8 UERES wWeb A1
1 S A CH IR 45 s L B N Y management station 4% iDRAC Web $tifi, NLAELE Web 5 % DL IZ IR 25 4% Ui 1] K45 R

HEECE Internet Explorer Web 3l 5 88 R vj AR AR S 8%, BT FFI25 0%

1. 7JF Web J%28% 1.
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2. Hidi"Tools™ (TE) JE#idi"Internet Options™ (Internet W) .

[ EK I Internet Options™ (Internet #3) %1

ﬂ ¥: [ Internet Explorer FRAIIERINZ A M S AMIE. N T HERGRY ER TIE, iE%E Advanced” (RB%) &5+, il cit-+ " "Enable Install-On-
Demand (Other)" (BB F%E [ E]) . "Enable third-party browser extensions” (i F# =% ¥W# &) . "Sun Java Enabled” (i Sun
Java) Fi"Use SSL 3.0" (fFf SSL 3.0) GETARWAESHRATIA AR o WEHX e BT T E i, i EHE30 Internet Explorer.

3. #idi"Connections™ (M) %k,
4. {i"Local Area Network (LAN) settings"” (JFEM [LAN] ®E) F, #di"LAN Settings" (REREE) .
5. W4kd T "Use a proxy server” (fEFIRELRS#8) HiE, Nik#F "Bypass proxy server for local addresses" (3fF A<t it FAF F R H R 28 ) HiE.

6. Mili"OK" (BHE) Mik.

% iDRAC Hin2|{585%

ik Web WYEEV I IDRAC Web FHfiRf, Z:fEr[{E1R51% hih/D> iDRAC IP MUk ol FHOREHZ 1P ik E Kb . EUs, ilivRefresh™ (RIFT) sEHH2) Web il
Wi g% LAER:F] iDRAC Web i .

BE Web FHEKAMILIRA
iDRAC Web IS FFUA FHRE RAE S :

1 3 (en-us)

v ()

| fEiE (de)

1 BPEFE (es)

1 HiE (a)

1 fifkHC (zh-cn)

S 1SO bR R RS2 R IR 1A S . S 7 S B0E H 0 SN2 SR, A T RE ORI BT A TR, e SRR IIE S, EAEA WAL, AR R RN R O
IR/NEHES 1024 183 5%.

iDRAC Web it T 5 L 410 h e i 5 A R A A BB IC &5 1. IDRAC Web FHIHIHELEThE (Bt & Mg i) wT kAo 0 3RA e v RS 2 Thie/ 7 BF . 47 RAEIX
S LT e A5 A AL B (5 B, S BT Video Viewer. MEFILERM AL IR, I RS BORH A,

Internet Explorer 6.0 (Windows)

Z{F Internet Explorer H1#F iDRAC Web FHHI AR AR, RAAAT 515 5K:
1. Hidi"Tools™ (LA) ¥HIFi%H"Internet Options” (Internet M) .
2. {£"Internet Options™ (Internet ) %1+, ¥ Languages (3EH) -
3. {fi"Language Preference” (3F% B W) @, #idi"Add" GFmM) .

4. {E"Add Language" (FMIET) @HT, EIFECFRFMIAT.

FEFE LA RIS, $% <Ctri>,
5. MEFFHIEEF IR Move Up™ (L) FHEFH A E 5L .
6. 1EMEE BRI U, Bl g

7. il OK (B .

Firefox 1.5 (Linux)
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2t Firefox 1.5 &% iDRAC Web FHHIIAMALIIA, AT LU T B 8E:

1. HilitEdit (4i#8) > “"Preferences™ (B M) , AJ5Hdi"Advanced” (B <.
2. f£"Language" (iE®) #4, #Hidi"Choose" (¥ .

3. #ifi"Select a language to add” GEBEEHNNES) ...

4. IEFESCRRTIE T O i Add GRND .

5. EFFEIEIEE IR "Move Up™ (L#) BahBIFRIH.

6. {EIATEIAA, BETOK” () -

7. il OK (BiRE) .

Firefox 2.0 (Linux 8% Windows)

AL Firefox 2.0 1 #7%E iDRAC Web Sl AMBILIA, 14T L N AEER:

1. #Hdi"Tools™ (THE) — "Options™ G&M) , AJ5H & "Advanced” (FWHk) EWiF.

2. f£"Language" (¥ ) F, #idi"Choose" GE#) .

JH4 iR Languages” GER) .
3. fi"Select a language to add..." GEBEFMMIET..) FTHEwd, Rl RseE SR M miE s, SR nd Add" GFmD .
4. HEEFEEIE S, A5HE " Move Up” (BB EEILE S HIEHIR T .
5. Hili"OK™ (%) XkM"Languages™ (E&) @Il

6. Hili"OK" (W) XM Options™ (BB %I,

E Linux 1R EXK
ol 6 T BT B UTF-8 A B TR . AL AL, 3R A8 DX M B 2 A

LRSI SR e Red Hat® Enterprise Linux® % 3 Ed B AT GUI (57754
1. TP 4.

2. #A locale (A#) 1% <Enter>. FKMWLLF H4 K2 BoR:

LANG=zh_ON. UTF- 8
LC_CTYPE="zh_CN. UTF- 8"

LC_NUMER! C="zh_CN. UTF- 8"

LC_TI ME="zh_CN. UTF- 8"
LC_COLLATE="zh_CN. UTF- 8"
LC_MONETARY="zh_CN. UTF- 8"
LC_MESSAGES="zh_CN. UTF- 8"
LC_PAPER="zh_CN. UTF- 8"
LC_NAME="zh_CN. UTF- 8"
LC_ADDRESS="zh_CN. UTF- 8"
LC_TELEPHONE=" zh_CN. UTF- 8"
LC_MEASURENENT="zh_CN. UTF- 8"
LC_I DENTI FI CATI ON="zh_CN. UTF- 8"
LC ALL=

3. ALK EAE " Zh_CN.UTF-8", MIEFAEME . WA EH A zh_CN.UTF-8", N % % 4.
4. HSCARGiEESR g0 /etc/sysconfig/Zil8n Sff.

5. {EXCfFd, BAICA RS

ey



LANG="zh_ON. GB18030"
SUPPCRTED="zh_CN. GB18030: zh_CH. GB2312: zh_CN: zh"

SR

LANG="zh_ON. UTF- 8"
SUPPCRTED="zh_CN. UTF- 8: zh_CN. GB18030: zh_CH. GB2312: zh_CN: zh"

6. VEH, RSERIRERS.

MEETEF VBN, R PRI B MR R WURAMT, MBS .

2 Firefox B ALHATHRE

Zrefo;ﬁiﬁ'gé’.ﬁﬂ"ﬁfﬁmﬁéy i Z R A REA SN BAT IR AR R R 2Bl R . WURCE ], A4 B IDNRE R ROV M )41 IDRAC 226l & e I AT o, D AET
ARRAHE

FEAE 4 ST R G TSR L B e, AT T AR
1. T Firefox Web #%i#5 8 1.
2. fedbhbwBerh, B\ about:config, % <Enter>.

3. #"Preference Name" (E&HLF) 5+, KFFHUF xpinstall.whitelist.required.

“Preference Name" (B%EHAMR) . "Status™ CR#) . "Type" (FKE) f"Value” (E) Kl &H S A CA. "Status™ CR¥L) HEH KN user set” (I
BB . ifi"Value” () MEEEHCH false.

4. fE"Preferences Name" (H®EIZRK) 5h, ¥ xpinstall.enabled.

WfE Value™ (M) Jy true. WA, Wi xpinstall.enabled LU "Value” () ##E N true.

## Java Runtime Environment (JRE)

K4 #:  wH6EM Internet Explorer JIIH, M4 ihl A ER B0 ActiveX (. W3 T IRE IO M EFRHITE iIDRAC web FHIHRLE TH#H A EAH, MELL
¥ Java fEf G EE AT Internet Explorer. K1, 2L IDRAC Web Fiifii il & #50il £ F e

LML A S ERAET Java BEESREREN.

IARAEA] Firefox WI%IAE, WZi%3 JRE (5t Java Development Kit [JDK]) UAME Az & Hig M Thit. #6HlGEERL 1 Java MAFET, M iIDRAC Web Ftifi F#i#|
Management Station, #4/5fH Management Station L] Java Web Start Ji3}j.

% java.sun.com %% JRE 5{ JDK. #i#ERA 1.6 (Java 6.0) siH .

Java Web Start f2/744 (315 JRE 5 JDK —[@zd. X jviewer jnlp # FEEIG ML, I HISFHER R T S RTS8 1E . ATREFRELN jnlp & B4 KR SR 84 Java
Web Start MAEFHXE. &0, #d"Open with" (FIFHFR) , LRk javaws MHRT, ZEFAT IRE %3 HRW bin FH.

ﬂ ¥ WS IRE B IDK JFEAH Ljnlp CIEEALS Java Web Start MG, AT RAFBhEKEL. X Windows (javaws.exe), Hifi"Start” (FF#fi) — "Control
Panel” (#IH KD — "Appearance and Themes" (A1 3/E) — "Folder Options” (XX %) . 7 File Types"” (X AHEM) ikuikt, 7i"Registered
file types” (T¥EMAI AR ) FTrEER jnlp, BEHE"Change” (BB . Xt T Linux (javaws), iz Firefox jf#di"Edit” (4% —

"Preferences” (F# M) — "Downloads” (F#) . AGH#i"View and Edit Actions™ (& M4 #HE/E) .

XF Linux, %3 JRE 3k JDK J&, wLA¥HER Java bin HRMEARMBIRS PATH fiifi. flin, Wk Java %3/E /usr/java, NTEAM .bashre 5 /etc/profile sl FiiiixAT
RE

PATH=/ usr/ j ava/ bi n: $PATH, export PATH

Ed & ctemREC4 (e PATH-modification 1T. R4 MBS (X A&7 L phge.

73 Telnet 5% SSH & Ui

BRIMELL T, IDRAC telnet it AT SSH IS OBl T telnet E—FAR2 i, KA RAETE 24 SSH %) i B I 28 kA7 22 A PRITEN A~ ]«

E4 = —%ligti— 5 iDRAC [0i%2) telnet 5t SSH ik, A walikin, HEkas oz,

5 iDRAC B &M Telnet
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Telnet f4%2E Microsoft® Windows® 1 Linux #fF R4, AILUART4 shell 47, AT Ak B2 e 0 P o 40 SRR AL LR AT AR SEhRHERAS FL AT 6 2 D7 (B ThAERY telnet /5

W management station iz47 Windows XP 5 Windows 2003, A< /E iDRAC telnet 2xifi @B 74 B, el B 2x LRSS S iy sUR AL, FEIXFRIL T, [l =4 ASm
I ALAS 7R B AR o

FRJLRE, N Microsoft Support ki support.microsoft.com FH#25E 824810. S Microsoft &AM L H 824810 T A K.

A Telnet £iEEE Backspace #

Ml telnet Z /i ARF, i <Backspace> #nfft x4 TIE AL . Billn, 21ETAESEIE ~he Ak, K% Microsoft Al Linux telnet % /7 3iii il it & Hyfd
<Backspace> .

ZERE Microsoft telnet %" LMl <Backspace> #, W4T FHIH5%:

1. PR E R GREED .

2. WMEEAHIE telnet &%, RRA:
Tel net

WYIEIT telnet &1, Mk <Ctrl><]>.

3. TERRTEE, B
set bsasdel
ARG RoR LTS B
Backspace will be sent as del ete. (Backspace 2fEA Delete Ki%. )

HERLE Linux telnet 1% LM# ] <Backspace> ##, Fiff7 T4 5%:

1. 4IJF shell HHA:

stty erase "h

2. (ERORTEIS, BEA:

Tel net

5 iDRAC B2 A/ SSH

Secure Shell (SSH) f&—Mr &7, BA Y telnet 2AFMEMIIAE, 1] HEA A WMHCRINE DI AE LUINGE % 4P . IDRAC SCR R HIYIGIER SSH A 2. SSH ERIME IR F1E
iDRAC L&,

A[LA7E management station {#H PuTTY (Windows) i QpenSSH (Linux) HEHH| 2 k%545 iIDRAC. WMRIEG SR AR, ssh & a2k H—FHHAE S, EE
SCREUR T F% 3, 432 IDRAC f5fil o

{ ¥£: OpenSSHRIiZM Windows L) VT100 i ANSI £ fi 5B Hig1T. £ Windows @ & #URTFALIETT QpenSSH R& 852 8 DhaE (B, A5 S8R 3 B A SR R
R .

AR Z], WS4 telnet 2 SSH £xiffi. il i cf gSsnMyt Sshi dl eTi meout JE k], 1 "IDRAC i P4l PEALRIN Goe L ik

iDRAC SSH Sl Sc R 2 M it ik 3-1 dhfin.

E4 #: ssHvi AiH.

# 3-1. HFEHER
MARE KR
AEXIFRINE | Diffie-Hellman DSA/DSS 512-1024 (Kifl) fi/NIST #iit
SRR 1 AES256-CBC
1 RIJNDAEL256-CBC
1 AES192-CBC
I RIJNDAEL192-CBC
1 AES128-CBC
1 RIJNDAEL128-CBC
1 BLOWFISH-128-CBC
1 3DES-192-CBC
1 ARCFOUR-128
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&R e Bt 1 HMAC-SHA1-160
1 HMAC-SHA1-96
1 HMAC-MD5-128
1 HMAC-MD5-96
BRI 1

,_\_,\
4 TEFTP R4 5
ﬂ . WHE A iDRAC Web Ffifk4i SSL IMIEH: L#Fr iDRAC [, WATE TFTP k% 4.

ANRSCAHERIYL (TFTP) s —FhEAL I SCAHL X (FTP). AT SM-CLP fil RACADM #7417 5155 iDRAC AR HLALA LT

SATTETE R iDRAC [ {FE7E iDRAC L2 INIER 4 5 iDRAC MIHLARHISCIF . WRAERAT X LAT 55 i LR ] SM-CLP 5 RACADM, TFTP fIi%5 44 417E iDRAC W] LLllid 1P 5
5 DNS ZFx i i (i 5L LigfT.

W EATE Windows 5 Linux #{E R % LM netstat -a fr4-AF TFTP R4S 42T CIEMIT. 3 69 J2 TFTP BRikuhi H. WA R4S 81T, WAl bl ikt
Vo TERZE EAER Y —NEAT TRTP RS it 5pL
VO WRIEAERER Linux, WIS R 2e3s TRTP %548
1 WRIEAERER Windows, e % TRTP s 2%

Z3: Dell OpenManage IT Assistant
A%G1UHE T Dell OpenManage System Management ##F£E1F. B IFEARR T LA R 414
1 Dell Systems Management Consoles CD — & i il Dell 244 %4 &4, 5 Dell OpenManage IT Assistant.
1 Dell PowerEdge Service and Diagnostic Utilities CD — #2HLEC B R 405 10 TR ELE fF. 2W2 5 Dell 5Hxt iSRG tRAL KRN FE ST «
1 Dell PowerEdge Documentation CD — # B # 3k R H RS0, RGEIPAF My SHER A RAID #5851 38 (150 9 S0
v Dell SCRFFSEANE RS — A E AP Dell SCRFMY, support.dell.com LLT f#f5% Dell 7 i ) i 1.

/] Dell System Management Consoles CD £ Management Station | %357l 54, 4% Dell OpenManage IT Assistant. K% ZMIFM VI, WS (s z
19D -
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I B 28 o5 4%

Integrated Dell™ Remote Access Controller iz A1.2
)i Vakit]

@ i

LA

2RSS A LA 3K b U

A i1

Lt

@ 454 Windows (31 ## 5| S

A E T B 2RSS LN L I AR S . IXEE S5 %% Dell Open Manage Server Administrator ${f LA B it B 5% 55 iR 55 2% LA 3 _E VO 35 5 i «

TE 528 Mo b At

Dell FERATELAF LT D

A RACADM CLI — F¥F M2 AL B RS L iDRAC. X2 T INA S B A B 45 55k LA
»ili Server Administrator A feffiffl iDRAC L it b5 Dhfie
Server Administrator — —Fi Web Fifi, foVF ML e RV B R 5.

Server Administrator Instrumentation Service — AEUEAFHUHDL A bl R G0 BB PRI MR A PEREEANME B, IR RV R IR RS, QIEXRMRLE. HARS
Az AR

Server Administration Storage Management Service — HI8 I ETAL L R GE A7 P S B .

Server Administrator itk — IR GRS BIICR, WARGR BB R A4 ST SrE. POST JifF LU RETEAR . AT LIE BT LA LS, 1TEHER BT RO AT
Dot VAR I T MR SR B M 55 s

f#H Dell PowerEdge Installation and Server Management CD %% Server Administrator. %3 iZ MM, S0 (Mt 224510) .

Tic B 32 8 MR s 4 DAER B ROt BR

iIDRAC FJ LA 3k b Vst B RE MRS T LAYE. Web SR BB R A BIIS Wi s2 4 RGN B IR o #UR BB IR A ) _E O e 452 e

1.

2.

BB BRI A RLHZEMF AR VR, 1S (Server Administrator /lF#/5) .

W EAEEST Microsoft® Windows® #{E 7%, #iff7E "Windows Startup and Recovery Settings” (Windows J& ST 8B B8 ) Ut (4 30 5 e 2 1
fik. WSWAH Windows 8 F#H] Gk .

£ IDRAC Web Ftifiis i [ EJifist e dF CBRINE D «

FLE IDRAC Web S s BV it e, #diSystem— Remote Access— iDRAC— Network/Security— “Services" (M%) , ik @si RS H %
PR R Enable” (R ) SLEHE.

TAE AL RACADM Ji Fl Lt bi %8, 76 Managed System E3TIFfir & 3R FF N LU R dn 4

racadm config -g cfgRacTuning -o cfgRacTuneAsrEnable 1

7£ Server Administrator web i+, &' Auto Recovery"” ( BE1¥kE) il 83 4 Auto Recovery” (BH3IKE) #1EikE N "Reset” (E#®) . "Power
Off" (ML) #"Power Cycle" (EHLEEFH) .

HXUUTHCE "Auto Recovery” ( BEIWRE) i EHI(EH, 12 M (Server Administrator /i F#5/) . EH{RAEHHIE L JUH RS, "Auto Recovery” ( A&k &)
THR AR E A 60 . BUABEN 480 .

"Auto Recovery"” (BE3IKE) #/E%E A Shutdown™ (%HL) m"Power Cycle"” (XBLJEBEIFHL) i, W2 MRS s e A, )b 7 s i i A el i

#H windows H3IEH 5] FiEM

J9T{R iIDRAC TTLA3E LV i it %8, 7E1247 Microsoft Windows Server® o, Windows Vista® (115 #1144 1451 Automatic Reboot" ( E3hE #7)H 30) L.

1.

2.

3.

#T7F Windows"Control Panel” (##JHER) J-Wi"System (£4) HEix.

il Advanced” (BE&) k.

{£""Startup and Recovery" (EIRIKE) T, HdSettings” (BE) .
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4. IR Automatically Reboot” (EZYE ¥ 519 STikiE.

5. Bifi"OK™ (HHE) Mik.
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H

fEF Web AHEE iDRAC

Integrated Dell™ Remote Access Controller iz A1.2
P

Vil Web Ftii
EC iDRAC NIC
BLECF G4
HCFE 1PMI

AR E iDRAC I/
& SSL R MIERG{R IDRAC J#{E

ALE AE L Active Directory iAiE

iDRAC 1241t 7 Web JHHLERCE iDRAC BHEAA P, PATERE TS L BT () REmmE. xFH

St FH A P A A 1)
AL LAN b7
fiiF iDRAC JIE%
% iDRAC [ 14

iDRAC Web FHHRIATHM RS EUES, FFROLT —LMIAE B EE .

KEH Web FHEICEAT S5 0] LM 44, RACADM 745 SM-CLP iy 4 5K4147 .

< RACADM fir 4 M2 IR S5 43T A R AEH Aty RACADM FOERE, 1S (4 A Al RACADM i A 17 7Ll

SEiTHE, ii{iH IDRAC Web Stifi. AT T Wi

SM-CLP @41t shell {7, midid telnet s SSH #EHGEFEEH. A XM SM-CLP i, 12 M{L/H IDRAC SM-CLP it 417 5tifil .

P i Web #H

Zjjii iDRAC Web U, #4ATEL R A 8%:

1.

FTIF =3 Web JI%E M.

AXRVEN, WS Web JWEES.

7 Address” (Hudk) FBh, #A https://<i DRAC | P- Hiff>)f1% <Enter>.
WERERA HTTPS i 0% G0 443) ClM, A

ht t ps: // <i DRAG- | P- #lilif>: <3 [15>

7 IDRAC-IP #ifi /& iDRAC [¥) 1P Mudik, WWidi/i15 & HTTPS il 15

iDRAC"Login" (BR) &2l

g%

JTT LU LU IDRAC T/ 5% Microsoft® Active Directory® il k. BMT 40 root, BRLNHS)y calvin.,

WA N EL % T Login to iDRAC" (&% 3] iDRAC) R fit &% iDRAC.

B, AT FASRR:

1.

2.

3.

fE"Username” (P &) FRUTHA TN EZ —:

1 0% iDRAC /4.
AR P X5 KNS Lt root | it_user B¢ john_doe.

1 Y9 Active Directory Hi)'4.

Active Directory ZFRA] LLH LA FAEMIERMAN: <ES\<H 14>, <l>/<H]FE&>si<HF>@<ig>. efiARX KNG, i del . com\j ohn_doe 5%

JOHN_DCE@DELL. COM:

1E"Password"” (BB 7B, ALK iDRAC il J#f%sk Active Directory [l J'#f%. #HGX 5 KNS,

oK™ (S8 ) #if% <Enter>.
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VESH
1. EEHOMH BMA, $Bd Logout” (M) KHI&in.
2. RHIWEEE .

i #: “Log Out” (M) #AIEEGRIGA .

K4 i WSRHERIERERIIOR PR, 2 SRR RHTPRE, Rk, SAEBE TR RIS R B, R RIS RS

E ¥E: 7 Microsoft Internet Explorer H{fi [I & M4 L (oA ("x™) 1] iDRAC Web FLifi vl fg 42 n AR P4 % . ZAR XN, 5 Microsoft SR
support.microsoft.com F#R#i Internet Explorer £81% 4 5.

8P 24~ ] Va8 TR A&

TIEROET-R A E OB, ARRAR web MRS RIB AT N SNEORL—ANHSWE, EENHETRMNAZLH21E. Microsoft Internet Explorer 6 ASZHEETF: Bk,
BEANTIF A0 S35 7 1 #62 — AN Hi iDRAC Web SHii2xif . Internet Explorer 7 SUATTTFIEI-RAVE 1L, SRAEIR K AR EOH T I BOEIRAGREE. B, A e — ik
T LA f"Power User" (B4, BURE S, RJGTES — T+ EL"Administrator” CEFELGD BURESE, IBIXHANFTIFAESH R &0 24 Administrator” GFHLGD BUR. %
VAT ] — AN TR #2247 IDRAC Web FRIEIESRid #.

Firefox HIETRAE (4755 Internet Explorer 7 AHfl.

E. & iDRAC NIC

A5 E IDRAC D4R BIFH RIS EM 4 L. S RACE IDRAC M4l & IDRAC M 3K 4 S ¥I4h IDRAC 4% i B 1) # B .

BEEMZM IPMI LAN 8
B 3 GUSUERE iDRAC KA TEITU FH3k.

Ed #:  k#ssr DHCP RS 8 T — MRS Sk % IR R S MAP A 7ESLIR AR R . %73 (il IDRAC) 75 DHCP PG I s GUR (il 4. IDRAC LIRS H 2 M4i 5 (0)
JRERANTAT MAC il SR (L P i bR A I

1. #ii"System” (&%) — "Remote Access” GERFR) — iDRAC.

2. Hidi"Network/Security” (R%/%44) L5477 Network Configuration™ (R4EE) 7.
# 5-1 fl 4 5-2 B TR T EIRS& BB A IPMI LAN # .

3. SEHEMAFTRREE, HiditApply” (BH) .

4. WSR2 L 5-3.

® 5-1. MEHRE
HE YL
B NIC R, FoR NIC T ADFRGFILAL R RIAR IR 29 NIC SRR, B Mk T iDRAC [T {5 Bk Bt
BiILA off.
"Media Access Control (MAC) S RE—FRIR I 28 1 &A1 M 9" Media Access Control (MAC) Address™ (4l [MAC] Hshik) . MAC Ml ASREH EG.

Address" (E 5 H#E#H [MAC] #bhk)

“Use DHCP (For NIC IP Address)" (| #&/% iDRAC MahZ& KL E PH (DHCP) MRE#3KHC NIC ) 1P Huhik. [Aif, Z5HI"Static IP Address” (B#d 1P #t
B DHCP AT NIC IP #tH]) 3k) . Static Subnet Mask” (B&T MM fi Static Gateway" (&K 2.

BINH off.
“Static IP Address™ (##& 1P #iiik) SV PN B 404 IDRAC NIC [ IP bk, EESULEE, 1HUHIEHF" "Use DHCP" (£ DHCP [AF NIC IP #ii])
SRHE.

“Static Subnet Mask" (#&TR#G) SVFR B IDRAC NIC 9IRS, SHBUIL B, HeiiiEH"Use DHCP™ (fftf DHCP [HF NIC IP #ilt]D &

IEAE.

“Static Gateway" (H&MK) FoVFF P4 AR5 IDRAC NIC fisiise. S Sub it ®, HeHUNEs Use DHCP" (£ DHCP [+ NICIP #iit]D &
HHE.

“Use DHCP to obtain DNS server J@itiEfE " Use DHCP to obtain DNS server addresses” (fffl DHCP 3REX DNS fR&##ik) SixHE)s H DHCP ki

addresses” (fff i DHCP 3REL DNS R | DNS R4 #dthlk. 1S4 4H DHCP 3L DNS R4 2Hhll, [7i"Static Preferred DNS Server” (B #& % DNS %
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% Btk )

#) fi“Static Alternate DNS Server” (##&%&H DNS R& &) FEUTHME 1P ik,

il off.

¥: WRikfUse DHCP to obtain DNS server addresses” (fff] DHCP 3REU DNS R4-#3Mlk) SkHE, # AR
fi"'Static Preferred DNS Server” (##&E# DNS JRE#8) i Static Alternate DNS Server" (##& £fH DNS k%
#8) FRPHA 1P k.

"'Static Preferred DNS Server" (##
Wik DNS RE#H)

FVEF B I DNS IR A A 1P shhk. ESULIE, H5EHUNES "Use DHCP to obtain DNS server
addresses” (f#f] DHCP kBl DNS JR&2E M) ik,

"'Static Alternate DNS Server"” (&%
Ji DNS H%%)

104k ¥ #F¥&'Use DHCP to obtain DNS server addresses™ (f#f DHCP 3£48 DNS k&8 Hibb) i/ 41 DNS [R5
1P Huhik. WUREA %] DNS JR%as, WA 1P Hihk 0.0.0.0.

"'Register iDRAC on DNS" (i DNS 3
it iDRAC)

£ DNS JR%# Lyl iDRAC & F5.

#i\ly"Disabled” (BZEM) .

"DNS iDRAC Name" (DNS iDRAC %
)

HA e+ " Register iDRAC on DNS" (i DNS #ft iDRAC) G4 £ s iDRAC %45, B4k M idrac-service_tag,
service_tag #& Dell %5 #5454 5. k. idrac-00002.

""Use DHCP for DNS Domain
Name" (A DHCP k#&E DNS #4)

FEFERIL DNS 44, WA i Z S Fikd T "Register iDRAC on DNS™ (£ DNS E## iDRAC) SiffiE, NIATLL
7£"DNS Domain Name"™ (DNS %) 7B &% DNS 4.

i\ ly"Disabled” (B#H) .

¥: ikfE"Use DHCP for DNS Domain Name™ (f ] DHCP k& E DNS 4 ) itliE, i&MikiF Use DHCP (For
NIC IP Address)" (f#f DHCP [AF NIC IP #ihk]) ki,

"DNS Domain Name" (DNS &%)

#IL"DNS Domain Name" (DNS 4) A% H. WEik+ "Use DHCP for DNS Domain Name" (f#f] DHCP RiZE
DNS 84) SEHE, kI & RK O RRIF B AR RS Ut 7B

“Community String" (F #2245 8)

A& 1EM IDRAC & i%HI"Simple Network Management Protocol (SNMP)™ (f R4 2 B P [SNMPT) 4 fa st of i
MR TR EHIUF G HER SNMP 3RIEBEH iIDRAC 4. AN public.

"SMTP Server Address" (SMTP fR% 5%
bi%iP)

TE BTG SE, IDRAC 9 1 R3% H 7 s 44 i 5 2 1845 9 Simple Mail Transfer Protocol (SMTP)™ (& 8 B4R 3 $h
[SMTPD) fR&5#:1 1P fhhl. ZRilh 127.0.0.1.

® 5-2. IPMI LAN &t E

A

L]

“Enable IPMI Over LAN" (J§F LAN E
IPMI)

#PEZRR IPMILAN (SEIECH . BIAH off.

"Channel Privilege Level Limit" ({3
FR %% PR 1D

FCE LAN {538 F a2 (0 2 KRR . 4% DL Rz —: Administrator (35D . Operator (#ER) = User
CHP) . 3Lk Administrator (BE#R) .

“Encryption Key" (#4§7)

REHH: 0% 20 PAHEHTH FRFEm) « RAAEA.

* 5-3. W& BER#a

#al BLH

"Advanced Settings" ( B #t

1177 "Network Security” (P& &4) 7, EHEHMA 1P JEEM 1P BHIEEE.

H:
NIC, 3]

“Print" (3TH) FTED B4 | 2R (1" Network Configuration” (B E) fi.
"Refresh” (%) T N\ "Network Configuration” (R#&ERE) 7.
“Apply” (BLFI) TRAF P 454 B B L A ST R

X NIC 1P k8 55 10 5 ot G P T AT P €1 9F P S SR ¢ 1P ik B ¥ FORTIE PR %) iDRAC Web FUIT. A7 FUAt B o 2R R 8

LSBT REE.

BE IP &M 1P HE

ﬂ ¥:  EpAIAA " Configure iDRAC" (EEE iDRAC) HUIRA fEdAT LA F B %.

1.

i System— Remote Access— iDRAC , %5 Hiifi"Network/Security” (B /7% 41) &5 K47/ Network Configuration” (R&EH) 7.

2. Hiidi"Advanced Settings' (&8 ) il E M4 c et dE .




# 5-4 #iW] T"Network Security” (M#&&ME) iivE.

3. EEEHEE, fEApply" (MA) .

4. iR, S RE 5-5.

R 5-4. NHEREHETRE

BE L)
“IP Range Enabled" (IP #EEEB ) JHF AP SRR A ThAE, X T ATBAVIIE) iDRAC () 1P SuhkiEE . BRNK off.
"1P Range Address™ (IP JEE# k) YLE T2 1P F k. BRAN 192.168.1.0.

"IP Range Subnet Mask™ (IP Y& FFMMB) | &3 IP bk pm it B . T RIS A M MM, KBt aion 1, B eih®. ikl
255.255.255.0.

"IP Blocking Enabled” (1P BHEBERHA) JAF VP Skt BEAETfE, 22 RERR 7R TR 5 A P9 2R 1P Mk B R R VR, BRILY of e

*IP Blocking Fail Count” (1P [ # Bt $0) BEIRLIEA 1P LK) 6 e A0 fo v SR B BRIy 10,

"IP Blocking Fail Window" (1P} 2 # & & Yesg —AITFEE (RPN  TEZIEE A AUR A 1P BLIE ST B A e 1P BRLIEAESTIN 1], BRI 3600.
=D

"IP Blocking Penalty Time" (1P [H #%& i it NN R RALD R E R RIGL B IREA 1P HBHE B K. BN 3600,
1A

% 5-5. M&REMREE

2 L)

“Print” (3THI) ITENRE%E - 851" Network Security” (FI4%44) H.
"Refresh” (RI#H) HH A ""Network Security” (R4 7.

“Apply” (BLAT) {17 " Network Security" (B4 24 E) TR E.
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dellProductMembers 1.2.840.113556.1.8000.1280.1.1.2.2 FALSE

JE TGN dellRacDevices X415, @2 F dellAssociationMembers i i £ (1) i i 5
.

#4% ID: 12070

a5k (LDAPTYPE_DN
1.3.6.1.4.1.1466.115.121.1.12)




J&F k= #1 dellAssociationObjectMembers (#141%., JtE 2] dellProductMembers #4)a M)
SR

42 1D: 12071

A4 P4 R (LDAPTYPE_DN
1.3.6.1.4.1.1466.115.121.1.12)

delllsLoginUser 1.2.840.113556.1.8000.1280.1.1.2.3 TRUE
WP BA B IR, 4 TRUE. #i/k{4 (LDAPTYPE_BOOLEAN

1.3.6.1.4.1.1466.115.121.1.7)
delllsCardConfigAdmin 1.2.840.113556.1.8000.1280.1.1.2.4 TRUE
IR P BA R R EBBR, Wy TRUE. #i/k{4 (LDAPTYPE_BOOLEAN

1.3.6.1.4.1.1466.115.121.1.7)
delllsUserConfigAdmin 1.2.840.113556.1.8000.1280.1.1.2.5 TRUE
WA BA R A RCEBUR, W TRUE. #i/k{4 (LDAPTYPE_BOOLEAN

1.3.6.1.4.1.1466.115.121.1.7)
dellsLogClearAdmin 1.2.840.113556.1.8000.1280.1.1.2.6 TRUE
SR R A H B BREUR, WA TRUE. fii /R (LDAPTYPE_BOOLEAN

1.3.6.1.4.1.1466.115.121.1.7)
delllsServerResetUser 1.2.840.113556.1.8000.1280.1.1.2.7 TRUE
IR B R RS S E AR, WA TRUE. #i/k{4 (LDAPTYPE_BOOLEAN

1.3.6.1.4.1.1466.115.121.1.7)
delllsConsoleRedirectUser 1.2.840.113556.1.8000.1280.1.1.2.8 TRUE
SRR BA B s & e AR, Y TRUE. #i/k{4 (LDAPTYPE_BOOLEAN

1.3.6.1.4.1.1466.115.121.1.7)
delllsVirtualMediaUser 1.2.840.113556.1.8000.1280.1.1.2.9 TRUE
R A B A B, Wy TRUE. fi /R (LDAPTYPE_BOOLEAN

1.3.6.1.4.1.1466.115.121.1.7)
delllsTestAlertUser 1.2.840.113556.1.8000.1280.1.1.2.10 TRUE
SR P BA B R R A PR, 2 TRUE. #i/k{4 (LDAPTYPE_BOOLEAN

1.3.6.1.4.1.1466.115.121.1.7)
delllsDebugCommandAdmin 1.2.840.113556.1.8000.1280.1.1.2.11 TRUE
SRR P BA B R A R, Y TRUE. #i/k{4 (LDAPTYPE_BOOLEAN

1.3.6.1.4.1.1466.115.121.1.7)
dellSchemaVersion 1.2.840.113556.1.8000.1280.1.1.2.12 TRUE
W AR A T T ANX 3 RANE [ 775

(LDAPTYPE_CASEIGNORESTRING

1.2.840.113556.1.4.905)
dellRacType 1.2.840.113556.1.8000.1280.1.1.2.13 TRUE
JE L dellRacDevice #4247 RAC 2L 25 dellAssociationObjectMembers FiiEEME | AR KNG TR
EHERE. (LDAPTYPE_CASEIGNORESTRING

1.2.840.113556.1.4.905)
dellAssociationMembers 1.2.840.113556.1.8000.1280.1.1.2.14 FALSE

%3 Dell X} Active Directory P fIT+ENE AT T B

/& Active Directory HIIZEMINS, 24 & Active Directory FI /R FEHLE LA G LU B A BEASET 1 RAC (iDRAC) 4. HIF I P14, RAC XKHXAT RAC #UR.

£/l Dell Systems Management Consoles CD %% systems management software i, #J Uil 723472 i %" Dell Extension to the Active Directory User's and
Computers Snap-In" (3| Active Directory i PRI BN EHEETH Dell FB) ETORY JREHNIG. iS5 (Dell OpenManage #fFHid w4sf5m) ik—1 T iRl 225

Systems Management #ff.

A X Active Directory HI P RITHEHLE FLHLCIENS, 1550 Microsoft #LHISCM:.

%3 Administrator Pack

WHHEF L Active Directory iDRAC X 4 IfEA R 41 1424 Administrator Pack. WIHA%% Administrator Pack, ¥ GikfER T &H Dell RAC X 4.

HRVEN, W2 Active Directory HI A EINLE HIL T,

T Active Directory i P M+ E L& HE T

HEHTIF Active Directory 1 P RSNV BT, BT LT A 5%:




1. WGSBS 4, Mgk Start” (GFE) - “"Admin Tools™ (‘B# TA) —"Active Directory Users and Computers" (Active Directory f FRIHEHL) .

TR BEAT SR B AR L, WA A R e MR Microsoft Administrator Pack. #4%i )t Administrator Pack, #iii"Start” (FF#) — "Run™ (BfF) , #
A ML % Enter.

Microsoft ###z 1|5 (MMC) £7x.
2. fi"Console 1" (##& 1) HOdwd File” (XfF) (H"Console™ (#E|#HE) , WHELIEIT Windows 2000 HFE%) .
3. #ili"Add/Remove Snap-in" (/%R EEET) .
4. ##¥"Active Directory Users and Computers™ (Active Directory i P RIHEHL) &8I0 3dAdd” (B) .

5. Hif"Close™ (KM JHdi"OK" (&) .

¥ iDRAC AP MR MME] Active Directory
{iF) Dell 51 Active Directory il R SALFHALTE, (EUEEMILLOIE RAC, XIERUSLEA SN IDRAC Fl PRSI, BEVRITAE ARG, AATLL TR

5 RAC B&X S

DIERURA R

QISR R
LRSS E S IEIPSISOE

AlE RAC B&TSR
1. {E"MMC Console Root" (MMC il &M H ) &1, fidhi— 5.

2. #EF"New" (FE) —"Dell RAC Object” (Dell RAC &) .

A4H4 R "New Object” (Fixt&) @,

3. NEHINREANLIR. EATBAUSHE RSB Y JEA Active Directory ] Web FRHELE iDRAC "L art N iDRAC ZFRAAT .

4. #4%"RAC Device Object”" (RAC B &HR) .

5. i OK (B -

AR X R

B4 E: PR RBGURHSORIBN R OUEAER — .

1. fE"Console Root" (EHARFK) (MMC) & ith, fdi— 443,

2. #H"New" (F#) —"Dell RAC Object” (Dell RAC &) .
A5/ ER"New Object” (Hiw &) %M.

3. AHINRENATR.

4. #A%"Privilege Object” (BIRHN%) .

5. i OK (E) -

6. AR §IF ik Properties” (E#) -

7. Hidi"RAC Privileges” (RAC R ) LRI kA B BA KRR (%1552 HIDRAC HIJ B -

AERBEIF
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KPR GMNALIRAE TR, AU A A . ST B R SIS A e A . QAR IRIDOS RN, e 38 FH - BRIt B A 282 ) SIS o
i, wnEikE Universal™ GER) , WSR2 Active Directory 5 A AHLRE 2 5 b Iz 47 4 7T H
1. fE"Console Root" (#EH ERFR) (MMC) & ith, fili—AN%3.

2. #EH"New" (FE) —"Dell RAC Object” (Dell RAC &) .

XA44TH"New Object” (FEm$) M.
3. HIN RN
4. fE"Association Object” (KREEXR) .
5. i%&$E"Association Object” (REEME) fITEH .

6. Hili OK (F®) -

X R MBRB TR

i Association Object Properties™ (REEMRBHE) @11, WL P S 4L, KR S f RAC B4l RAC B#4l. WA RSHE1T Windows 2000 el mi, i
A FHE AL CARS U P18 RAC % 4.

LA LR RAC B4, B Dell AHCHIZEANAE Dell ARG M 4Lk F2AH[H) .

AMAFRAFA

1. Aii"Association Object” (REEXER ) Jik#% Properties” (Bi#E) .
2. ##FUsers” CRF) #OCRIFRETADD™ GRID -

3. EAFE A AFRIRRETOK™ (RS -

Hii"Privilege Object” (AUBRXTR) G- AR A LB INFISEIE RAC B4 52 SUH P slH FAUBUR K GG, L AEKE — ML X S 7RIS 6o R

W AR
1. #$F"Privileges Object” (RBXTH) LW RIFsidi"Add” (FM) -
2. BB R AR OK™ (BIE)D -

¢ﬂ‘7‘z;Products" G=f ) TR RAC B&TRINEIE . SBR[ RAC B, X3 A7 M sl P AT . LA 24 RAC S48 I %

#I RAC #4&3 RAC ®&4l

B RAC B4 RAC B#41:
1. #F"Products” (=& ) BRI fdiAdD” (BN -
2. B\ RAC # RAC B&4IAFIF B OK™ (BIE) .

3. {"Properties” (B¥) @HfdiApply” (MR) , HFHEE"OK" (HE) .

Wit P B ZEHM Active Directory £/ Web AMEE iDRAC

1. ATJF— A Web MIYE H.

2. %3 iDRAC Web il



3. Hidi"System” (&%) —"Remote Access” GZEREVi ) -
4. #Hifi"Configuration” (EZE) &5 &JFik4F Active Directory.
5. f£ Active Directory ¥ 3 i i "Configure Active Directory” (BB Active Directory) jffidi"Next" (F—3#) .

6. fE"Common Settings" (i H%E) #%):
e. ik#"Enable Active Directory” (Ji Active Directory) HikfE.
f. #A\"Root Domain Name" (Root #% ) . "Root Domain Name" (Root B %) 2 H3 M54 E Root 4.

9. BAEEBE, DRy,
7. {E Active Directory 4Hik#F 4 iiidi"Use Extended Schema (fi B & 4E4#)

8. fr"Extended Schema Settings" (F @4 E) %)
a. #A"DRAC Name" (DRAC &%) . ILZRUAUSTER SR 3 hHi ) RAC MR MW AL HIF (GESH 018 RAC BEM RIILE 3" .
b. #A"DRAC Domain Name" (DRAC 34 ) (filtn i DRAC. com) . iiZIf{i/ll NetBIOS ##. "DRAC Domain Name" (DRAC 4 ) /& RAC ¥ &% QUT{ET
e A R A .
9. ili"Apply” (BZFi) f&fF Active Directory i% .

10. #if"Go Back To Active Directory Main Menu" (& 2| Active Directory E£38) .

11. KRS H AR CA AIE 143 iDRAC.
a. i&#"Upload Active Directory CA Certificate” ( E# Active Directory CA AiE) Hikizill, RJ5Hdi"Next” (F—3) .
b. {E"Certificate Upload" GAE L&) G NDIIE I SO # Al 5 2 AE S
ﬂ ¥:  "File Path™ (CHFBER) (W8 EAUERIHIX SCIF#E R . AU NLEXT SCPFIR AR, A4 A R AN 58 BSR4 MU T4 o
w4 SSLAAMIER TG I CA (928 . 7E17iH iDRAC () management station F#E&IFH CA AIE GEB " Sl 68 CA ™) .
c. HidiApply" (BA) .

iDRAC Web server ¥t Apply" (R J5HsIEHEE.
12. JERY, SJSER IDRAC LL5ER iDRAC Active Directory JhfERCH .
13. #if"System" (R4) —"Remote Access" GZED M) .
14. i Configuration” (EERE) MR Hd " Network” (R%) .

15. WAfE"Network Settings™ (% #E ) Tik# 7 "Use DHCP" ({£f DHCP) (HF NIC IP #ilk) , JiF%"Use DHCP to obtain server address" (ffi DHCP
PR A Hib) .

FEZHN DNS R44% 1P Hulik, HUHi%+ " Use DHCP to obtain DNS server address"” (f#f DHCP 3KEX DNS FR%22#uhk) 4N F2M %4 DNS R4 IP
bils

16. ili"Apply Changes" (MEEX) .

iDRAC ¥ fE4:#4 Active Directory LhHERC & 58 .

fE Y B 2EH# Active Directory fil RACADM B2 & iDRAC

LA R4, i#id RACADM CLI THAZ Web FHifific B % HH 441 iDRAC Active Directory Hf.

1. fITFa PRI LL T RACADM fr4:
racadm config -g cfgActiveDirectory -o cfgADEnable 1
racadmconfig -g cfgActiveDirectory -o cfgADType 1
racadm config -g cfgActiveDirectory -o cf gADRacDomai n <rac- FQDN>

racadm config -g cfgActiveDirectory -o cfgADRoot Domai n <root - FQDN>



racadm config -g cfgActiveDirectory -o cf gADRacNane <RAC # /4>
racadm ssl certupload -t 0x2 -f <#R-CA-iAiE-TFTP-URI>

racadm ssl certdownl oad -t Ox1 -f <RAC- SSL- iAiF>

2. W4 iDRAC L2 il DHCP 3 HAAHMEH DHCP fRS-#34E4L DNS, M ALLT RACADM #ird:

racadm config -g cfglLanNetworking -o cf gDNSServer sFronDHCP 1

3. A iDRAC 44 DHCP sk T4\ DNS IP Hidil, MEALLT RACADM 4
racadm config -g cfglLanNetworking -o cf gDNSServer sFronDHCP 0
racadm config -g cfglLanNetworking -o cf gDNSServer1 <3ZZ DNS-| P- fifif>

racadm config -g cfglLanNetworking -o cf gDNSServer2 </A#-DNS- | P- ftiti>

4. #"Enter” (3D 58/ iDRAC Active Directory JAERCE .

{F Y- 224 Active Directory fil SM-CLP B2 & iDRAC
B4 i wAUSiT TRTP W53, AR CA IEJFRILRS IDRAC M4 AT

LA R 4 H SM-CLP FCE R 48 H(¥) iDRAC Active Directory g .

1. A telnet 5 SSH %3t iDRAC JFfiALLF SM-CLP fir%:
cd /systeni spl/ oendel | _adservicel
set enabl estate=1
set oendel | _schemat ype=1
set oendel | _adr acdomai n=<r ac- FQDN>
set oendel | _adr oot domai n=<r oot - FQDN\>
set oendel | _adracnane=<RAC #/H#>
set /systenl/spl/oendel | _ssl 1 oendel | _certtype=AD
| oad -source <ActiveDirectory-certificate-TFTP-UR > /systenil/spl/oendel | _ssl1

set /systentdl/spl/oendel | _ssl 1 oendel | _certtype=SSL
dunp -destination <DRAC A% #%- iAill- TFTP- URl > / syst enl/ spl/ oendel | _ssl 1

2. W% iDRAC ECUHA DHCP 3t HA A DHCP k44326t DNS, MEALLF SM-CLP 4

set /systenl/spl/enetportl/|anendpt1/ipendpt1/\
dnsendpt 1 oendel | _server sfrondhcp=1

3. H iDRAC L4 DHCP si# T4\ DNS IP Hhl, WEALLT SM-CLP fir%:

set /systemnl/spl/enetportl/|anendpt1/\
i pendpt 1/ dnsendpt 1 oendel | _ser ver sf rondhcp=0

set /systenl/spl/enetportl/|anendpt1/ipendpt1/\
dnsendpt 1/ r enot esapl dnsser ver addr ess=<Z- DNS- | P- #iffi>

set /systenil/spl/enetportl/|anendpt1/ipendpt1/\
dnsendpt 1/ r enot esapl dnsser ver addr ess=<##- DNS- | P- #4iF>

Active Directory FrE M %

K 6-4 PR, A Active Directory Sl FFRHEZHI T ZAE Active Directory Fil iDRAC. L#ii# Tt E . 7 Active Directory ¥, FrEZixi G EM . HA iDRAC BRI
MRz m AR R . T RTZH A RE IDRAC AR, HEAERE IDRAC LECHE fEA AR . S5 RAEMBIT ZARE, MERBIRESE LAEEA iIDRAC L, i
A& Active Directory Hi. /4~ iDRAC HAT i B AIE Y £ A G, % 5-10 S 7 AEALMBIRZAN £ 6-9 Son T BiMmEARE.

E 6-4. ff Microsoft Active Directory FiF#: 2H#EE B iDRAC
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Active Directory B E EE
iDRAC i%

AR

R 6-9. RilA GHRM

Bk | BT RRR £ #555

BUR

%

I | "Login to iDRAC" (&F3 iDRAC) . "Configure iDRAC" (BEE iDRAC) . "Configure Users" (RRE /) . "Clear Logs" (% H 0x000001ff

B &) . "Execute Server Control Commands™ (#4T fR& & H & <) . "Access Console Redirection” (i HE# & EER) . "Access
Virtual Media™ (3 FEBIMTE) . "Test Alerts™ (W) . "Execute Diagnostic Commands" (AT LR 4

#% | "Login to iDRAC™ (#5® iDRAC) . "Clear Logs” (& H&) . "Execute Server Control Commands" (AT fR% 58 i r 0x000000f9
P | 4> . "Access Console Redirection” (¥ [ & B [F1) . "Access Virtual Media” (3 HEBMAE) . "Test Alerts” (R INEH)

%M | "Login to iDRAC" (%53 iDRAC) 0x00000001
P

x WA 4 AR 0x00000000
T B 7 AR 0x00000000

B4 i RoHERf A R RACADM FRifk 42 Hr 4 (i1l .

HRiF U bRiESLH Active Directory :

1 ffifi] iDRAC Web I/ 541 120 [l bsifi 424 Active Directory #ll Web 5tfifil# iDRAC.

1 Ji RACADM CLI T.H. %2 ffiJibrifi 42 f Active Directory fil RACADM fi# iDRAC.

B BARHEZLM Active Directory i i iDRAC
1E Active Directory i LAjinl iDRAC i, 24T FFI26RACE Active Directory:
1. {£ Active Directory %4 (idzl#%) b, TFF Active Directory [/ RSN LRI,

2. QI@ASGERIAH. HEHAX MR LT EE IDRAC LM Web #ifi. RACADM = SM-CLP i# (2 ki HbriE4LH Active Directory fll Web SHifific# iDRACEL{L
FbrifE 424 Active Directory il RACADM il & iDRAC) .

3. ¥IEA Active Directory 41 A Vi iDRAC [#) Active Directory fif.

FAARUEZEM Active Directory fil Web AHEE iDRAC

1. 4T ASHE Web JIE M.

2. %3 iDRAC Web 5.

3. Hii"System” (£4) — "Remote Access" GERRH ) ?iDRAC, #Ja#ifi" "Configuration” (BE) #1if.

4. #Ft Active Directory T/ Active Directory Main Menu® (Active Directory E3X#) il.

5. fE Active Directory ¥ 38 i ik "Configure Active Directory” (B2 Active Directory) JFiiidi"Next” (F—#) .

6. fE"Common Settings" Cif % HE) #H45:



10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

a. i&##"Enable Active Directory” (J§F Active Directory) 5i%HE.
b. #A"Root Domain Name" (Root 4 ) . "Root Domain Name" (Root %4 ) & H M52 E Root 4.

c. BENERINTE, RSy
7t Active Directory 2 #i%d% 4 #di"Use Standard Schema™ ({ FIfR#ESEH) .
HdiApply™ (B2 ) {447 Active Directory # .

TERREAE I B #5411 Role Groups™ (fa#l) %I+, #di"Role Group” (ffadl) .

"Configure Role Group™ (B &H) T2 LR, HhafEMEan Group Name™ (ML) - "Group Domain™ (43 ) fi"Role Group Privileges™ (ff &4
B -

##A"Group Name" (L&) . +rill iDRAC KXY Active Directory ffita4lf 4 5.

H#A\"Group Domain" (##) . "Group Domain" () & H#HK5E4RE Root 4.

7£"Role Group Privileges™” (f&@E R 71, BEAR.

4 5-10 (ff page 72 F) BT "Role Group Privileges" (f GHMR) .

WRAEEAT AR, A GABR CEERA . WA WP 2R AR T SOk 52 AL R A S AR .
i Apply™ (RER) (A7 5

#34"Go Back To Active Directory Configuration and Management” (GBF| 3] Active Directory it B M43 )

Hi#:""Go Back To Active Directory Main Menu" (GB[EZ] Active Directory E3RH) .

F 4 A SRR CA A 3% iDRAC.
a. i&#"Upload Active Directory CA Certificate” ( L# Active Directory CA AiE) i, A5 tdi"Next” (F—) .

b. fE"Certificate Upload" (A{E LR T N SR 42 55000 U 4 D E SO
E4 %: File Path” (OB 575R LRI SO . AU NGARSSCIFEE R, (U A N 5 SO 4 RSO T 44
b4 SSL AMIEM CAF IR CA %% . 7EVii iDRAC [f) management station F#E&4FR CA MIE GiEZ ] " Sl i #4E CA AIE") .
c. HidiApply" (BLFI) .
iDRAC Web server ¥ i Apply” (RLF ) J5 EBhE#H i s).
TR, SRJF 5% iIDRAC LA5ER iDRAC Active Directory HIRERCHE .
¥ System” (&%) —>"Remote Access” GERE; ) .
fiifiConfiguration” (BLE) &%+, )5 di"Network™ (P%) .

W 7E " Network Settings” (M4 & & ) Tik# 7 ""Use DHCP" (fEf] DHCP) (T NIC IP jht) , i "Use DHCP to obtain DNS server address" (fif
DHCP 3RE DNS R&##it) .

TEFN DNS %% 1P Hulk, Ui+ "Use DHCP to obtain DNS server address” (ff DHCP 3RE{ DNS JR&8iihk) JE# A A% DNS %% 1P b

i Apply Changes™ (BMRAEH) .

iDRAC #rift 42ty Active Directory It & 52 /K

{f F¥R#EZEH Active Directory fil RACADM B2 & iDRAC

{EH A R4, @i RACADM CLI THfiAZ Web JHHIEE RS ALK iDRAC Active Directory Ifig.

1.

T2 PORTIIHEALLT RACADM 4
racadm config -g cfgActiveDirectory -o cfgADEnable 1

racadmconfig -g cfgActiveDirectory -o cf gADType 2
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racadmconfig -g cfgActiveDirectory -o cf gADRoot Donai n <root-FQDN>

racadm config -g cfgStandardSchema -i <#%/> -0 cf gSSADRol eGr oupNane <#j &i-4- i - 475>
racadm config -g cfgStandardSchema -i <#7/> -0 cf gSSADRol eG oupDonai n <RAC- FQDN>
racadm config -g cfgStandardSchema -i <%45/> -0 cf gSSADRol eG oupPri vi | ege <iFH/-fi7-f#5>
racadm ssl certupload -t 0x2 -f <#f- CA- iLifF- TFTP- UR >

racadm ssl certdownl oad -t Ox1 -f <RAC- SSL- Aiif- TFTP- UR >

G = Axiemsie wehE &8,

2. WH iDRAC LA DHCP JFHAHAEH DHCP MR%5#54E4LH DNS, M#ALLT RACADM #i4:

racadm config -g cfglLanNetworking -o cfgDNSServersFronDHCP 1

3. %R iDRAC LC4EA] DHCP S T3\ DNS IP Hutlk, W ALLT RACADM fir4:
racadm config -g cfglLanNetworking -o cfgDNSServer sFronDHCP 0
racadm config -g cfglLanNetworking -o cf gDNSServer1 <3 DNS- | P- fifif>

racadm config -g cfglLanNetworking -o cf gDNSServer2 </AZ-DNS- | P- fifif>

f# FFR¥EZEM Active Directory fl SM-CLP B2 B iDRAC
ﬂ E: AEEH SM-CLP F#0AIE. MM A£H iDRAC Web FtifisiAt, RACADM 4.

L Fir4H SM-CLP Bl iDRAC Active Directory Hrifi4ify .

1. {#f telnet 5% SSH %3t iDRAC H4IALLF SM-CLP 4
cd /systen spl/oendel | _adservi cel
set enabl estate=1
set oendel | _schemat ype=2

set oendel | _adr acdomai n=<RAC- FQDN\>

2. #%IATA Active Directory fii (4N LL R4
set /systeml/spl/groupN oendel | _groupname=<#&i4l N #/H#>
set /systentl/spl/groupN oendel | _groupdonai n=<r ac- FQDN>
set /systenl/spl/groupN oendel | _groupprivil ege=</ /" HR- fi- #Ei%>

Hp N 13 5.

3. MIANLL T4 E Active Directory SSL iAifF.

set /systenl/spl/oendel | _ssl 1 oendel | _certtype=AD
| oad -source <ActiveDirectory-certificate-TFTP-UR > /systenil/spl/oendel | _ssl1

set /systenl/spl/oendel | _ssl 1 oendel | _certtype=SSL
dunp -destination <i DRAC l#%#5- ihiil- TFTP- URl > / systent/ spl/ oendel | _ssl 1

4. R iDRAC LM DHCP JFHA (LM DHCP %4244 DNS, WAL SM-CLP 4
set /systemnl/spl/enetportl/|anendpt1/\

i pendpt 1/ dnsendpt 1 oendel | _ser ver sf rondhcp=1

5. 4t iDRAC LA DHCP s #Fahfii A DNS IP ihik, MEEALLT SM-CLP

N
4

set /systenil/spl/enetportl/|anendpt1/\
i pendpt 1/ dnsendpt 1 oendel | _ser ver sf rondhcp=0
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set /systenil/spl/enetport 1/l anendpt1/ipendpt 1/\
dnsendpt 1/ r enot esapl dnsser ver addr ess=<:- DNS- | P- #i4if>

set /systemnil/spl/enetport 1/l anendpt 1/i pendpt 1/\
dnsendpt 1/ r enot esapl dnsser ver addr ess=<##- DNS- | P- #iifi>

R # EBEA SSL

WA Microsoft Enterprise Root CA ¥ i iz il 4 A3/ ELE] SSL AIE, iHHAT FHILIRAE &AMzl 48 FJs H SSL.

1.

2.

TEBRPE I 223 Microsoft @il CA.
a. k¥ Start” (FF#) — "Control Panel™ (F#IEARK) — "Add or Remove Programs" (FFIIBMEES) -
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help i iDRAC Fir 4.

help <7 é> B i e A 4 i EE ).
racreset H¥ iDRAC.

racresetcfg ¥ IDRAC T NN HE .

serveraction

7E managed server b7 HIEE B .

setniccfg

BE SN 1P .

sslcertdownload

F# CA ikiif.

sslcertupload

H CA MIEERSS BAIE L4 % iDRAC.

sslcertview

#i77 iDRAC ") CA IIF BRI 55 25 IAIIE

sslcsrgen AF T SSL CSR.
testemail i IDRAC i#it iDRAC NIC K% H Tt .
testtrap ##fil] iDRAC il iDRAC NIC %i% SNMP %4,

ff i RACADM A HREFE.E iDRAC

AN AT T] RACADM $147 % Fit iDRAC ML AT 5.

BER4ET iDRAC 8
RACADM getconfig T#r4 M IDRAC ¥ & il B i 8. EMAHLINA, s AmEAx g, mxgHE .

2 IDRAC Ji T Bl e AL R BUE SCT R Sk 5e B 500

FERFTT IDRAC HLIFIF, A4

racadm getconfig -h

TR X SR, LA S

racadm getconfig -g <#i>

filtn, EERHTA cfgLanNetworking st R E 1512, ML T

racadm getconfig -g cfgLanNetworking

£ RACADM ## iDRAC A F

° WE: i racresetcfg fir& i/, HAATATLESHM 2 ERAVIGIME. (R0 AT E%K -

i,

Ei #&: wREHEY iDRAC 8UZ/7 racadm racresetcfg W4 ETHE—F A root, %4 calvin.

K

B W LAE iDRAC J@ A i 15 M.

A AR AR P RIE, P ER IDRAC BB H ARSI S .

CH AR REAED IPMILAN FIFt. ) T2l iDRAC AT, JRub e SAF7EAEfT 1 -
ZIHEH PR AT, TETE AT PR T LL R 4

racadm getconfig -u <f/'%&>

=

BN R4, SREHRES 1 & 16 Ti—14

racadm getconfig -g cfgUserAdnmin -i <&7[>

E ¥ LA racadm getconfig -f < XG> BB AN < 4> S0t HPaERTE H P RITE L iDRAC il B 24,

R

AEESHAN R 1D LR EATIAHTE. ZRERWAX R A
# cf gUser Adm nl ndex=nn
cf gUser Adni nUser Nane=

i cfgUserAdminUserName Xt &%, WATLUEAH cfgUserAdminindex Xt S &R &G S5 . WH = FA 40K, WZRIKH SRS ZM .
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#in iDRAC

FLRMUH P E] iDRAC, BT T A IR

1. WEHAP4.

2. WEHEY.

3. RHEEFI IDRAC P AUR.

4. M.

il

TR TR0 0 B A AR I R 123456 (T " Johin, LLK IDRAC HE SRALIR
racadmconfig -g cfgUserAdnin -o cf gUser Adni nUser Nane -i 2 john
racadmconfig -g cfgUserAdnin -o cfgUser Adni nPassword -i 2 123456
racadmconfig -g cfgUserAdnin -o cfgUserPrivilege -i 2 0x00000001
racadm config -g cfgUserAdmn -o cfgUser Admi nEnable -i 2 1

NRRUEFT L, LR 4

racadm getconfig -u john

racadm getconfig -g cfgUser Admn -i

N

J& i iDRAC F P #UR
B PR TRSEER GETMO) BUR, 5% cfgUserAdminPrivilege @PE#E N 10-2 s RELA S #ERD -

R 10-2. JJ SR ALIER

AP AR U G $7%
"Login to iDRAC" (¥3%%] iDRAC) |0x0000001

"Configure iDRAC" (it iDRAC) | 0x0000002

BeEMS 0x0000004
HRHE 0x0000008
PATBRSS #3424 0x0000010
g b £ B 1) 0x0000020
Ui i J A T 0x0000040
Lise/k S0 0x0000080
PAT R A& 0x0000100

ik, EAVE P Configure iDRAC™ (FEE iDRAC) . “Configure Users” (BREH/) . "Clear Logs"” (B H &) fil"Access Console Redirection” (¥ il & &
D) B, 7N 0x00000002. 0x00000004, 0x00000008 HI 000000010 4l fu#ifh OXO000002E. #A /4N LA N fir 4 LAk B AL :

racadmconfig -g cfgUserAdnin -o cfgUser AdninPrivilege -i 2 OXO000002E

HiE: iDRAC A p

& RACADM I, AZUF-BNE MR o ASAE MR ESCPHIBR ™ -
NIRRT T MR RAC P 4 ik

racadm config -g cfgUserAdmin -o cfgUser Adni nUser Nane -i <##3[> ""

MGG FAFH () f675 IDRAC MR8 52 3 5] A At L 10 8 0K 7 i B S SO DA ) B

S B FE T R AR



;&DR’AC TR BRI BE ALV E managed server bk BRI R TUBAFE AR . RIS B A T IS E R DI RE LAR £R | DRAC FEIRZS B TR A0 LT B¢

racadmtestenmail -i 2

Ed & o0 FIp e SR RERT SMTP A TP AF SR E O . A, WS R L TR

W iDRAC SNMP B4R 7 B2
iDRAC SNMP [l &R e SNMP BEBHIT #5451 managed server R4 R G HE .
TR AR B P A SNMP e B R T g o

racadmtesttrap -i 2

4 i 40 iDRAC SNMP FEBHERTIREZ AT, W (R IEFELE T SNMP RIEHHEE . 25 testtrap il testemail T4 BiUIAL Hix Ll g .

& iDRAC M%)

BT M R AL, TN CUT A4

racadm get config -g cf gLanNet wor ki ng

FAEH DHCP #13 IP fihdit, A P45 A% cfgNicUseDhep )& b Thfi:

racadm config -g cfglLanNetworking -o cfgN cUseDHCP 1

S RO E I i SR BN <Ctrl><E> I IDRAC M HL 2 HFLF R Gt M DhiiE —#E. ACHEH] iDRAC Fic B2 FIRE 7 e B I 4% IR VR VT, 152 BILAN.
LR SEBIA R 5 F i S BLE BT 6 LAN 2% g 1k«

racadmconfig -

=}

cfglLanNetworking -o cfgN cEnable 1

racadmconfig -g cfglLanNetworking -

<]
o

cf gN cl pAddress 192. 168. 0. 120

racadm config -g cfglLanNetworking -o cfgN cNet mask 255. 255. 255. 0

<]

racadm config -g cfglLanNetworking -o cfgN cGateway 192.168.0. 120

«Q

racadmconfig -

=}

cfgLanNet wor ki ng -o cf gNi cUseDHCP 0

racadmconfig -g cfglLanNetworking -o cfgDNSServer sFr onDHCP O

<]

racadm config -g cfgLanNetworking -o cfgDNSServer1l 192. 168.0.5

<]

racadm config -g cfglLanNetworking -o cfgDNSServer2 192.168.0.6

«Q

racadm config -g cfglLanNetworking -o cfgDNSRegi sterRac 1

<

racadmconfig -g cfglLanNetworking -o cfgDNSRacNane RAC- EK0O0002

[t

racadm config -g cfglLanNetworking -o cf gDNSDonmai nNanmeFr onDHCP 0

<]

racadm config -g cfglLanNetworking -o cf gDNSDonai nNane MYDOVAI N

Q

E4 & i cfgNicEnable ¥ 0. WHIMH/ T DHCP, #1445/ iDRAC LAN.

& 1PMI

1. EERMACU R4, BE LAN E IPMI:
racadm config -g cfglpnmiLan -o cfglpniLanEnable 1
Ed & ScREwETUA LAN EIPMIEOHATH IPMI @4, A0, 120 1PMI 2.0 HI7G.
a. EEHACLF AT IPMI (SRR :
racadm config -g cfglpnilLan -o cfglpmLanPrivilegelinit <Zj/>
Herh<Z>JE UL R -

o 2 (AP
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o 3 RS
o 4 (EHER)

B, ZE IPMILAN fSEBRA 2 (P, AR
racadm config -g cfglpmLan -o cfglpnmiLanPrivilegeLimt 2
b, WHRFE, AN RG4S EE IPMI LAN {5805 5H:

E4 3:: iDRAC IPMI SCFF RMCP+ hifl. #5<UEN, 20 IPMI 2.0 #iE.

racadm config -g cfglpniLan -o cfglpm EncryptionKey <#Z#>

Jerh <@ =R — M RN R 20 FRPE .

2. AL FAAEE IPMI LAN 547 (SOL):
racadm config -g cfglpm Sol -o cfglpniSol Enable 1
E4 - 1PMI SOL BUIMRIRZSAITE TH#EE 1PMI SOL Fia BV . A%k, W21 1IPMI 2.0 Hi7E.
a.  AEALAF @A UE IPMI SOL JRARAL B2 «
racadm config -g cfglpmi Sol -o cfglpm Sol MnPrivilege <Zj>
Serh<Zf > JE LA R HEAME:

o 2 (AP
o 3 (#MER
o 4 (BHR)

B, ERE IPMIBRA 2 P, AT @4

racadm config -g cfglpm Sol -o cfglpnm Sol MnPrivilege 2

E ¥ EEER LAN ESTEREG, MifE SOL WiFE 5 managed server [ RAMA .

b.  EHLUF A4 EE IPMI SOL Jfs>
racadm config -g cfglpm Sol -o cfglpm Sol BaudRat e <#F%>
< 45#>%9 19200, 57600 5 115200 bps.

o :
racadm config -g cfglpm Sol -o cfglpn Sol BaudRate 57600
c. EETEMAIIRTHLEA L F A4 A SOL.
ﬁ ¥E:  SOL mJBUAREAN  H FIEAS -
racadm config -g cfgUserAdnin -o cfgUserAdninSol Enable -i <id> 2

e <i d> A 1D,

BB PEF
A PARCE A 8 iIDRAC A RRAT & BHCRIUIAEIE. 2 10-3 FIth T W REMIRIEFIZE RACADM SR .

R 10-3. FHHFEE

Ik -8

Tt 0
1
2
3

LR
HHG T
FKHUEFEIFHL

1. fEHUFa4RE PEF ik



racadm config -g cfglpni Pef -o cfglpm PefAction -i <%3/><#fFfi>

Horpr, <% 9/> & PEF K5l (GEZHL 5-6) , <#fF> KkHE 10-3 1.

Bilhn, AEINEIG RS E A 2 PEF HEHT5I SRS AL IPMI B, "R 4

racadm config -g cfglpm Pef -o cfglpnm PefAction -i 9 2

EE PET

1.

LA iy 4 J 1 4 e e 4R«

racadm config -g cfglpmLan -o cfglpm LanAl ert Enabl e 1

2. R4 HM PET:
racadm config -g cfglpmiPet -o cfglpmiPetAlertEnable -i <%45/> <0| 1>
S <g 9> & PET AARES], i 0 80 1 -5I44H PET SUR ] PET.
B, FRHAARL 41 PET, BALL R4
racadm config -g cfglpm Pet -o cfglpm PetAlertEnable -i 4 1
3. LR A4 ACE PET 5ih%:
racadm config -g cfglpmiPet -o cfglpmPetAlertDestlPAddr -i <#&5/> <IP- fihhl>
Hr < J/> /& PET HARRYl, 1 <IP-Mifl> RHUCE G H -SRI KRG H bR 1P k.
4. EHEBUALRRT R
TER A PERTE PN
racadm config -g cfglpnilLan -o cf gl pm Pet Communi t yNane <#7#>
b <&Fr> & PET A&,
[ R G

1. AR i AR E R

racadm config -g cfglpmLan -o cfglpniLanAl ertEnable 1

AN LR i 4 e P L A 4

racadmconfig -g cfgEmail Alert -o cfgEmail AlertEnable -i <&4/> <0| 1>

Horp <#FJ/> RETIEARES, O AR TIRAE, 1 AEH. B AR g 18 42—,
B, ZRARARD 4 FRFuseE, #ALLT e

racadmconfig -g cfgEnail Alert -o cfgEmail AlertEnable -i 4 1
AN BA iy 4 P TS
racadmconfig -g cfgEmail Alert -o cfgEmail AlertAddress -i 1 <# PRSI

Horp 1 RA T AARR]L T <@l FEEAFHLAES ST G AR B AR TR

SECE A SGH S, AL N i
racadm config -g cfgEmail Alert -o cfgEmail Al ertQustonMsg -i <& 7[> <HEXHE>

Hrb <FJ/> RUTIME ARG, T <f@XGHE> REESGHE.

DR, LN LA A4 R0 B R A
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racadmtestemail -i <#%5/>

Jerp <z 7> RERIIG T IeeE H bR RG]

EE IP ffit (IpRange)
P bk G (5% \P e 2D Rt 1P Huhkfe A 4R e BN 0% s management workstation X iDRAC 47Vl JLE Hr s Sl R & 1h 4.
IP JRiEAG % N BT IP M50 T cfgRacTuning &M e 1P M- i [ b ik :

1 cfgRacTunelpRangeAddr

1 cfgRacTunelpRangeMask

cfgRacTunelpRangeMask J& LR Al T4 1P Hilik, tRiHT cfgRacTunelpRangeAddr &k, g BAE, BAREZIERAAIBT IDRAC. MNiZiaf LA 1P Hihk
HFRPUCE] — SRR

WIRLNFRIEREGTF, FR kst

cf gRacTunel pRangeMask & (<#ZA- | P- #ifi> ~ cf gRacTunel pRangeAddr)
o & BB LA, W A AL R

Wiz cfgRacTuning Tf# cfgRacTuning J& ki ER51% .

£ 10-4. IP HiltfHE#E (IpRange) B

JR it P

cfgRacTunelpRangeEnable | 3 1P jufE drhfi.

cfgRacTunelpRangeAddr | R4 7 MRS 1, i@ /20 1P Ml fFEC.

SRR Y cfgRacTunelpRangeMask %40 57, Hisg i fuiF 1P bkt s 76 @O0 & A AERIERT 1P Hub ¥ A v AL AR
1P bl B SR & R F AN RERBOAE AR Y 192.168.1.0 F| 192.168.1.255 JulH bl 5.

cfgRacTunelpRangeMask | & 3 1P Hubk i i€y ir B . SR NCR I AT % X, Horh il il 1, Bk e ®.

RE IP i
BAE Web FHEHECE 1P Jfik, NikHEixbg.
1. #Hidi"System™ (&%) —"Remote Access" GEEVi ) — iDRAC —»"Network/Security” (& 41H) .
2. {£"Network Configuration” (FI4%KE) 7 I, #di"Advanced Settings” (F&BE) .
3. #%$"IP Range Enabled” (IP B ELA A ) HiLHEH 4 A" IP Range Address"” (IP 5 E#ik) fI"IP Range Subnet Mask™ (IP B FR#EHE) .

4. i Apply” (RA)D -

PR /i Al RACADM ¥ 1P ik 74l .

K4 & 256 Al RACADM 447 i T ### % RACADM fl RACADM fir4 i1 i .

1. AT RACADM #4446 192.168.0.57 LIAHEUATA IP Hihik:
racadm config -g cfgRacTuning -o cf gRacTunel pRangeEnabl e 1
racadm config -g cfgRacTuning -o cf gRacTunel pRangeAddr 192.168.0.57

racadm config -g cfgRacTuning -o cfgRacTunel pRangeMask 255. 255. 255. 255

2. LR TRSEBREIE) - NALPYASHIZE 1P Mk (Bifn, 192.168.0.212 F| 192.168.0.215) , WTEHERY P EREACHI B AL A& A IAT AL, f0 R R
racadm config -g cfgRacTuning -o cfgRacTunel pRangeEnabl e 1
racadm config -g cfgRacTuning -o cfgRacTunel pRangeAddr 192.168. 0. 212
racadm config -g cfgRacTuning -o cf gRacTunel pRangeMask 255. 255. 255. 252

SRR 555 7 1B 9 252, ik T A 11111100b.
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1P #  JJ JU
JA AP i i ARG LA B«

1 itk cfgRacTunelpRangeMask LI fER AR E, FraMEEMA 1 GEXHMTITRD , fELA#HAERN 0.

v A G S AR )y cfgRacTunelpRangeAddr [fE . shituhiki) 32 i =i il A RS oA % (KA IR AL AR B % o

B 1P %
1P BHEEBN A K EUREE 1P MBS B ek, JFPHEE (kB IE) iZ b AE BUA I [F K Y 2% iDRAC,
1P FHLZE D) RE CL1E
1 RIS AN S (cfgRacTunelpBlkFailcount)
VR TR X S O AR A (R TRIRESE (cfgRacTunelpBIkFailwindow)
v PHIRAEPHE 1P MhHEZERR SO VR RIS EUS AN e L 2 iE R ) (F2)  (cfgRacTunelpBlkPenalty Time)

FEATRESE 1P Huhk 9 6 Fe RO BOR T RA, XSG 2ty BT B B0 PRI BT, RIS LR S RO L A B A L

ﬂ O WRZESG P bk SRR B, 4 SSH &4 B R U RSB ssh exchange identification: Connection closed by remote host. (ssh exchange 5
W SEBHGR R ENLCM. D

12 RIDRAC Ja MEAR 4RI G e LT % cfgRacTune J& ki) 56H#51 % .

%

Gk AR FmEE 5T P XS

# 10-5. BFERARHIEE

JR X

cfgRacTunelpBIkEnable JAH 1P PHZEThEE .

BRI (cfgRacTunelpBlkFailWindow) 4 1P sl HUEL: A KK (cfgRacTunelpBIkFailCount), 7E— Bk il iy
(cfgRacTunelpBlkPenaltyTime) K [ %tk 13 e g 7 2if it el ol Sl3h 4.

cfgRacTunelpBIlkFailCount BEEIEANE 1P bk 6 s 2 A0 Fo VR B RIS

cfgRacTunelpBIkFailwindow | WK RIHESS CFP) o 4 RIUKOH LB, AR N 5s

cfgRacTunelpBlkPenaltyTime | 5 AN [ATER (LU RRAL) o FEI% G AL RIMOE 2 564 1P sluhik i 8 S ik

B 1P

PURORBI R, DR P oA — 2 B PR FLUCE e SR A BHIEZ e/ 1P bk 37 2243 T3
racadm config -g cfgRacTuning -o cf gRacTunel pRangeEnabl e 1

racadm config -g cfgRacTuning -o cf gRacTunel pBl kFai | Count 5

racadmconfig -g cfgRacTuni ng -o cfgRacTunel pBl kFai | W ndow 60

racadmconfig -g cfgRacTuni ng -o cfgRacTunel pBl kPenal t yTi ne 300

PR AR GITE— 43 B PO BEL I =R LA B RIS, IRPELIE L B i/

racadm config -g cfgRacTuning -o cf gRacTunel pBl kEnabl e 1

racadm config -g cfgRacTuni ng -o cf gRacTunel pBl kFai | Count 3

racadmconfig -g cfgRacTuning -o cfgRacTunel pBl kFai | Wndow 60

racadm config -g cfgRacTuni ng -o cf gRacTunel pBl kPenal t yTi ne 360

{4 RACADM BB iDRAC Telnet fl SSH R%

telnet/SSH %l &7/ LMl RACADM & 7EAMLELE (£ managed server b) .

E ¥ BHULA"Configure iDRAC™ (TEE iDRAC) BUIRA REIAT AR hify dy 4


file:///E:/Software/smdrac3/idrac/idrac1.2/cs/ug/appb.htm#wp45822

FE4 #: 7 iDRAC HEHALE telnet 5 SSH VLERM, (L1431 &iF A& 4 LTINA B .

A RACADM Ji A telnet Al SSH, %3t managed server J:-{Efr &R 7 A BANLL R4
racadmconfig -g cfgSerial -o cfgSerial Tel netEnable 1

racadmconfig -g cfgSerial -o cfgSerial SshEnable 1

ZAH telnet B SSH R4, H4fHM 1 ekl 0:

racadmconfig -g cfgSerial -o cfgSerial Tel netEnable 0

racadmconfig -g cfgSerial -o cfgSerial SshEnable 0

AL A4k iDRAC EfI Telnet %45 .

racadm config -g cfgRacTuning -o cfgRacTuneTel net Port <ifiij[15>

it ZHEK telnet s ABKIA 22 £] 8022, A4

racadm config -g cfgRacTuning -o cfgRacTuneTel net Port 8022

HKWH RACADM CLI @54 [ 5c 8413, 1Sk (i H 4 RACADM it 447 Hifi

fF iDRAC Bt & x4

iDRAC Fit & SR — M7 IDRAC Hudi i (6 BRI SCA S . LA RACADM getconfig Tir4 £l & IDRAC (B FIRL B SO, T LABAJG %1% SCF 64 i) RACADM config
-f Far AN IDRAC, SiCKid &%) e iDRAC.

& iDRAC B X
Tic B SO — ANl A (e o ATRMERMERA RO %, .ofg UM R e s (.
B 5 ST A

1 fER ORI

1/l RACADM getconfig T#14 M iDRAC 315

1 il RACADM getconfig ¥4 M IDRAC 345 J& 4t
i} RACADM getconfig fir 474 E 1, 78 managed server @4 3R 7F b LL T i 4
racadm getconfig -f nyconfig.cfg

S 722470 H R U fF myconfig.cfg.

B B X E R

° ﬁ?: A4 A SOA G B R O, bt Windows BB E AL Linux B vie racadm AT N ASCIHE SUA . MU T aHIREL, H AT fiEHiR IDRAC %
i

53 U B B SR
1 DL #TRRIAT R ERE
TERE TR — G I e s # TR NN IER # 745,
i
#
# This is a coment (X —%&VER)
[ cf gUser Adni n]

cf gUser Adni nPri vi | ege=4

MKHBAM [ A ] TAAGER.

FRNANEIGL T4 AN — 5T . S AR AL S R AT R BT RE . B RICA A A0 508 SBOHR . iC B AR 1%IDRAC J8 ME Al P 4 R G SR BTk o) 4

VAR R GLZR T AL R 3 RLL R G Jm A
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il

[ cf gLanNet wor ki ng] (44

cf gNi cl pAddr ess=143. 154, 133. 121 (X L)
1 SEHERE N R= R, RS = AU AR 7

BRI HR RE o EFRTE NINER OREAAE . = BRI TR R RAE (Bl — A=, 30 #. [ 155
1 TR IR G RRH .

FAP B M IA RG] W RERGI CAEE, WMEA RS, PR E A — AR P el i e .

racadm getconfig -f <XAFF>MAHIERIEERIIN R, RVEHEERS TR,

B4 i UL A TRl o RS AL
racadm config -g <#1 4 #> -0 <#iEXI Z> -i <F 9> <Mt—Eric 4>

v R GILIAT TR BSOS o
FP BRI AT i 4 T3R50 5«
racadmconfig -g <ZI&#> -0 <XREH> -i <F7>""
B4 3 Evrs (A k) fiR IDRAC MR EAME T .
EERERIAMAE, WEALL T2

racadm getconfig -g <##> -i <#&7[>

XEFRGI, X GENARC L ATEL DG A — AN R RO 5T R 5T R 6]
[ cf gUser Adni n]
cf gUser Admi nUser Nanme=</f /" #>

WER B RIRGI A, XS8R KR Z 0 R E.

srdraik N IDRAC BENIZAKIBT ARG HiE IDRAC I, %L MR RAR GBS MR BRI RAHINRG], WiZR IR E IR /£ iDRAC LA,

ARETERC B SO iR e AR RS

T AL AER R 5], Rk, R BURIS, AATRE AR SRR, JF A DR RG] WRRGIEE, WEMZRT . WURRGIAAAE, WEHS TR
Glo BETFIEAE T AT B 077 I3 51 %% H UAEFT A T ELK) RAC 1] SCBURS I 3 51 VL RCTT 0S8 N 735 o 37 B 2 58 — AT 351 W 25158 Sk B 2 n i
FI, MFE—A iDRAC b H] LUIER /M ALEAT R B SCHF T RETIE/E R IDRAC EIEHIELT .

MR E SO i iIDRAC 1P Mtk

TERBLE A IDRAC IP HERS, TEIERATA AR Z N <TH>=<fE>%H. RAHA "[" A "1 BRbrRRARERE, GRS 1P Mk E Sl <AH>=<f{> %H.
il

#

# (bject Goup "cfglLanNetworking" (%441 "cf gLanNet wor ki ng")
#

[ cf gLanNet wor ki ng]

cf gNi cl pAddr ess=10. 35. 10. 110

cf gNi cGat eway=10. 35. 10. 1

BESCARRE RO R 2R

#

# Object Group "cfglLanNetworking" (%441 "cf gLanNet wor ki ng")
#

[ cf gLanNet wor ki ng]

cf gNi cl pAddr ess=10. 35. 9. 143

# comment, the rest of this line is ignored (JERE, BLATAIILAHERI K bl 20%)



cf gNi cGat eway=10. 35.9. 1

AR EXH3F iDRAC

4 racadm config -f <XfE#> Sy HTHEE OISR EAT R GAAFRAFLE IF FLE R0 o AR SCOREAT AR AT i 5%, I SCPF I T IDRAC il e .

Ed & ZAREELGAES iDRAC HdiiE, 4% -c IANE config Tfid.

PSP R A RAR AT AT 5 LA S — AR T A SR % 0 R, U TE A BT, SRS 47T DARTRC B SO 9037 IDRAC

Q@ EE: W racresetcfg T ir K EUEAEM IDRAC NIC ¥ H M BGYIHER A BLE SRR A I AT BCEL. JREFHRT AT, (EL 2ol LA P 1 B B BRA B
4T racadm config -f <XfF#4> a4, WTLAZ(T racreset T4 Mk iDRAC ABRIAVET . i CREEINER AOPCF SCAH QLRI T B . M. RIIRILE 25
ARG E SO IDRAC, 14 managed server [ HRTFAHAT L R fr 4

racadm config -f <Xff&>

{Efn A 5E UG, ATLLIT RACADM getconfig iy &l E B E s th -

B £4 iDRAC

R S, T LA R MR e IDRAC. #2IX MBI £ 4 iDRAC:

1. MAHSHEEN iDRAC Q@A E IF. /£ managed server a2 42Rfikt, MIALL T a4
racadm getconfig -f <¥fF4>
Hr <%= 2’47 iIDRAC R SCHI TR, Ll myconfig.cfg.
ARV, WSAE IDRAC FUE I,

Ed & SmEscba s iDRAC . (e 1P JBIE) . (B S EIUE IDRAC ZT U AHE MK .

2. RTE b G OB SO R SR s (] A I B
3. KgRAHERC E OO S B 4 SR 45, PRECE IDRAC (941 managed server W[ LAV; LA

4. XTERERNEED IDRAC:
a. %3 managed server Bl A IR .

b, WREAIINEEEHCE IDRAC, AT 4

racadm racreset
c.  AEMLLF &R E SO IDRAC:

racadmconfig -f <W/E#>

Ferh <G> AR MR E SRR WERSCAFANE TR H e, B ER e ikt .
d. EEHA LU A B CALE K IDRAC:

racadm reset
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H 3%

f§F iDRAC SM-CLP #4472

Integrated Dell™ Remote Access Controller /7 41.2
Vak k|

] SM-CLP 4T A44

iDRAC SM-CLP 3§}

SM-CLP_Thifit

S MAP_ bl %% 7]

{4 _Show Verb

iDRAC SM-CLP sxfi]

Jil Telnet ¢ SSH {#i/i] LAN E#i47 (SOL)

A4 T A% IDRAC 1 Server Management Workgroup (SMWG) Server Management Command Line Protocol (SM-CLP) ({3 ..

E ¥ AHHEEENE Systems Management Architecture for Server Hardware (SMASH) Hrififil SMWG SM-CLP #iit. 45 CIX Byt (VERs, i 20 oA A AT 5%
/NH (DMTF) M3 www.dmtf.org.

iDRAC SM-CLP J&Hi DMTF il SMWG #EZhf—IHML, $24ET REEFH CLI SLiErbaitE. & X SMASH 1R REHIN TS TAE, BIENTE L hif RGE MALFE L IER . SMWG
SM-CLP j& DMTF HEB) (K4 SMASH TAEH 1 — %) o

SM-CLP 2t 74l RACADM #5447 FHH A — &0 Shfig, RAMVIHEEAR. SM-CLP #£ iDRAC #1447, ifii RACADM 7£ managed server LT, %%, RACADM 2 —F Dell
G, T SM-CLP b F-bRdE Ftifi . i 2 FIRACADM Al SM-CLP %5 T fif RACADM Fil SM-CLP fir 4 [fImest .

i SM-CLP #17 R4 &
iDRAC SM-CLP {H /" e M dir A7 BIAE 2T LU R RGTTIAE:

VORGSR — 19T, RMEER SIS RS
1 AZGHMHE (SEL) 8 — BoRoifk SEL itk
1 iDRAC HIJ" ik /5 3
1 Active Directory Ft#
1 iDRAC LAN AZE
1 SSLOAEZ44TER (CSR) Em
B E

1 {£ Telnet 8 SSH | LAN L7 (SOL) HiEf

iDRAC SM-CLP ¥
SM-CLP /&#fE iDRAC [ffE 3% telnet il SSH #%#:, iDRAC SM-CLP #4411 DMTF 4141449 SM-CLP M4 1.0.

PUFHB434R4E T iDRAC 12 SM-CLP ZhfEfIME K

SM-CLP TR
SM-CLP MU (T — 413 bl SM-CLP verb, wliliid CLI HIT-fij# RGei .
SM-CLP {24t verb &, JFEAE CLI RERGE EIIRE. verb FmBHITHIHRIE, 11 HARSE T EIZ T RIEM LA (x50 .
PAR & SM-CLP i 47 (118
<verb> [<i®Ti>] [<HAR>] [</@i>]
£11-1 42447 iDRAC CLI CHF verb (54, #AG&HiEE, Bl verb SCRFHIEIAIE .

# 11-1. X#H SM-CLP CLI Verb

Verb |8 IR

cd {£H shell %fii Managed System Hhib%=[i]. | - Cdefault, ~-Cexamine, -Chelp, —Coutput, —Cversion



file:///E:/Software/smdrac3/idrac/idrac1.2/cs/ug/index.htm
file:///E:/Software/smdrac3/idrac/idrac1.2/cs/ug/appd.htm#wp73606

ik

cd [ [ Hi

delete | MIERRXS R4, - Cexamine, -Chelp, -Coutput, —Cversion
e

del ete [#1] Hir

dump | #HEHIBUEA MAP #£% URI. - Cdestination, -Cexamine, —Chelp, —Coutput, —Cversion

dunp -destination <UR > [ #3] [ H#r

exit M SM-CLP shell £iFiRH . - Chelp, -Coutput, -Cversion
ik
exit [ 5]
help R SM-CLP fin4-#i0. -examine, -help, -output, -version
hel p
load e IR URI B85 MAP. - Cexamine, —Chelp, —-Coutput, -Csource, -Cversion
ik

| oad -source <UR > [ #7H] [ H#r

reset | E&HFR. - Cexamine, —Chelp, -Coutput, -Cversion
Wik

reset [0 [ H#rl

set 1 H ) - Cexamine, —Chelp, -Coutput, -Cversion
i

set [ [ A4 <@iE#F>=<{i>

show | E/xHFREM. verb 17 Hir. -all, -default, -Cdisplay, ~Cexamine, —Chelp, -Clevel, -Coutput, —-Cversion
i

show [ A [ HERl <EPELH>=<(E>

start | AZIHE. - Cexamine, -Cforce, -Chelp, -Coutput, -Cversion
e

start [&5] [ AR

stop PR - Cexamine, -Cforce, -Chelp, -Coutput, -Cstate, —-Cversion, -Cwait
Bk

stop [T [ H#r

version | S8 BRI A S . - Cexamine, —Chelp, —-Coutput, —-Cversion

i

version [ 7]

# 11-2 YiW] SM-CLP 33l HULitmif 5kt mEhirs.

R 11-2. XFHK SM-CLP EIH

SM-CLP #% 7% | B8]
-Call, -Ca Fx verb HATHTE AT REMIThAE
-destination £ dump 4 sh R SE AR AL B .

Bk

-destination <URI>
-display, -d i iy A4 o

ik

-display <&t | Hir | verb>[, <@k | H#x | verb>]*

-examine, -x FER M A b B TEAPAT iy 2 5 I R 98 fr 2%




- Chelp, -Ch % verb #B).
- Clevel, -l 68 verb 76 H AR L LG E HARLL R %550k

Bk

-level <n | all>

- Coutput, —Co | fsEfith rg .
ik

-output <text | clpcsv | clpxm>

-source 1E load #r4 iR E MR AL E .

ik

-source <URI>

- Cversion, -Cv| /5 SMASH-CLP fiA 5.

5951 MAP Hi k2=

ﬂ AU () FMUREHT (V) 7 SM-CLP it b el B . Aid, A7 KR IR S 78 N — 174k SR 1E fr A o0 hr o 2% .

AT LA SM-CLP 7 FR X G FRFRA Al B U5 1) 5. (MAP) Sthhik 2 202 [0 HES 9 B AR s . bk B A% i 5 Mtk 2 o) K 3806 5 (0 26 4%

WERBARL () BURFHL () Fox. X253 IDRAC I ERIAERLG A . #H cd verb MHRFTT S4T. B, BB ARLHFEMHE (SEL) HFHE=/EsE, MAT M4

->cd /systenil/spl/logsl/record3

A HARE cd verb PAAHRTEMAL =8 b ¥ 2B ALE . .. Al . 4S5 HFEA 576 Windows L Linux fPAifE: .. $8Q%, Tl . 1749805

HAR
4% 11-3 4247 SM-CLP Al H b5k .

# 11-3. SM-CLP H##

Bz X

/system1/ Managed System H#z.

/system1/spl &2 SEE N

/system1/soll LAN _EH47HFR.
/system1/spl/accountl through /system1/spl/account16 | +75/~ 4t iDRAC Jil /il /. accountd ARk f .
/system1/spl/enetportl iDRAC NIC MAC #iik.
/system1/spl/enetportl/lanendptl/ iDRAC IP. [M SR 45 FERD 15 5 o

ipendptl

/system1/spl/enetportl/lanendptl/ iDRAC DNS fliz% a3 H .
ipendptl/dnsendptl

/system1/spl/groupl through /system1/spl/group5 Active Directory trifE 444 .
/system1/sp1/logsl H &L B br.
/system1/spl/logsl/recordl Managed System {54 SEL i34,
/system1/spl/logsl/records Managed System Lffj SEL H#z.
/system1/spl/oemdell_racsecurityl FHRAE RANIE 24 1 R IO S U7 ik
/system1/spl/oemdell_ssl1 SSL AIE# SRR A
/system1/sp1/oemdell_vmservicel REAU A5 iC B RLIR A

f#H Show Verb

BT R FARIOVENS . 1 show verb. It verb SoR HARKIENE . F HARFIZLLE ¥ # SM-CLP verb f511%.

1 -display % 3



show ®Cdisplay 5 foVFBR il dr & 1 oy — AN E AN g, BERR verb, filhn, S RS a0 b B SR HAR, LN
show -d properties,targets /systenil/spl/accountl

BRI, $% 0L R a4 T LABR G :

show -d properties=(userid, usernanme) /systenl/spl/accountl

WRABE R AR, ATLVEIEE S .

fEH -level # 5

show -level J&TAESE HbRLA FIZUNIGT show. @ik, WRBEE /systeml/spl Tk 1 FWE T 16 [ username Al userid JtE, LA LLF @4
show -1 1 -d properties=(userid, usernane) /systenl/spl/account*

FAE HhE A [ T FARAURYE, G -1 all 3BT, Wbl R

show -1 all -d properties /

£/ -output IR
-output i£1iEE SM-CLP verb #ith /Uit X2 —: text. clpcsv. keyword il clpxml.

BN text, REATEML . clpesy U S ARMRKR, E& TRABTRERF. keyword R UBAT I F=00 5 F4HE R cloxml #202 XML S0R, aF
response XML Ji%. DMTF #&5E 7 clpcsv il clpxml ##38, HM5E A LAE DMTF MiE www.dmtf.org $£3].

PUR R ER T T L XML #irth SEL %

show -1 all -output format=clpxm /systenl/spl/logsl

iDRAC SM-CLP =4
LR/ T (] SM-CLP $1U47 LA R HRE A4«
1 RS AR
1 SEL &
1 U EHBR ST
1 RRRG RN
1 W H IDRAC IP Hiuhk. 1 FHERS A S Hbhlk:

fi XA IDRAC SM-CLP FHfI{E S, 1S WiDRAC SMCLP Ja P it .

55 4% e R B

% 11-4 44t TR SM-CLP 7£ Managed Server T sy B 1R R 9] .

® 11-4. REBHFEEHRAE

Befe B

{fH SSH #ii %% iDRAC |>ssh 192.168. 0. 120
>l ogi n: root
>passwor d:

KIS 4 ) FRL U ->stop /systenl
systenl CRINEFIL
F IS5 4 ML IER R SATIT | - >start /systent
systenl CRINEEN
HHG TR ->reset /systenl
systeml CLRIHE B

SEL &#


file:///E:/Software/smdrac3/idrac/idrac1.2/cs/ug/appc.htm#wp81400

% 11-5 4t T fEH SM-CLP 7 Managed System {7 SEL IS #AEIRH].

#® 11-5. SEL HHEHAME

Btk

B

#H SEL

->show / systeni/spl/| ogsl

Targets:
recordl
record2
record3
record4
record5

Properties:
Description=IPM SEL
MaxNunber Of Recor ds=512
Cur r ent Nunber Of Recor ds=5

Ver bs:
cd

del ete
exit

hel p
show
version

#E SEL id3k

->show / systent/spl/logsl/record4
uf i p=/ systeml/spl/|ogsl/|ogl/recordd

Properties:

Capti on=Not defined

Descri ption=Backpl ane Drive 0: drive slot sensor for Backpl ane,
El enent Name=Not Support ed

LogCr eat i onC assNane=Cl M Recor dLog

LogName=I PM SEL

Oreati ond assNane=Cl M LogRecor d

Recor dl D=4

MessageTi meSt anp=16: 37: 10, January 13, 2007

Ver bs:
cd

exit

hel p
show
version

drive presence was asserted

Pk SEL

->del ete /systenil/spl/logsl
Al records del eted successfully

B H AR T

£ 11-6 YL THA cd verb SHMATHIRG]. EFTARGIT, BEVIEIERILEN /.

R 11-6. WS Hix SHEME

BE Bk
PR RS H BRI TS ->cd system1l
->reset

b T VIR NINEE 7V A

SHFE SEL HARH SR H A | ->cd systent

->cd spl
->cd | ogsl
- >show

->cd systenml/spl/logsl

- >show
SRS H bR ->cd .
EB—R ->cd ..
& shell ->exit

WE iDRAC IP it FRTHERD A R o< Hs it




£/ SM-CLP H i iDRAC %% 1 f& — AP 4 ik

1. ¥HE NIC J@tk¥ifE, fiEA /systeml/spl/enetportl/lanendptl/ipendptl:

o oemdell_nicenable — # % 1 j5H iDRAC M4, 0 #EH

o ipaddress — IP il

o subnetmask — F MY

o oemdell_usedhcp — %N 1 fifflifi] DHCP ## ipaddress fl subnetmask J&t, 0 ¥EHAM

2. JE committed JEPEEE N 1 BRASHHE.

Tt fTn commit BYEHFESY 1, BRI EAES . WRTE SRR, commit BIELTEN 0, RREM AR,

ﬂ ¥E:  commit 1k NifE /systeml/spl/enetportl/lanendptl/ipendptl MAP fii & gk, Fif e SM-CLP fird & riiA k.

E4 #: wiEmAMN RACADM ¥ H IDRAC %@, EME S AR, WA RACADM AR T M4 &

PR SS, MR B R, G telnet B ssh & if# b, LG NRACPIE, WLUEIR £ If 445 LR ST SM-CLP 74,

42 11-7 R4 T A SM-CLP ¥ iDRAC J&1E 7R 1.

# 11-7. R SM-CLP & E iDRAC W& E#:

HtE

B

3 F] iDRAC NIC JR AL E

->cd /systenil/spl/enetportl/|anendpt1/ipendptl

WEB 1P Mkt

->set ipaddress=10. 10. 10. 10

BT R ->set subnet mask=255. 255. 255. 255
#T7F DHCP #ri& ->set oendel | _usedhcp=1

JaH NIC ->set oendel | _ni cenabl e=1
PN ->set committed=1

£/ SM-CLP ¥ % iDRAC [ #

ZHEF] SM-CLP ¥ iDRAC [Ef, %Zi%1iE Dell BEH M TFTP URI.

FLX P IRAE ] SM-CLP T3 [ -«

1. fifi] telnet 5t SSH ¥ iDRAC.

2. EEEA N BAR i A 2 i AR A

version

3. HIALUF 4

load -source tftp://<tftp- JRE#> <@H- #17> | systent/ spl

o <tftp-fR45 4> /& TFTP JRZ-#31) DNS LHRak 1P Huht, 1 <#H-#2> & TFTP RS 8 L e i is.

telnet 5 SSH il &x 21k, wTAERZAEAT L0801 5B A e TE Ak

4. EIEEAHEM, R telnet Bl SSH &5 FIKE BTN version @4 .

A Telnet 8% SSH f#/ LAN E&4T (SOL)

7£ Management Station [f#f] Telnet 5 SSH %l & #H:%] IDRAC Jfb )5 #5E 7] managed server [{f: /75 B &b ILIhAER IPMI SOL (1 #&4K,

solproxy — 2/ FIFE £ I 2% K G ) B e AT 28 V. IDRAC SOL 5 sUiHBR TASMA IR IR 2L, RO AT RIS B2 76 iIDRAC kAT .

K Telnet 50 SSH &l & N AIZAEMBEIENIN K H Managed Server HiAT75 % . #4750 LU HEHINFEI7 5L ANSI- 50 VT100- 4315 Shell L.

R Telnet, 3%4%] IPMI LAN SOL ¥ H—if 1 2100, ST & [ EEmE Telnet 5414 .

£/l SSH =k Telnet, f%ffi%EH:3] SM-CLP (177 :\i%4#% 3] iDRAC. SOL [ nl LABJE M /system1/soll HbxE5).

%7 K



2 224 Telnet ik SSH % )i T fifA7 RAEHIHi# iDRAC ) Telnet I SSH % /i (¥ 14 «

¥ SOL Over Telnet A+ Microsoft Windows £/ HyperTerminal

1. #%fUStart” (JFE) - All Programs™ (FiE ) — "Accessories” (M) —»"Communications” (G&WM) — "HyperTerminal™ (G %) .
2. ONEFAR AR, EFEER, JRNdOK™ (BIE) .

3. M"Connect using" GEBEMA) FRMSIK DL TCP/IP (Winsock).

4. {E"Host address™ (EHlLiEE) FE AN IDRAC ¥] DNS #FRak IP Huhk.

5. fE"Port number” (g B0%5) FE A Telnet iill15.

6. Hi OK (B .

BLER SOL 1f, i HyperTerminal Wiffiikl&lbr.

¥ SOL Over Telnet T Linux

M Linux Management Station L[] Telnet /53 SOL, iEHATIXLLS TR,

1. i3 shell.
2. fEFILAF 4445 iDRAC:
tel net <i DRAC-i p- fhfil>

B4 % TR T Telnet REMMUSKOE GHO 23) , RAHHO SN telnet frds5)E.

3. HALFr4 LR SOL:
start /systenl/sol 1
X 4R Managed Server HJHATHG .

HER IR SOL J&5, #A <Qrl>+]  (%fE Ctrl IHEAL IS, NERIF) o Telnet #ERFPH2ER. #A quit B Telnet.

f#f SOL Over SSH

/systeml/soll Hirft¥# Managed Server {175 1 # 5 HF] SSH #5414 .

1. {fif OpenSSH 5k PUTTY i%#:%| iDRAC.

2. BN T4 LUEE) SOL:
start /systenil/sol1
X445 Managed Server (15473 . SM-CLP fir & AN FA] .
WEAIRH SOL FEE M, #% <Enter>. <Esc>, MGk <T> (EIHFZE MR . 54 SSH 2ifi.

—HJ33) SOL, #MiAFEEE SM-CLP. WAURH SSH 1% R ah#i2iE LMER SM-CLP.
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H 3%

iR iVM-CLI 3 EB8ERS

Integrated Dell™ Remote Access Controller /g 41.2
)i Vakit]

@ Jput2n

@ Gl SRl
L
)
]

HERAE RS

(T DAY R o 42 47 5 T 0 LR T

SR A AT S (IVM-CLI) AFIFER & — A 447 5, A management station [AliZfi R4 IDRAC & GtIEIA D) fiE .

BRAG BRI RS

AT A M IVM-CLI 2 JIRE SR RE] 20 7] 248 1R B

TR Z Y

THART IVM-CLI ATIREFFRT, REAfifR H AR R ARG 2 ] R4 RF4 LLT 82 B8 (1 2K .

ZRERZER

1 iDRAC fE &AM R4 LICHE .

2% B R
WYL I 5N L LA TR LA
1 RERGCI
1 BN IRERR T
v BRAERG] SBE

WHRSCAF AU —MRE RS CD, WA LURBAT TALARHERT AT 5] 24 50H) CD/DVD 1SO MR .

BT 5 BB S

] IVM-CLI RIRAAE 71, W] ATE 25 ch i 24

AFWRAR AR08 BT R RGN, SERORIT SR R ANAZ SIS G BRI IIMME SO, FE7] iDRAC Web JT1/2 SIS BRGSO MBI RS, )G 51 3% R 4.

PUF #8440 T4 54 Linux Al Windows 245 A1 WA ST 1R s a2 5 6

A Linux REAIEBLE S

WASRAHE (dd) AT Linux RIS SIECH .
BB UARTER, T I AL F 14

dd | T=<BA > of =<Hih Ll

fgil -

dd i f=/dev/sdcO of =nycd.ing

A Windows 4t fllz2 B SO

N Windows MR SCIFIE PEEUR S 28 A RPN, L8 NERIBUESCIRR CD/DVD 5155 XA T2 T -

iz
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il BIEE R4
1. Blg@ATLALH Management Station il (4 3£ 52,
2. RIE RGO R BN

3. WRA G F B E B G PHRE R R B R LR RS, MR P TR,
ISR IEAT AT S L E BRSO, MAIRZSC . ARG TR R G B AR R R/ R A
B, 2% Microsoft® Windows® #:1E R4, W& Al 4E2500 T Microsoft Systems Management Server (SMS) Fi 5 ik .
AUEEBRZSCAFRT, BT B RN -
v SURRRESE T RS 1 2R TR

VAR ERERT " L DA R A H R R G5 ST A R0 7 50 0

PATLA R AT

1 ¥4 ipmitool FUBIAFATAT I (VM-CLI) SREIIA B IE RSB N AR . R0 ivmdeploy BIAE A A IR £ 7 -
1 TP ivndeploy A& RIE RS

WEBRIERS

{#H] iVM-CLI FliZ A& 1 ivmdeploy BIACKE(E RG-S REE RS .
FHEZ T, BEE VM-CLI AHBFEERRY] ivmdeploy BIA . A SR TR 1E RGHE SN POT i RGNV TR .

LUR S BRIRGL T 7E H ARSI R G5 BB R R M 2 A b
1. fE ip.oxt SCASCHF R B U BB L TR R 4L iDRAC IP Hudik, 474> IP Hudik.
2. TEF A RS A s T 5] 4R {E R4 CD 5 DVD.

3. {Ef4 47147 ivmdeploy.

HIZ17 ivmdeploy AR, £ S SRTFAHIANLL T fr 4
ivndeploy -r ip.txt -u <idrac- ///> -p <idrac- %> -c {<i s09660- BLZ> | <i§{¥>}
S

1 <idrac-/1/"> /& iDRAC fil/*#4, #illi root

1 <idrac-##4>/& iDRAC I/ &S, filln calvin

1 <iso9660-M &=Ll F4i %% CD 5 DVD ) 1SO9660 MR %

1 <BAESRAEIERS %A CD 8 DVD M kit
ivmdeploy B4R &7 kit ey IVMCLI AMFER . 1555 i & (7 b0l T A SO Sk K e . JAALEE -r J5055 IVMCLI -r SRS A . R -r i S HOLBLA SO
gﬁzfgmggg?M?‘éﬁiﬁliﬁl iDRAC IP bl JFRHTIZ AT IVMCLE AT R -r I SECR R4, MBS iDRAC i, 7EXAENL T, -r #% iVMCLI AFR

ivmdeploy 4 A3 f CD/DVD 5 CD/DVD 1SO9660 WHZ44s. Wi B MR sl R 224¢, W LMESURA LMER ivMCLI -f 2E350.

5 R #4247 5 A R 7

SEWA B AT HE (VM-CLI) AR R —A Tl 45 AR (K i 247 §tiEl, A management station [ iDRAC # 4 fUA fii hE .
IVM-CLI 2 IR 4R LU T 2h g -
Ei = ESMCNEBESOIRR, B A AR AR BRI ML RN, iR RV R B

v S TR BN TR B A T Bk ARS
1 i IDRAC [ 5] G — kIR F ) 44



1 iR (SSL) #ifts iDRAC Hilfs %4
JEAT AT, Wi0R% iDRAC MU P AR .
D R 5 5 S R GBI sl 2R G0 S A SR B AL D Wb, 0 T A B BRI ORIZAT IVM-CLI #7 4.
PV G R DR AR, TR AT IE AT A AR I
X Windows #&%t, AU RS BRRRIZAT iVM-CLE 2 FIFY .

X Linux R4, WLMER] sudo fir& i iVM-CLI 2 FIFE, Tomits B bR . by 4R OLGE b A AR PR 0 U W I 77 LR BT TP i & BEARINEGi 4R IVM-CLI ZLep i, s
FER] visudo dir 4. A EEE SRR A AT LK sudo dr A AT TS INE] iIVM-CLI fr 447 (52 iVM-CLI JliIA%) SRIRHUGH LR 745 1 iDRAC 1115 Il FUE AT A T o

2% jVM-CLI AHERE

iVM-CLI A #2746 F Dell OpenManage™ Systems Management Consoles CD I, i% CD i Dell OpenManage System Management ¥ fF &4l Bl AR, ¥
System Management Consoles CD ffi NZI| R 5if] CD UKaN#E -1 bt 5 L vt A

Systems Management Consoles CD 17 i R4 HA M, WIFISNT. FEMEEH . RV )RS F RACADM AHFEF. A& CD B Hik Uk, _EEEH systems
management software /{5 2.

Systems Management Consoles CD &7 ivmdeploy — iXf& —AME R UL iVM-CLI 1 RACADM 2 FFE 544 B i B B 2 A A2 R Gl A .

4 & ivmdeploy AT 246 B st e S0, AnsAM S — AN FSR R A, AR 2 5 A SO A

AT

iVM-CLI ZHfiE Windows 1 Linux R4 AR AR MANILTYS RACADM AR FEH—E. #lll, 18E IDRAC IP Ml iIEIRH MiEE T RACADM il iVM-CLI AH
FFH—FE.

IVM-CLI &kl -

iWCLI [ 240 [ #1F_F%_shel | _i#£17]

ATIREX KNG . AR, EZH"IVM-CLI 24",

WREFR RGPS [ 4, JFE iDRAC FRBUERE, N &K 4kEhar, BB AL f —Fr e :
1 iVM-CLI SER AT R R 240k
v (R R T &l R B, 7E Windows W1, BT DM TS A A LR

iVM-CLI 2%

iDRAC IP Hifk
-1 <i DRAC- | P- #i#i>[ : <i DRAC- SSL- 4ij [ 1>]
MWSEERE IDRAC IP HitbAl SSL s, AP HKSE HiR iDRAC @Sl iiEse. MR IP Hihksk DDNS #F78, 3 R iiRds Sor k& 4.

<iDRAC-IP-#ii>/& 473 ME—[) IP Hihkok iDRAC #h&:#54 2% (DDNS) #FF (I3 . A <iDRAC-SSL-port>, Wi 443 CBRANGID . FRIETE T iDRAC )
BRIN SSL i, HATHEAT LN SSL i .

iDRAC F /4
-u <i DRAC- i1/ % F5>
HBHIRPIZ T A B IDRAC HI 44
<iDRAC-/#] - % Ffi=> Wb ZUAT LA R ik

v H¥H P4

1 iDRAC RSN FH P RLR

IR iDRAC BRIEJRIM, HARME S & Bt Hin 4 22k,

iDRAC H P %15



-p <i DRAC /- &14>
IBHEREE T IDRAC P 1 #05.
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3. WHFEF Press <Ctrl-E> for Remote Access Setup within 5 sec..... (¥ 5 R # <Ctrl-E> #TEBH HBRE....) 55, R <Ctrl><E>.
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(< ffisk>. <fiffisk> M7k Enabled” (B8 ) fi"Disabled” (B4H) .

TESRIAACE 1, IDRAC LAN 4. AU LAN SRV IDRAC JhEE, tLln Web FHfi, telnet/SSH il SM-CLP x4 4T Ftifil, % & fsE AT .

IREFAET LAN, DU R B 2 R

i DRAC Qut-of -Band interface will be disabled if the LAN Channel is CFF.
Press any key to clear the nessage and continue.

RS RIE, BT EER: IDRAC HTTP. HTTPS. telnet 5% SSH Ui A LAV i (I ThfESh, H4MEHEF 4015 &, L Management Station &i%%| iDRAC ) IPMI

CInt LAN 53856071, | DRAC Hiish SH 2248 . D
AT BT bR (5 2Pk SE. O

FE, 7R

LAN FEHIN A 2UE] . Al RACADM ST I JF HLAT R F i E iDRAC LAN.

LAN E IPMI (On/Off)

H <hfik>. <fifik> MEKRiEsE Oon (GF) Ml Off (R) . Wik Off (R) , IDRAC ALl LAN Fi#EC IPMI £ R

WMAIEPE Off (R) , MUFESE2ER:
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(e LAN f5IE5%H], | DRAC #4245 . )
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LAN 24
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H
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Xt iDRAC M AT it MAC Hidik.
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"DNS Server 2 (DNS Ji4&# 2)
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“Register iDRAC Name" (3}
iDRAC £Z#)
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B F
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LAN AP E

LAN I/ /2 iDRAC & ELBIKFT, BRiLA root. % <Enter> LU R"LAN User Configuration” (LAN il E) T3, BCE5E LAN I)')G, % <Esc> iRl b —A3gs,

# 13-2. Lan IFRER

B H B

"Account Access" (I P ) P Enabled” BH) A& GIK . L Disabled™ (BEF) FHEH Ak, .
"Account Privilege™ (I B ) #EHF Admin CFER) . User (FIf) . Operator (#/ER) #l No Access (FBHUE) -
z;:count User Name" (i /2 /7 % <Enter> UG P 4 (ESEMURTE <Esc>. ERIMF#A root.

"Enter Password" (G B8) BEE LA SUH RS BN RS Bk k.

"Confirm Password" (FiAEG) TFTEE EL O R . I 5 Enter Password” (BN B FERAMANFEREAR, BB, BamPinA L
i,

HRARAME

" Reset to Default” (E#ABRIMA) KA IV FIIH IDRAC FCEME &N L BRME. WS TEHA S s AN EEHALE iDRAC, WREHZIXFEY.
Ed & 7ESRARCES, iDRAC M4 TUAEH . RAEFEML - EHiRCE IDRAC EF|C/E iDRAC ILE AR EH T IDRAC F%.

#% <Enter> LUEFEIIH. MU FEEEESHMN:

ROV L) BMESWSERE AR 5 R R B R B

< @ JE >

< R ED >

A YES (R) 4% <Enter> £ iDRAC H ik NERIAE.

ROSHHERR

"System Event Log" ( RAFMHHR) ERARVEERGHIFHE (SEL) HELAHRHEGE L. % <Enter> LLE/R"System Event Log Menu" ( RZEfEH EXH) . 74
SR B H IR ER S D TR R (5 8. SEL fRFHRE 512 KfE8E.

A SEL {55, Wik View System Event Log" (EF RAFMHHE) ik <Enter>. ] <kHik> BB L% I FE, <tifisk> BB TF—% EH FE. H
Nl SHEIZIlR. HE% SEL f5RJRH#% <Esc>.

E4 #: R#ste iDRAC REEAFIFE iDRAC Web FHilifiiky SEL.

%k SEL, 151k "Clear System Event Log" (BB RAE M4 HE) 1% <Enter>.

58 SEL s, 4% <Esc> R[] b3,




B iDRAC BB ARER
5EH IDRAC MLE UG, 1% <Esc> R RiEHIZEH.
#FE"Save Changes and Exit" (R EEOFBH) Hi% <Enter> MR EL.

%" Discard Changes and Exit" (JFHE &IFR M) Jik <Enter> LLZBSFI{FEE .

&

#"Return to Setup” GRBEIWE ) Jfi% <Enter> LLR[E iDRAC fid & 2 AT .
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* 2Lt X FoRME D ARBE.

75 BURR PR R R A o

fdiHealth™ GERAFREL) T ERAEMANFSEEARAMIE S SRRbih, . BRI R R A, WS 448, iDRAC Al CMC {5 B IR AL 147 FI R 4 iR

AR E S

BERGFMHHE (SEL)

"SEL Log" (SEL H#&) W&/ managed server FRAEMIHER.
HHE"System Event Log” (REABEMHR) , EHITLLFHE:
1. Hidi"System" (R4) , AREHdEi"Logs" (A&) ki,
2. iifi"System Event Log™” ( R4HFH &) LIE/R"System Event Log” (R&HFMAHE) 7.
“System Event Log"” (RAEHH &) HERRGIBIPRIIERT GESRE 14-3) « W RRA LY .
3. HiliiFii"System Event Log" (REHMH B TR ULL: (BHL 14-4) .

£ 14-4. SEL Kix4l

& 3
"Print” (3TEI) HH O EoR ) HE PR IT B SEL.

"Clear Log" (&K H i SEL.

¥: “Clear Log" (K HZ) %M HA "Clear Logs" (5% H &) MR &R,

"Save As" (BE£R) TIPS E ], SRS HE SEL fRAFBIFTILII H %

¥ WURIEEMA Internet Explorer Jf HL7E (AR IBE i 8, 5Hf% F4 Internet Explorer (2 #% 4 H %, FHALER Microsoft® 7k

support.microsoft.com.

"Refresh” (fil#) FHHAN SEL Ti.

KEFHL B
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IZWT 5 RG] AR T i

Ed #: ©F LCD SRR (B T HrscR, DAERIFHLAR AT B4 .
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1. #idi"System™ (R4 . "Logs" (H&) ikuiF, AJ5di"Post Codes" (FFHl BRARE) .

"Post Codes" (FFAL BRREG) TUERRRLGIZPRIIERAT GESHE 14-3) « FNEERRES ARG LT .

2. RN Post Code” (FFAL BRARTE) TUHAALI4RE: (2L 14-5) .

£ 14-5. FH BRRBEEA

#4d #
"Print” (3TH {TEI"Post Codes™ (JFHL ARARE) R.

“Refresh™ (Fi#) | 4 "Post Codes” (JFHL HRMARE) 7.
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"Refresh” (Fl#) | EH# A"Last Crash Screen” ( ERHMFRE) 7.
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Critical (/*#) izg<éﬁ%><%)ﬂﬁ@%%%ﬁ>: CPU<#i5> (iR MLES, HHIRpRAD | T
=
Critical (") RYMR<H LR AFR> RGN B AR, AURECHEY H T
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HR L
Critical (J%#) gggzﬂg:]éﬁ@%%> RE: Mezz C<ifitligh s> MBIzl RALEERE, 2 | 4 1/0 4il%ed4l) Mezzanine KA IEH:
HIR LD
Critical (j£#) HARIRBN S <fi'5>: IR IKED ARAAE AL AR, IKBh 3% R A IR B2 C AR
Critical (i) IR <fS>: WHIIREI AT IS, KA s s AEHBES) 2 b
Critical (j%i) RGN PFault bl RO HEAL R, AR T A FE ARG LR AR T IR RTINS b e«
Critical (J%#) RGN RG MY LT RGP ERES, R 3 oA iIDRAC Wi 4P F2 5 vH i 2% S I Hsh W B
Critical (/%) RO RGNS LT RGO I R EEE, EHl FOHH iDRAC W47 FE PR B R g it (el T3 MEHUIRE R, T2t 9D
e HEAE R B N E ] S
Critical (j*#) RN RGP T RGNS TR, e sy iDRAC Wi g F R B R e it (el T80 MRS Bz, T2t 9D
It Hag e 8 AR
Critical (%) RGBURIE RGP TR RGRE IS RS, RYUFERTTTRIED | iDRAC B B IE R4 08 M T30 AR R, BT 285 89
7] It BB E LI AT I R
Critical (J*#&) REM SEL: REMISEHBAERE, HECHOHY SEL s SEL Hin—AN5% H G et Cifi.

"Warning" (&
[=p)

ECC RIEHR: WAFLIESE, AIIZIER ECC (<DIMM fLE>) CLiHH]

ARZIER) ECC R RIE R ™ TR T

Critical () | ECC R IEHIR: WIFfaE, RATRIER ECC CRIE —ANRATRIER ECC 4R,
(<DIMM £ =) T
Critical (*&) | 1/0 {Fitika . P EFMLER, 1/0 (FiEKE NMI 751 1/0 fZ il pl— AP T T
Critical (F®) | PCI #{BKHHR: M EILHEKE, PCI PERR TS TE PCI 2% FRGIEI ZHBR I HER .
Critical (/&) PCI R4t4k: ™ E B, PCI SERR (<{fifli%i 58k PCI &% BARIE] PCI 4R
ID>) T
Critical (*@) | SBE H&&M: ForkHEALEAE, B M TR E M fE4 0% 5 1) WIFESEA SBE K%, SRR
Critical (=) | ICTAM: H0FEGALRE, AR T SO O BT T HrA RIS
A CPU Phisthiiit: AbBEgsfeas, BRI C a0 AERERR PP N — R T R ELIRE
ENULT3) CPU 4% PERR: ALFEALERES, FIASHI 1S A i w) LEFRFRIAZ PERR ELHEA R AT IR A
RS CPU WA AR: AbFE RS fE A, ST YRS et it £ 75 ) AERERAIUAL SN — R A AT RS
ENULT3) CPU WL AMFRAERES, FIR AT IR (i L FRAEHL A 2 CHEN RO TR (4R
Critical (i) WAFEIN: NS, TURER WA N AN FETOAR -
(<DIMM £ >) CH]
Critical (%) WAFBEMR: MRS, TURER BUGNFEARTTIAR
(<DIMM fiE>) 2]
Critical (j*#) P RAID: PTELEES, TUARZER (<DIMM fLE>) DAY RAID WPERFTIAR
'l/\;arning" I NAEEIRER, (AE (<DIMM RLE>) S CLREIAIN G P A7
"'PV\;arning" [ IREE AL NAEIEERSS, 77 (<DIMM frE>) CUHUH W CLARE AP B
e
Critical (P#) | WTFRCEER: WIEEER, REHR RGN PR
(<DIMM fif>) 2]
WAPTUAINAE: AP, ORI WAFTUAR E AR E R

"Warning" (%
#)

(<DIMM f{irf>) E.7H]

Critical (j%#)

PCIE PR difiR: P EFILRES, B mE RO A Y

fE PCIE 2% BAGINE|™ FATR

Critical (j*#&)

AR AR EHEES, PCI PERR T

RISy R

"Warning" (%
#)

WA ECC %, WAA(EE, MREFFIE=E I (<DIMM fLE> ©
]

IZIE ECC HiRE O8I H KT

Critical (/i)

WAF ECC i WAFRIRES, A I EIAK™ELE (<DIMM A7#>)
CH

AIRIER ECC HHRHCIA S ™ K F .




Critical (/) POST #ffi: POST fkt, WH M BB R E P47
Critical (j*#) | POST f#i: POST fki&a%, APl E IR RBINAE, (RN TRE
Critical () | POST #i: POST fkIas, RulHif i 774 CRENA, HAFARR
Critical (i) POST ##i%: POST 4/, iLH BIOS #ik A4 BIOS i b
Critical (") POST #ii%: POST f&&dt, CMOS ikt CMOS i Bk
Critical (/) POST #i%k: POST fk/&a5, DMA il 5 H B i DMA 21 25 t B e e
Critical () | POST i POST fkIas, hiF 2% i BLakps B ) s e
Critical (/*#) | POST #fift: POST i, Ml ihi R G
Critical (J%#&) POST #ii%: POST fL/E&3%, wIgmARinl b it 4R LA i B T g R
Critical (j*#) POST #ii%: POST fk/&as, Al AR AR
Critical (") POST #iijt: POST f£Ikg:, SIO ik SI10 B
Critical (j*#) POST 4#i%: POST fREas, A2 i a5 Il i p Keyboard controller failure Cg#L{7 2%t B )
Critical () | POST #iit: POST f&IKas, LI IvIMA L I RGP WT I LRI
Critical (/i) POST ##i%: POST f£i&d:, BIOS Ikl kI BIOS IRl &I
Critical (") POST #ii%: POST f£/%%, BIOS POST {7l kI BIOS POST M 7Kl i
Critical (/) POST ##i%: POST fhI&a, Dell mefivy il 42 45 e & J i Dell G i F il 25 Ac B 2
Critical (%) POST #iijt: POST fkIk2:, CPU ML K CPU FLH KK
Critical (/) POST ##i%: POST fL##s, PA7HLE A IER PAFIE AN IER
Critical (&) POST #i%: POST {44, POST (ki MBS th 0 A e
Critical (/#) TP RR AR WA T e 3%, BEAFASIEA P TS ) R E A ez (R
Critical (J%#) TEPERRAHE S WA B 3%, TS (BMC [fF) B8 TR A e 2%
Critical (/i) ﬁgﬁéigztsi‘éi%: FSA T e A BEARASIRAE M (BMC [E R CPU AITAL) | CPU FIE A7
7
Critical (/) WAFR A MRS, TIER ECC <DIMM fir> S PRSI A
Critical (j*T) W7 H SB CRC: WIF{EH, AHIER ECC Cf ] AR A7 B
Critical (&) | j3f#/%% NB CRC: WIFfk/&#, AAfZIER ECC T ALt 77
Critical (f#) LR R R A A L T S | R ARV L] WY 88 DG R R G R 5 S
Critical (J*#&) P RN b T R S 2 3T B N e U GIRVEL ] SRR I A AT SRR A

"Warning" (#
)

BT RAE USSR, IR F/AW S S SR 7

TCHENIERT NIC 4R AF SEHTRE e 17

"Warning" (%
)

BEFTT: RRATE ORI, RIS <L > TN

TEHENIER) NIC $RAF S B HE e 1Y

Critical (/) LinkT/ FlexAddr: G815 (6858, T Bl MAC HihbibiT4is (g | LRIt s b Ay bk b 4
# W& # Die #) 2
Critical (j*#) LinkT/FlexAddr: BEHEIE 1A, AL ROM L FRE B 1T alsd | 2E70 ROM ASSCRFBAVEN B BE R 15
Pl (Mezz <fiiE>) CH
Critical (/&) LinkT/ FlexAddr: SEREE 1L/ a, JEikMN BMC/IDRAC HR1GHEH: T2k | JEiA BMC/IDRAC HRAGHEHE I 17 sl st b ik 5 8
PR 7 R
Critical (J"#) LinkT/FlexAddr: GEF T E&E, BALEIT ROM Bk SCRFREFEIATTE | 29 NIC 9 PCI BEA&IEI ROM S SCHRFAEHE I 17 Bl bk T e 7 A ot 0o
Pl (Mezz XX) 2748
Critical (/%) LinkT/FlexAddr: HEHeIE 5 1&3, JCEM Bl MAC it (<fE>) HE47 | 4 BIOS JLIEESRE NIC Bt Lot il MAC bl dEfT i =L sb 0k .
it 2
Critical (J%#&) 1/0 R TEHE 10 L3S, M™HE 10 HiR (<fiE>) SEHEAEERY CPU IERR fA7EKHEL, FEAl4R MM &% 5 CPU IERR.
"Warning" (% PCIE k™ 4. JE™H 1/0 4164, PCle 4 (<fifE>) WHAMERS CPU IERR f71£KHk.
=)

#%E iDRAC H#

"iDRAC Log" (iDRAC H&) & iDRAC [ i— Mg HE. HERMIIRIEE TP (lngst, FERML R EE0 LU iDRAC RHIEIR. JHECHS,

L% H B g

Hrhsystem Event Log” ( REHEMHE) (SEL) 2% Managed Server $1&/E3id3, "iDRAC Log" (iDRAC H &) % iDRAC &L HH LR,

FYil] iDRAC H &, T LT A 8k:

1 i System” (F4) —"Remote Access" GERPH) — iDRAC, A5 #ii"iDRAC Log" (iDRAC H&) .

iDRAC H &#flt 2 14-9 izlifE L.

#® 14-9. iDRAC HERHE B

ESiE0:




TB L]

"Date/Time" (H §i/8f

H A ) (40 Dec 19 16:55:47) .
fal)

Boot.

LR

iDRAC filfii Managed Server fifehi B HE B, %4 IDRAC Ig#)ii3h)f HE: 5 Managed Server i@ifshf, B [AlK £ RRN51FH System

“Source" CRJR) ElF = sibEIu

"Description™ (#H) iDRAC P s i SR P 44 1 TR L B

f#/H iDRAC H &R %4l
"iDRAC Log" (iDRAC H &) TUHRELLI T4 (kL 14-10)

# 14-10. iDRAC H & #4

H Epd

"Print” (3THID #TEN"IDRAC Log"” (iDRAC H&) 1l.

%k "iDRAC Log" (iDRAC H&) %H.

"Clear Log" (&K H
&)

#: ARG Clear Logs" (FEBRHAB) BURK, 42 &R "Clear Log" (JEBRH &) Hitll.

"Save As" (AH#A)

support.microsoft.com.

FIIF— A E O, [FEAEIS 44 IDRAC Log" (iDRAC H &) {if7 5kl H 3.

e WRIEEAEA Internet Explorer Jf HAERAFRFE SR, 1R T4 Internet Explorer [ 222 W, TFHAIEZ Microsoft SCRFM S

"Refresh” (Kl#) HHHA"IDRAC Log" (iDRAC H#&E) 7.

BERGRFER
RERMBUDRLTUTRGAMOEER:

1 RGEHR

1 Integrated Dell Remote Access Controller
i RS E, ifEdiSystem” (£4) —>"Properties” (BH#) .
RAENA
£ 14-11 ML 14-12 WHRE LN LRI,

R 14-11. REBFRFR

FB L
“Description™ (#H]) RGN .

"BIOS Version" (BIOS & #)
"Service Tag" (RFHHFS)
"Host Name" (E#L4)

"OS Name" (BfERLZH)

B RS0 BIOS ffiA.

HItH R GRS hRA% S5 o
[ECEIE Y £

Bt AL L IEAT IR R 5

R 14-12. HHPKEFR

FB B

"Recovery Action” (#RE#kE)
Down" (§fH) Zi"Power Cycle" (KBLEBEFH) -

RGIE" LA, IDRAC A BEMC B OAPAT LR 3 — 4 1

"No Action™ (E#fE) . "Hard Reset” (BE#) . "Power

“Initial Countdown" (BI#RERE | BIIEI" R G4 2 D F IDRAC 24T B AE .

"Present Countdown" (43 | BITHEIT 8 H 48011, LA,




| 30 | |

Integrated Dell Remote Access Controller
4 14-13 i) iDRAC Jatk.

# 14-13. iDRACERFE

FB L
13170 i) P4t IDRAC b GMT byt 2 iy YA ]
[l PR A Bt iDRAC [l f (1 As o
“Firmware Updated"” (E#E#H) B g R E . H 3% UTC &R, #ili: Tue, 8 May 2007, 22:18:21 UTC.
"IP Address" (1P Hidik) BRI TR 32-frhik. AR 2B i R, i 143.166.154.127.
"Gateway" (%) FERNEILE BRI G 1P Hudk. AR 2B 16X, b 143.166.150.5.
TR BRI R 2% BT SR RS 10 1P S 23 (6 T W3R . %R A b A 2R, bl 255.255.0.0.
MAC Address (MAC jiii) M—FRIAM A NIC AR V7 2] (MAC) Hbhik, i1 00-00-Oc-ac-08. iXj¢ Dell 2} 1D I HAESu .
"DHCP Enabled" (7T DHCP) | Enabled #7sah4 EHLELE ML (DHCP) CEH .
Disabled #75 DHCP ##iH.

RAMEEFHH managed server

PowerEdge M1000e WU E i AT ARS8 BHARFINUR PR @ RS 2%, WTLAET iDRAC Web FHTEIHTTFAR S % EAIE LN LED. 4T9F LED J5, W BAMREAE LED INHKI
PELIFERIE LED MARINSRIT AT AREIHLAS . SN O &4 LED —HINMRA ST E.

SRR B
1. #Hii"System" (&%) —"Remote Access" GZEFEVill) — iDRAC —"Troubleshooting” (#BEHR) .
2. fE"identify” GRE)D 7L, wkd1dentify Server” GRBRSEE) 50 M.
3. {fe"1dentify Server Timeout" CiFHR%488H) FB0h, MAME LED AR, W% LED —EINKRELRIZTE, M4 0.
4. Hif"Apply” (RA)D .
M558 BRI LED RIUERRE IR EL.
WARAAN O REF LED [NKR, RifRIXEe BRS¢
1. #Hii“System” (&%) —"Remote Access” GEREj ) — iDRAC »"Troubleshooting” (¥EHER) .
2. fE"identify” GRED 1L, HUEiEH1dentify Server” GRBIRE ) 550 H0MEAE.

3. HdApply” (MA) .

R HER &
iIDRAC 4 —2ERE M LI TR (S5 3 14-14) , 5XT Microsoft® Windows® = Linux (fJ REH ALK T AL, (] iDRAC Web FHif, AT LAY I 2% 1A T Ao
#ijjji"Diagnostics Console™ (SWHEH &) i1, HHITLL L%

1. #idi"System™ (&%) — iDRAC —»"Troubleshooting” (#EHR) .

2. #idi"Diagnostics™ (M) L.

% 14-14 B LI{E " Diagnostics Console" (SWT#H &) 7 LA a4 . G4 I HE Submit™ (3B38) . k4 R LR {E "Diagnostics Console" (BWiEH &) 7
.

i Clear” (W) gk L— 14

Sl
=
B

A

2 hil ¥ Diagnostics Console” CGEHiE#l &) i, ik "Refresh” (RI#F) -



£ 14-14. L@ L

e ]

arp SORHUIEAEHT ML (ARP) RN A . ARP % H N BET INaiMibg o
ifconfig TR RN .

netstat TTENER UL PRI A 2R .

ping <IP Ak | BAE FbR 1P Huhk e 7507 LT % % 9 AN IDRAC HEAT VI Il e BUE 2B 35U 1K) 7 BU RSN FLBR 1P Suhik. MR MATRIEE G R A2, 4% Internet Filiit
> SCHXC (ICMP) 8135 Bl (U RE S Hbs 1P k.

gettracelog | f/x IDRAC i HE. 0P, iiZkgettracelog.

HHZE RS L AR

iDRAC ft¥7£ Managed server Fimfei7 Uit RyEE EHR{E. (/" "Power Management" CHIFEHE) TAEEY 51 S JFHLESCHLIN @ B0t RGEPATH T 500

E4 i  24iA# Execute Server Action Commands™ (AT IR S BIE M) BURA AEIAT iUEH S0 . S0 DRI E IDRAC Jil /™ & RLELIT P BUR I 4101

1. #ii“System” (&4 , A5 Hidi"Power Management” (BRF®HE) L5~

2. #%#"Power Control Action” (B HI#EAE) . #ill, "Reset System (warm boot)" (E# &S BRI ED -
% 14-15 HRfbA S IR BRI B,

3. HE"Apply” (B ) DIHITHTEERAR.

4. REMRHEAS:. iFBRE 14-16.

* 14-15. BAIREH A

"Power On Sysytem" (TH &% H¥ ) FIFRGE AR O T7E R G I OC I i A et .
"Powers Off System" (3% &% HJE) FTIF RSl OF 2 T-7E 2 4 Huli o6 I 42 dusidze i) .

"NMI (Non-Masking Interrupt)” (NMI [4EBih AR RIS — DRI 2, RGP
i D)

FIBAT DAHEAT 52 22 W sl HERR A

"Graceful Shutdown" CiE#%H1) SARIEH RMBE RS, SRR RGHIE. EHERI ACPI GRZITEMBIEEID MIERS, AURGIRSHHEE
.

"Reset System (warm boot)" (T %% [R5 | TH5IFRAZKMNARE GRS .
KT IF R G KHUIEHES EH S R RS A5 .

#* 14-16. AEEERE4M

f4:1 1 b6
"Print" (3THI) FTENRR% |- S5 10 Power Management” (HEJEEFE) (4.

"Refresh” (RI#) | E#38 "Power Management™" (HLJEEHE) 7.

“Apply” (LA #E"Power Management" CHLJEE D TUN(RAFFTIE AR 35 E .

AR HE B A R AL IR) A

12 14-17 B85 AR R0 5 L ) o

R 14-17. FNH B/ EREER

& R
fiR%5 2 L LED IR HRIEH €50 Kt SEL {5 SJFRIEEFR SEL LA IENME LED.

M iDRAC Web 5tifii:

VOB ARG D S

M SM-CLP:
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M IDRAC R 2 FIF% 7«

WS A H

Jie 55 2% LA ISR 5 LED,

FIP WS S 80 A 1D, R BB BUINLAE P RS M5 S . SRV T managed server T il XL REIIME
B

43 iDRAC fJ 1P Hbhk?

M CMC Web 5tifi:

1. Hidi"Chassis™ (FL#) —>"Servers” (JR&#) , A5 "Setup” (HE) #EWH <.
2. Hii"Deploy" (#8) .
3. MEIRINE SRS 1P Mk,
M IKVM:
TS SRS EIRE . <Ctrl><E> JEA iDRAC FCE A MR
£
1 {£ BIOS POST WA & EoRmy 1P Hihik.
£
1 76 OSCAR ii#% "Dell CMC" #%iil 5 LIl i At i 71 4 ¥ 3¢ 3] CMC.
CMC RACADM fir & A LAMIZIERE R o W25 (CMC [E1F/H /' #5H7) 343 CMC RACADM it 4 ) 56 #5114
R3] IDRAC [ IP Hifk? (£ Bt :
$ racadm getniccfg -m server-1
DHCP Enabled (DHCP TUdH) =1
IP Address (IP Jifl) =192.168.0.1
Subnet Mask (FM#f) =255.255.255.0
Gateway (%) =192.168.0.1
A RACADM:
1. (EGSIRTFRAMA LT 64
racadm getsysinfo
M LCD:
1. EERR L, WL RRServer” (RS Irgikd %M.
2. JEFETR P LIRSS BRIk .

FRUFTRF] CMC () 1P Hudik?

J\ iDRAC Web Fiji:

#di"System” (F4) —"Remote Access" (@i i) — CMC.
CMC IP Hiuht B/R7E"Summary” (FHE) 1l L.
g,

£ OSCAR i "Dell CMC" %1 & LAEIL Ay # /T % % 5| CMC. CMC RACADM i 4] UMZIEHER . i
[# (CMC FEitEH /157 $43 CMC RACADM T4 KI5 5)% .

$ racadm getniccfg -m chassis

NIC Enabled (NIC &) =1

DHCP Enabled (DHCP B8 =1

Static IP Address (ffi&s IP #iill) =192.168.0.120
Static Subnet Mask (##&FMH#EiY) = 255.255.255.0
Static Gateway (##&MK) =192.168.0.1

Current IP Address (457 IP #ifi) =10.35.155.151
Current Subnet Mask C47fFF#Ef}) = 255.255.255.0
Current Gateway (¥§i[%3%) =10.35.155.1

Speed (i#J¥) = Autonegotiate

Duplex (X{T.) = Autonegotiate

%

iDRAC %% AN TAE

Wil LAN HZi 2435 CMC,
it iDRAC LAN i H .

TR A5 B m AR I F 1 T AL, (R B AR R

o

iDRAC i B K% 30 Bhwldnfe, RIS e A eIt . 555 30 &b, SRJE FRE AL %4 .
KifE CMC HIEHS . LA IR BST T REEE S

LEILT IDRAC HHH F & .

1.

iDRAC 32 ]y ERINBEE .

HHT| SRS B HAESRRIN . <Ctri><E> JFiEN iDRAC L HE AT
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2. EMBAHFEY L, B SR Reset to Default” (B HBRINME) Ji#% <Enter>.

ARV, HS 0 E M.

TS 5 R 55 5 () A 4 R 2

1. X3k CMC Web #iifi.

iTH""Chassis” (HLE) WiFHiLi Servers” (JRE#) .
Hifi"Setup” (BRE) EUi+.

FE RS 2 AT R B SR 11 7 44 7

B Apply"” (BF) -

opron

M IDRAC Web FifiiJii il & 5 i 215 1
ActiveX 45l & PV & tH I

R IDRAC AT REAN A SZ A5 AT K3 3
YIRS 6 R A SR B A O, RO IDRAC HRINE 2 SRR RIB

1. H#"Tools" (LH) —»"Internet Options..." (Internet #M...) —"Security” (&Z4) —"Trusted
sites” (EAERIEAD

2. ipidivSites” (I JHA IDRAC [ IP #ihtsk DNS #Fk.

3. il Add (&I .

JABE G TE 2R, SRR A.

mHAA"Virtual Media™ CE#R) KIRHEA"Console Redirection” (E#| & BB KR, KLt EsharE 4 blE
AT LAY IR A B ZhAE, {H/E Managed Server (5l & ¥ A BoR.

iDRAC A°5] &

NI BN 2
K7 CMC Web Fi#A iDRAC R RN NAITHRA . Wk, L CMC KEZIDRAC [t B B

W RBAT ORIV, IR B SCRA T

#5148 Managed Server I, HERERIT N4
@, HRRARA POST sl

WAL, AR R A I S
v AER R AR T Y
1 CPU RLHEA i .
v TR TR R B AN IR

534k, 7E iDRAC Web Fifisk LCD [¥) iDRAC H &b ka5 f 5.
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H 3%

WL

Integrated Dell™ Remote Access Controller /7 41.2
)i Vakit]

Active Directory

Active Directory & —FPbRAEILI RS, E05 1300 5l . 2 R AU BERI AL, IR 53 HaR REIMEIRAE . Active Directory BEHFE T X 204 R 46 5

5.

AGP

T E i (accelerated graphics port) (45, J&—FusLHNE, i ETER AT LCE YA R 3 RN AE

ARP

HuhEA#HTHMY (Address Resolution Protocol) (455, & —Fulid 4L Internet Hubil ek H ORI ML )52

ASCII

{5 B HbsHEIVES (American Standard Code for Information Interchange) fI4i%5, &—MiUIL#ERE, BT SREETEEE, B e w5,

BIOS

HEAI N/ RS (basic input/output system) II4ES, & RGUIRIFH— 805, RGHEH THAES S & R AR I, I ARG5S SUERAIMI BRI AR R g2 )
1

CA

WENUGE 1T AT AT il e fde, AT 2 wabm e T e e 2, IR e B 2 vt #lin, Thwate fl VeriSign 0y CA. CA WKEIEN) CSR J&, #5xf CSR & (Bl
PR AT ABGAE . R A E AT A CA 22 abidl, CA KRR WAL, LAYEmIE L5 Internet 1798 55 AL FRIN Il —FRiZ R i

CD

JE4Et#E (compact disc) HI4E5 .

CHAP

e ETIRAEML (Challenge-Handshake Authentication Protocol) 945, PPP ks &l I —FhIGAE /i, FA Tl 6000 4 (1 5 45

CIM

AH{EB#EA (Common Information Model) 45, & —/NH TEMS FEE RSP
CLI

#4475 (command line interface) (45% .

#4417 (command-line protocol) 4% .

CcMC
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U E 54188 (enclosure Management Controller) M4, /& iDRAC FIZ45 A% CMC 2 [a #1441 .

CSR

MIEZ 4Rk (Certificate Signing Request) 45 .

DDNS

FiA 4% #4 (Dynamic Domain Name System) [4i% .

DHCP

A EHURCE PHL (Dynamic Host Configuration Protocol) ({455, &l LR it S0 /0 Be 1P sk i il

DLL

AR (Dynamic Link Library) (475, 52— N/NEFIIFE, Forf KA /N 7 A8 aT L) R GE P e AT iR 7 76 75 22 38 11
O @A, JEHITEN DLL FF () .

DMTF

A EiZE 4/ (Distributed Management Task Force) 14575

DNS

W4 %4 (Domain Name System) fI4i5 .

DsU

Wi EfE %0 (disk storage unit) HI4i5 .

FQDN

o IR P AT CATE B KRR R R E B CHLIHT EpHLE

SE4fREH 4 (Fully Qualified Domain Names) 4l . Microsoft® Active Directory® {3 64 F1isi# /) FQDN.

FSMO

RIEHENEME (Flexible Single Master Operation). iXf& Microsoft FF#ilf Fe 4 5114 i) 7 ik

GMT

ARG THIN (Greenwich Mean Time) {45, ettt 5 i HuDOB A K FRHERS 18], GMT JR4RZIE SEE BT AME MR TH R E AV T1 2 (0 Z2HE) (KIbREARFHI 1]

GPIO

AT (general purpose input/output) HI4E5 .

GRUB
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